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As University Libraries, 
we have two main missions

Providing access to objects selected by curators

Preserving those objects 



For analog objects, guaranteeing access 
and preservation is relatively simple
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But in the digital world, those missions are compromised
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we lost control on some digital objects (subscription)

digital objects are vulnerable, especially our local unique 
scientific production and cultural heritage

theses laboratory  
notebooks

research 
data

cultural 
heritage



What will happen to the current research outcome 
in 100 years?
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Most institutions maintain an IR to archive and 
disseminate their digital collections
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But what about digital preservation ?

It supports the mission of guaranteeing access to objects.



Efficient digital preservation is complex
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Strategies and processes to protect against the major 
threats endangering digital objects of interest with the aim 
of (re)using them in the very long term future.

An effective digital preservation solution needs to be 
based on a threat-model.
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Multiple threats endanger our archives

Natural disasters

Internal or external attacks

Economic breakdown

Format obsolescence

Media obsolescence

Storage media failure

Human failure

Organizational issues



1. Natural and man-made disasters
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Very difficult risk to evaluate… low-probability with major impact events
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1.   Natural and man-made disasters
→  Geo-replication
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> 100km



The ideal solution : geo-replication of copies
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2. Economic risk
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In times of economic crisis, budget restrictions first and foremost 
concern activities that do have low impact on the short term future

G. Giannakopoulos et al., Libraries in Crisis: A Glimpse over Greece and Cyprus, Procedia, 
Vol.147, 2014, https://doi.org/10.1016/j.sbspro.2014.07.121.

Budget restrictions

Book purchase

Journals purchase

Operating expenses
Tech equipment upgrade 

and purchase

Others

Bibliographic databases

76.54 %

65.43 %

62.96 %

55.56 %

46.9 %

6.17 %

If investments in the infrastructure maintenance cannot be done for 
just 5 years, the risk of data loss considerably increases.

https://doi.org/10.1016/j.sbspro.2014.07.121
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2.   Economic risk
→  Cost control
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3. Human errors



It happens… 
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http://www.datacenterknowledge.com/
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3. Human errors
→ Independent technical management



4. Organizational, political and ideological risks
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A digital autodafé is much more efficient 
than its analog equivalent
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In the 15th century

$ sudo rm -rf /data

Today
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4. Organizational risk
→ Administrative independence



5. External or internal attacks
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Security measures :
- Regular software updates
- Authentication
- Firewall

ransomware cyber
espionage

access-based
attacks

viruses
worms
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https://fr.freepik.com/vecteurs-libre/hacker-icons-flat-set_4376519.htm


Integrity monitoring solution: checksums
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checksum

Site A

OK

original 
checksum

If checksums do not match:
- Is the copy compromised?
- Is the checksum compromised?
- Are they both compromised? 
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checksum A checksum B

Value of checksum 
for File ? 

Checksum

Site A Site B

OK

We	need	a	be#er	integrity	check	method	based	on	real-(me	
computa(on	that	can	only	be	performed	when	in	possession	
of	an	intact	copy.

Integrity monitoring solution: in a network

Site C
Site D
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5. Secure protocol for monitoring the integrity 
of all copies
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“We need to be active players of preservation,  
not passive clients of third-party preservation services” 
(Katherine Skinner, 2011)



The ideal preservation solution should 
combine all the aspects previously discussed
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Lots of distributed copies
regularly verified  
stored on reliable monitored media, 
periodically updated,
in a secure software environment,

managed by different people around 
the globe in independent institutions

and at low and controlled cost.
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Organization

Technology

Resources

A preservation solution is based on three pillars: 
technology, organization and resources



A preservation solution is based on three pillars: 
technology, organization and resources
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Organization

Technology

Resources



LOCKSS: a well-proven technology
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originally for PCA (Global LOCKSS Network)

open source software

awarded technology (perfect score - TRAC certif.)

a robust integrity check and repair protocol

modernized software architecture (LOCKSS 2.0)



How does LOCKSS work in practice ? 
Illustration with the Global LOCKSS Network 
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Your digital 
collection

LOCKSS preservation capabilities are equally well-suited 
to any digital collection
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Organization

Technology

Resources

A preservation solution is based on three pillars: 
technology, organization and resources



A diversity of LOCKSS networks 
preserve a wide range of digital content
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Content of common interest (incl. grey literature)General interest scientific journals

Scientific journals of regional interest

CGI

Government information
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150 km

Ceci n’est pas un PLN !
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Oh, come on!  
Tell me you  

have a backup  
of Belgium!



SAFE has 7 members

What	we	want	to	preserve?	
How	we	would	like	to	preserve?	
When	will	it	be	up	and	kicking?
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What does SAFE preserve?

1.2 TB 
53 collections - 125k objects
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Open access content collected from our Institutional Repositories:
- theses
- books, reports
- publications



SAFE Archive FEderation
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light organizational structure 
7+ nodes 

international federation 
geo-replication in completely independent sites 

distributed technical administration 
local admin only, no automation

each partner monitors the status of his content in the network 
global verification that the preservation is performed correctly

budgets remain fully independent 
economic risk mitigation



LOCKSS Network dashboard
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Archive status across the network
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Alerts and reporting
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logs

metrics

tech admins

org admins

general public
dashboard

alerts

reporting (*)

(* requires Grafana Enterprise)

kube-state-metrics
node-exporter



Thanks to our robust preservation solution, we are 
confident that our objects will be preserved for future 
generation
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LOCKSS empowers libraries to fulfill their essential  
mission of preserving digital knowledge
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Join	the	LOCKSS	community	!


