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ABSTRACT

Certificatelesssignatureschemesareaveryintriguingaspectininformationsecuritybecauseofits
capabilityofremovingthewell-knownkeyescrowproblempredominatelyinID-basedcryptography.
Heetal.proposedanefficientcertificatelessaggregatesignatureschemeandprovedthattheirscheme
issecureagainstallpossibletypesofsecurityattacks.However,theauthorsstillmanagedtofind
loopholesintheformofinsecuritiesagainst‘honestbutcurious’and‘maliciousbutpassive’attacks
duringcryptanalysisofHeetal.’sscheme.Theauthorsproposeanefficientcertificatelessaggregate
signatureschemewhichfillsthesecuritygapsinHeetal.’sschemeanddemonstratethesecurityin
theirschemeviaamathematicalproof,andreinforcethefactthattheirschemeismuchmoreefficient
inathoroughperformancecomparisonoftheirschemeagainstthepreviousschemes.
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1. INTRodUCTIoN

Digitalsignatureisanimperativeandanindispensableconstituentinpublickeycryptographywhich
coversauthenticity,integrityandnon-repudiation.Inapublickeyinfrastructure,auserusesapair
ofkeysnamely,private/publickeypairforcommunication.Publickeyiswidelyspreadacrossthe
participantsofthecommunicationprocesswhereasprivatekeyiskeptsecretbytheuser.Acertificateis
neededinordertobindthepublickeyandprivatekeytoavoidtheauthenticationproblem.Athirdentity
isalsorequiredinthesystemforbindingthepublickeywiththecorrespondingprivatekey,thatleads
tothecertificationmanagementproblem.Inordertooverpowerthecertificatemanagementproblem
Shamir(1984)introducedanID-basedpublickeycryptographywhichdoesnotneedcertification.In
theID-basedcryptography,publickeyischosenbyusersuchasanaddress,phonenumber,driving
licenseoranyotheridentityandtheprivatekeyisgeneratedbythethirdpartycalledprivatekey
generator(PKG).SinceprivatekeyisgeneratedbythePKG,henceincasethePKGitselfbecomes
maliciousthensecurityisinherentlycompromised,anditisthisissuethathasbeentermedaskey
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escrowproblem.ID-basedpublickeycryptographyfallspreytothekeyescrowproblem.AlRiyami
(2003)providedthesolutiontokeyescrowproblemforthefirsttimewherecertificatelesssignature
schemewasenumeratedinwhichtheinterestedthirdpartysaykeygenerationcenter(KGC)generates
thepartialprivatekeyofuserinsteadofprivatekeyandtheprivatekeyisinturngeneratedbytheuser
withthehelpofpartialprivatekey.KGCdoesnotknowtheprivatekeydirectly.Aggregatesignature
schemewasincentivizedbyBoneh(2003).Aggregationisveryefficienttechniquethatcollectsall
thenindividualsignaturesofndifferentuserscorrespondingtondifferentmessagesandaggregates
themintoshortsinglesignature.Aggregatesignaturescansignificantlyreducecomputationaland
communicationoverhead.Thesingleaggregatesignaturecaneasilyconvinceverifierthatndifferent
usershavereallysignednmessagesindividually.

WirelessSensorNetworks,Vehicularnetworks,InternetofThings(IoT)havebeenutilizedfor
targettracking,remotelocationmonitoring,environmentmonitoring,patientmonitoringetc.inthe
real-worldbutdatacanbeeasilycompromisedbyvariousattackssuchasfabrication,tamperingetc.
Certificatelessaggregatesignaturescanbeusedtoensuredataintegrityandtoreducecomputational
andcommunicationoverhead.

Related work:Many researchers have successfully accomplished a lot ofwork in the areaof
certificatelessSignaturescheme.AlRiyami(2003)haveproposedforthefirsttime,theCLS
scheme.Gorantla(2005)proposedanefficientCLSschemeandlaterCao(2006)foundcertain
insecurities in their scheme against some concrete security attacks. Li (2005) and Zhang
(2006)usedellipticcurveverificationalgorithmsintheirCLSschemewhichwasimproved
byYap(2006)byreducingthebilinearpairingoperation.Au(2007)suggestedamalicious-
but-passiveKGCattackwhereadversarymaybeamaliciousKGC.Huang(2007)proposed
twonewshortCLSschemesandproved thatbothCLSschemesaresecureagainst type1
andtype2adversarybutShim(2011)provedthat thefirstschemeproposed(Shim,2009)
wasfoundinsecureagainsttypeIadversary.Tsai(2014)proposedacertificatelesssignature
schemewithoutpairing.Sharma(2013)foundintheirsecurityanalysisofproposedscheme
(Tsai,2014)thatitfailedtoresistthemalicious-but-passiveattacks.Huang(2012)categorized
theadversaryA1andadversaryA2accordingtotheirattackingpowersay,Supertype,Strong
typeandNormaltype.SincetheintroductionofBonehetal.’saggregatesignatureschemeand
certificatelesscryptography,theirintegrationi.e.certificatelessaggregatesignatureschemes
havealsoattractedmuchattentionofresearchers(Castro,2007;Gong,2007;Zhang,2009;
Zhang,2010;Shim,2011;Xiong,2013;He,2014;Cheng,2015;Zhang,2014;Tu,2014).Castro
(2007)introducedfirstcertificatelessaggregatesignatureschemeanddevelopeditssecurity
model.Thereafter,Gong(2007)designedtwocertificatelessaggregatesignatureschemes.First
schemereducescommunicationandcomputationcostbutcompromiseswithstoragespace
andsecondminimizesstoragebutcompromisescommunicationcost.Theschemes(Gong,
2007;Zhang,2009;Zhang,2010)involveheavypairingcomputationsinsigningprocessand
itvaries linearlywith increasingnumberof signers.Other schemes (Zhang,2009;Zhang,
2010)requiresynchronizationamongallsignerswhilegeneratingaggregatedsignaturewhich
isdifficulttoachieveinrealtime.InacryptanalysisofCLASscheme(Zhang,2009),Shim
(2011)provedthattheirschemewasnotsafeagainstthecollisionresistantattackbytesting
againstsomeconcreteattacks.Xiong(2013)proposedacertificatelessaggregatesignature
schemewithconstantpairingcomputationswhich isconvenient forAd-hocNetworksand
claimedtobesecurewiththecomputationalDiffie-Hellmanprobleminrandomoracle,but
theirschemeisfoundinsecurebyHe(2014)andCheng(2012)bydemonstrationsandthey
furtherprovidedanimprovementfortheirCLSscheme.Zhang(2014)appliesfourtypesof
attacks,maliciousbutpassiveattack,honestbutcuriousattackonCLSscheme(Xiong,2013)
andproveditinsecure.Tu(2014)provedthatXiong(2013)CLASschemeisforgeableunder
TypeIIadversaryandproposedanimprovementovertheirscheme.
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