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Abstract

In this paper, we present a detailed and systematic overview of commu-
nication security aspects of Multi-Processor Systems-on-Chip (MPSoC) and
the emerging potential threats on the novel Cloud-of-Chips (CoC) paradigm.
The CoC concept refers to highly scalable and composable systems, assem-
bled not only at system design-time using RTL, like traditional SoC, but
also at integrated circuit (IC) packaging time thanks to 3D-IC integration
technology. Practical implementation of CoC systems needs to solve the
problem of scalable, configurable and secure communication not only be-
tween different functional blocks in a single ICs, but also between different
ICs in a single package, and between different packages on the same or dif-
ferent PCBs and even between different systems. To boost such extremely
flexible communication infrastructure CoC system relies on Software-Defined
Network-on-Chip (SDNoC) paradigm that combines design-time configura-
bility of on-chip systems (NoC) and highly configurable communication of
macroscopic systems (SDN). This study first explores security threats and
existing solutions for traditional MPSoC platforms. Afterwards, we propose
SDNoC as an alternative to MPSoC communication security, and we further
extend our discussion to CoC systems to identify additional security con-
cerns. Moreover, we present a comparison of SDNoC based approach over
existing approaches and discuss its potential advantages.
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1. Introduction

Current and next-generation computation systems will combine central-
ized, and edge computing approach and the end-system will focus on the
demands of Internet of Things (IoT). Such applications need versatile multi-
layered Multi-Processor Systems-on-Chip (MPSoC) architectures, configurable
at design time and run time. Following the trend of SoCs, we propose a novel
architecture which can simultaneously satisfy the design and run-time appli-
cation requirements.

The most important aspect of the Cloud-of-Chips(CoC) architecture is
the extensive scalability; the approach can be applied to any system size:
from small systems (few dozens of functional blocks) up to large systems
with thousands of blocks. Our novel architecture is referred as CoC [1], in
analogy to the unlimited scalability of cloud computing paradigm. The CoC
concept refers to large amounts of interconnected ICs and IC cores which
can have different communication speeds and hierarchy levels. IC cores are
using advanced integration technologies such as 2.5D and 3D. The CoC tem-
plate architecture is a flexible and scalable SoC which can be easily reconfig-
ured, based on the application requirements. The proposed system follows
a flexible architecture which can change its characteristics, such as routing
logic, transmission path, priorities and IC clustering. The template architec-
ture and computing clusters are coupled at design time while communication
scheme and security features can be dealt with at run-time. To describe our
proposed architecture, Figure 1 presents a PCB hosting a package of multiple
identical ICs where each IC may have many functional IP cores.

In other words, the Cloud-of-Chips is an integration of multiple inte-
grated circuits (ICs) where each IC can be a combination of multiple dies
incorporating high and low-performance cores. Moreover, these ICs could be
a graphical processing unit (GPU), crypto processor, accelerator or a com-
bination of such IP blocks. The solution is highly scalable and low-cost as
it can accommodate any application based on its requirements. The pri-
mary motivation is to create subsystems on the integrated system such that
different subsystems can work in parallel for better performance. Figure 2
shows a collection of ICs with two subsystems, one high performance subsys-
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tem and another high-performance subsystem employing a crypto unit for
cryptographic operations.

To enable the concept of CoC and the system configurabilty at the levels
mentioned above, we propose to use the idea of Software-Defined Networks
(SDN). Each IC integrates a software-programmable controller. All con-
trollers are reporting to the central hardware controller. The two-level of
hierarchy enables efficient communication on the IC level as well as the PCB
level. The packet forwarding is dealt in an SDN way. The source IP core for-
wards the packet header to the controller on-board, and the controller sends
back the whole sequence of exit ports at each NoC router. The controllers
on each IC also maintain flow tables and group tables for outside IC com-
munication. The flow rules include frequently visited paths, and in a case
of miss, the packet header is forwarded to the central controller. The cen-
tral controller has access to global topology view and is responsible for the
updates of flow entries on these controllers. Once the flow entry is updated,
the header packet is assigned a route and the rest of the packets will follow
the same route.

1.1. Potential Applications

The CoC can be a unique platform for a variety of applications. The
flexible character of CoC provides the ability to create any SoC as per the
primary design specification of the application, by overlapping many steps
during design-time, as it exploits existing dies. After the tape-out of the
IC, SDNoC, which is an application-specific software-defined network, can
provide subsystems into the same system. For example, enabling dedicated
paths among selected cores, you can create high-performance subsystems,
low-power subsystems or a blend of both, as per the demands of the ap-
plication. Besides, in specific applications, such as aviation, medicine or
automotive, the embedded accelerators can connect or disconnect on each
configured subsystem even at run-time. Since the number of IP blocks are
configurable at design time as well as run time, CoC can support several
potential applications, discussed briefly as follows:

• Cloud Computing Services/Internet of Things, demands versatile het-
erogeneous systems comprising of multiple diverse devices. The cur-
rently employed systems lack compatibility among heterogeneous de-
vices which inflates the total cost of deployment. Due to high scalabil-
ity, CoC can be adapted based on application’s demands
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• Mobile and High Performance Computing, are in a continually evolving
stage, challenging hardware innovation which indeed demands embed-
ding plenty of functionalities on the chip. The time-to-market pressure
and the implementation cost can be handled with the CoC which re-
duces the iterator and the time-consuming design flow of the current
2D systems, by using existing functional dies

• Medical Instruments are characterized by heterogeneous architectures
which include many processors and accelerators. By combining differ-
ent CMOS technologies on the same package, CoC makes it feasible to
trade-off performance and cost

• Aeronautical/Space and Automotive systems, traditionally use many
control modules on dedicated devices to manage the peripheral sen-
sors. All those devices are connected to a central unit which leverages
the entire operation. CoC increases the reliability from the security
perspective and the performance of the system, by incorporating all
the peripheral units on the same package, with 2.5D and 3D stacking
integration.

1.2. Motivation and Our Contribution

The target market of MPSoC is growing exponentially with increasing
complexity in application design. This opens the attackers more avenues
to expand the attack surface of MPSoC. The existing attacks target a spe-
cific attack surface (either communication infrastructure, physical or side-
channel security) and overlook others and hence, we suggest the overall se-
curity should be analyzed collectively. Moreover, recent advancements lead
to applicability of SDN on a micro-architectural level, namely SDNoC. How-
ever, the idea is explored from the networking viewpoint, but security has
been undermined. We present the challenges and benefits of using SDNoC
and compare with existing traditional packet routing approaches.
The principal objective in this paper is to explore the security threats on MP-
SoC platform and extend these issues further to CoC. Firstly we describe the
challenges in scaling MPSoC to CoC, and then we explain how this extended
platform adds more vulnerabilities. Our discussion can be summarized in
the following sequence:

• Identification of threats on MPSoC ranging from secure admission to
side-channel attacks
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• Protection strategies to execute a sensitive application via security
zones

• Propose the SDNoC based security approach and compare with existing
approaches

• Analyze the additional vulnerabilities while scaling MPSoC to CoC

Trusted execution environment has widely been investigated and implemented
in modern systems. The challenges in safety-critical systems [2, 3] such as
avionics, aeronautical and medical equipments might differ than the security
critical systems [4, 5]. In this contribution, we explicitly limit our discussion
to secure communication on NoC-based MPSoC while executing a secure
application.

1.3. Outline of the Paper

Rest of the paper is organized as follows: In Section 2, we revisit related
background. In Section 3, we present the security threats on MPSoC plat-
form, and related solutions are discussed in Section 4. The SDNoC security
prospects are discussed in Section 5. Some existing security architectures are
discussed in Section 6. The security challenges to scale an MPSoC to CoC
are described in Section 7, followed by the summary in Section 8.

2. Background

The CoC is an integration of multiple integrated circuits where each IC
might be an MPSoC in itself. Moreover, the concept of SDN makes the plat-
form more interesting. The below three subsections will provide an overview
of MPSoC used in CoC, the concept of SDN and listing its standard security
threats as well.

2.1. Multiprocessor System-on-Chip

System-on-Chips (SoC) are able to include a high volume of transistors
on a single chip and, consequently, we can embed a variety of functional
blocks into the same system [6]. As the applications start to become more
demanding, the evolving SoC increased the number of processors and added
more functionalities on the same die. Including more processors or increasing
the number of cores, the MPSoCs [7] were capable of leveraging the perfor-
mance by keeping the power consumption in control. That is possible due to
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the ability to execute tasks in parallel while the clock period is low and the
power dissipation is down as well.

Besides, the MPSoCs were characterized as a homogeneous architecture
which means all the embedded cores have the same architecture such as in-
struction set, cache hierarchy etc. As the systems start to execute plenty and
variety of applications, the need for versatile architectures emerged, target-
ing the trade-off performance and power consumption. The next generation
was to deploy heterogeneous systems where different cores and accelerators
are established into the same system. The cores can differ to the architec-
ture, the size they occupy as well as the clock period. Therefore, using a
proper software scheduler, we are able to execute different cluster of tasks on
different cores, satisfying the application’s demands.

Regarding the interconnection, the MPSoC use the widely known bus
interconnection (ARM AMBA, IMB CoreConnect) [8]. The buses follow a
hierarchical interconnection which can connect single or multi-master con-
trollers to multi-slaves and uses a dedicated controller for the low bandwidth
peripheral components. In addition, bridges are used between different per-
formance buses in order to preserve the hierarchy. However, as the complex-
ity of the SoC is increasing rapidly, the traditional buses are unable to meet
the performance requirements, particularly on systems with a high number of
processing units. As a solution, NoC [9] emerged as state of the art and novel
communication infrastructure. At the NoC, the system’s processing elements
(PE) are interconnected through the interface to a dedicated router, and all
the routers are connected usually on a mesh topology or application-specific
topology. This interconnection enables simultaneously, the execution on the
PE and ensure the Quality-of-Services that requires a complex architecture.
A drawback of the NoC is that it uses a static routing algorithm and presents
a lack of scalability for a diversity of applications. Studies focus on dynamic
NoC, and particular interest surfaced on the SDNoC [10] which is able to
program the behaviour of the entire network.

Traditionally, the Heterogeneous MPSoCs are implemented on a single
die. Billions of transistors are embedded in a given die area, using diversity
of functional blocks. For complex designs, this approach is quite expensive
and time-consuming. With advanced integrated circuit (IC) packaging tech-
nologies [11], we are able to deploy systems using 2.5D and 3D integration and
therefore, deliver complex design architectures with performance and man-
ufacturing cost trade-off. Consequently, we can implement Heterogeneous
Systems [12] not only on the architectural design but also, on CMOS ap-
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proach by using different technologies on the same package and by exploiting
the scalability of SDNoC, the systems are going to be more flexible.

2.2. Overview of Software-Defined Networking

SDN came into the surface to support the future network functions and
IoT applications while lowering operating costs by simplifying the hardware,
software and management [13]. Although SDN appeared as a research con-
cept in 2008 [14], it quickly gained significant attention from the industry over
the past few years. In fact, Google, Facebook, Yahoo, Microsoft, Verizon,
and Deutsche Telekom fund Open Networking Foundation (ONF; www.open
networkingfoundation.org) adopted the SDN through open standards devel-
opment.

SDN architecture consists of three main planes, as shown in Figure 3:
application, control, and data. The data plane consists of forwarding network
equipment, i.e., switches.2 The control plane contains the controllers which
facilitate setting up and tearing down data paths in the network (data plane)
according to the requirements of the running applications (application plane).
The control plane linked with the data plane via an application programming
interface (API), referred to as the south-bound API. If multiple controllers
exist, connections among them are called as east and west-bound APIs. The
controller-application interface is referred as north-bound API. The goal of
SDN is to provide an ability to the users through controllers to control and
manage the forwarding plane (hardware) in a network. In other words, SDN
exploits the ability to split the data plane (forwarding of the packets) from
the control plane (route planning and optimization) [15]. This paradigm
provides a view of the entire network and enables global changes without a
device-centric configuration on each router separately [16]. Furthermore, the
control plane could consist of one or more controllers, depending on the size of
the network. In the case of multiple controllers, some reference architectures
have already been introduced [17, 18]. The controllers can form a peer-to-
peer, high-speed, reliable and distributed network control. The switches from
infrastructure plane forward packets among themselves by checking the flow
tables that are managed by the controller(s) in the control plane.

2For the sake of clarity, it is essential to note that, unlike in traditional networking, the
words “switch” and “routers” are referring to the same concept in the field of NOC,.i.e,
a packet forwarding entity that interconnects processing nodes and transmit the packets
along a pre-defined data path.
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As far as the communication between switches and controller, specifically
in the south-bound API, there are several communication protocols recently
appeared in the literature. Still, one of the most widely used is OpenFlow
[14]. In the OpenFlow specification, it is mentioned that the data plane is
controlled by providing rules (flows) to the network devices (switches). Each
flow entry is an instruction for matching the incoming packets. OpenFlow is
basically designed for regular computer networks and therefore a lightweight
communication protocol should be designed targeting MPSoC. Moreover,
OpenFlow protocol does not enforce security as compulsory, which makes
the network open to several attack scenarios [19].

2.3. SDN Security Issues

A number of security analyses have recently been performed [20, 19, 21,
22], which have found that the altered entities or the links between entities
in the SDN framework introduce new vulnerabilities, which were not present
before SDN. Following the data flow and interaction among SDN entities,
Microsoft presents the STRIDE threat model [23] to meet security require-
ments CIANAA (confidentiality, integrity, authentication, non-repudiation,
availability, authorization). STRIDE stands for Spoofing, Tampering, Repu-
diation, Information disclosure, Denial of service and Elevation of privileges.
The attacks are listed as follows:

• Spoofing(Authentication): an attacker masquerades as a legitimate
user, by sending packets in order to gain access to the network

• Tampering(Integrity): an attacker attempts to deliberately modify given
data from unauthorized transmissions. This could happen when the
controller installs flow rules, aiming to modify or falsify data packets
or flow counters[23]

• Repudiation(Non-Repudiation): an attacker can send packets to an-
other destination by modifying packet source address. Specifically, re-
pudiation attack occurs when a system does not adopt controls to track
user’s actions properly, thus permitting malicious manipulation

• Information disclosure(Confidentiality): an attacker has in his posses-
sion a piece of information that is not permitted to have. In the context
of SDN, this could lead to side-channel attacks intended to reveal ex-
tended information about the system
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• Denial of service(Availability): an attacker attempts to prevent legiti-
mate users from accessing the service. The DoS attacks are introduced
in order to make the system unavailable to receive and transmit data.
In the SDN concept, the controller should be aware of the network
state on a regular basis in order to apply rules, that makes an SDN
base system vulnerable for denial of service attacks [24, 25, 26]

• Elevation of privilege(Authorization): an attacker alters his privilege
to have access on the system by performing system operations. In order
to perform this attack, an attacker should have access to the controller,
which is considered as less critical to happen, due to the proposed use
of TLS [27].

The OpenFlow standard describes the use of the Transport Layer Security
(TLS) protocol. However, its use is not well enforced [28]. It is written in the
specification that “the switch initiates a standard TLS or TCP connection
to the controller” which means that the use of TLS is completely optional.
In fact, security mechanisms, such as TLS, protect against many attacks,
however, the threats should not be overlooked when moving to SDN and
OpenFlow [29].

3. Execution of a Secure Application on MPSoC

According to Sepulveda et al. [30], classification of attacks on MPSoC
platform includes (a) Denial of Service, (b) change of system behaviour and
(c) extract sensitive data from a memory location. The first attack focuses on
legitimate resource utilization and on-chip communication security, whereas
illegal memory access leads to other types of attacks, such as modifying or
accessing sensitive data from shared memory. Another research viewpoint
also includes secure admission of application into account [31]. According
to them, the execution of a sensitive application comprises at least three
following assumptions:

• secure admission of the application to guarantee the object code in-
tegrity

• secure access to peripherals and shared memories

• application execution in a protected environment

9

Jo
ur

na
l P

re
-p

ro
of



Journal Pre-proof
The overall research on MPSoC focuses mainly on three categories of secu-
rity threats - secure loading of application software on the MPSoC platform,
isolating the resources for secure execution of applications (computation as
well as communication shared resources) and secure memory access. The
computational resources include processing elements while communication
resources cover the shared medium such as AXI, AHB or NoC. The existing
industry-based solutions (presented in section 6) focuses on isolating these
resources in various means. In most of the existing systems, isolation is
achieved by placing a separate dedicated chip for secure functions which is
obviously not a cost-efficient solution.

3.1. Secure Admission of Application

The malicious pieces of codes can be inserted into the application code to
deploy code injection attack. This compromises the confidentiality and in-
tegrity of MPSoC. In order to ensure the secure admission of an application,
the integrity of application code must be maintained. The object code in-
tegrity is usually achieved with message authentication codes (MAC). While
spreading the application on MPSoC, each IP will verify the MAC individu-
ally [32]. SipHash-2-4 is one of the recommendations to avoid code injection
attack [32]. The pre-stored MAC is compared with computed MAC-over the
application memory block. A positive outcome of this match ensures the
stored application code is not modified. This verification is possible when
MPSoC has a pre-shared key with the application.

Deploying the application code on MPSoCs from external entities without
verification is insecure. Therefore, there must be some secure key exchange in
place between application provider entity and the MPSoC, Diffie-Hellman key
exchange is a well-known public-key cryptography protocol for this purpose.
Also, existing standard security protocols TLS/SSL can be used to ensure
secure transfer of application data from the source. A demonstration of
secure admission of application is presented in Figure 4.

As far as the secure boot is concerned, executable code must ensure
confidentiality, integrity and authenticity. For instance, Zync-7000 all pro-
grammable SoC which is currently integrated into a wide range of embedded
applications including professional cameras, medical endoscope and multi-
functional printers, employs crypto primitives such as AES, HMAC and RSA
to ensure secure booting [33]. For each partition, the first step is to generate
HMAC (in this case SHA-256, a one-way function) followed by AES encryp-
tion and then signed using RSA. The same steps are reversed by Zynq devices
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to verify the partition.

3.2. Protected Memory Access

In this subsection, we are addressing the security issues related to shared
memory access among processing elements while sharing the same address
space. Generally, there are two categories of attacks on shared memory access
as follows:

• Extraction of secret information: reading sensitive data stored in
some secure areas such as memory core or other IP cores

• Hijacking: These attacks will try to get permission to write some
data in a secure memory area so that it can modify the behaviour
of the system. These attacks are possible by using buffer overflow or
re-configuring the internal registers.

The naive solution in order to protect memory is to analyze each access re-
quest. In 2007, Fiorin et al. [34] presented the memory protection aspects
in Networks-on-chip infrastructure. This context might have different opin-
ions on implementing a hardware data protection unit (DPU) or a software
firewall to filter the packets. Moreover, the requests can be filtered at the
initiator IP (requesting IP core) or target IP (memory IP). Both approaches
have their pros and cons. The area overhead of individual DPU at each NI is
compared with the approach when all the requests are dealt at the memory
IP [35]. Considering the DPU at each processor NI and to store the access
rights, cache memory is used while in the case of a cache miss, a RAM is there
in local memory to check the access rights. The implementation at source
IP core causes area overhead while at memory IP, dealing a huge number of
access requests is challenging. Furthermore, in order to validate the source,
authentication at destination IP is an additional burden.

The core of both approaches is to filter the access request based on its
legitimacy. Figure 5(a) and (b) below presents the DPU at memory IP and
DPU at individual IP respectively. A DPU filters the packets according to
some predefined rules such as:

• Check Source

• Check Destination

• Source Privilege (user, supervisor)
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• Allocated memory address block

• Access Type (read, write, none, both)

3.3. Protected Environment for Application Execution

This is the widest attack surface to MPSoC presenting a variety of on-
line and off-line possibilities. The system integration phase or supply chain
may insert a compromised hardware circuit to gather sensitive information
while activated. Also, timing side-channel attacks are also demonstrated on
MPSoC during the application execution [36]. The physical attack, such as
retrieving the keys from the storage is another applicable attack on such
systems. Moreover, attacks due to malware and malicious applications may
exploit the resources in an illicit manner.

3.3.1. Hardware Trojan

The challenge to protect NoC IP against hardware Trojans is an immedi-
ate necessity. A compromised third-party NoC can invite numerous attacks,
including information leakage and denial of service. The NoCs supplied to
SoC integrator may have a hardware Trojan embedded in it. The Trojans
can evade detection during IP verification as they are designed to remain
latent. In order to activate them, a malicious circuit is inserted during the
design of the IP block or a malware/malicious program can activate the
Trojan at run-time. Usually, they are rare event triggers, activated either
by internal or external triggers. There are several contributions presenting
hardware Trojans [37, 38], placing them in NoC IP, NI and in DPUs, how-
ever, the protection mechanism is mostly implemented in NI. The possible
attacks are:

• Snooping of sensitive data (Confidentiality)

• Corrupt the data (Integrity)

• Spoofing (Authentication)

• Denial of service

The protection against hardware Trojans can be a multi-layered approach.
The primary focus should be to avoid the activation of the Trojans. Fort-
Noc [37] suggests scrambling the data through XOR-cipher based encryptors
and decryptors. As the data is ciphered and hence distorted before injected
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into the network, the Trojan activation can be avoided. The second layer
of security could be the packet authentication and integrity if the first layer
protection already failed, i.e. the Trojan is activated. The third layer preven-
tion can be periodic migration of tasks to different IPs such that the source
and destination are changing which could make it harder for the attacker to
extract sensitive information.

3.3.2. Side-Channel Attacks

Side-channel attacks aim to extract sensitive information by exploiting
leakage from cryptographic implementations. The well known side-channel
attacks consider pattern analysis for timings, power consumption and elec-
tromagnetic emanation. Two orthogonal criteria are discussed depending
upon the adversary’s physical intrusion into the system - active vs passive
and invasive vs semi-invasive vs non-invasive [39]. Timing side-channel at-
tack analyzes cryptographic algorithm execution timings and attempts to
retrieve sensitive information [40]. Suppose a processing element during the
execution of a secure application, performs some crypto operation such as
AES ciphering, the timing analysis can be exploited to recover the secret key
used in encryption. Wang and Suh [36] identified the need for timing channel
protection for on-chip networks.

A close variation to timing attack is a cache-timing attack where side-
channel information is gathered by measuring cache access timings. In 2016,
a practical cache-timing attack was launched on NoC using Prime+Probe
technique [41]. By running spy process and victim process on different IP
cores sharing a cache memory, NoC traffic throughput is analyzed. The
attack targets the communication between an ARM Cortex-A9 core and a
shared cache memory.

• The attacker injects the packets and closely monitors the attacker
throughput. The collision between sensitive traffic and attacker traffic
is the key success point

• The throughput of the infected IP reveals the access pattern and the
volume of communication over the sensitive path

• In 76 iterations, 12 bytes of AES 16 byte key was revealed, rest Brute
force can help

Other hardware-assisted side-channel attacks such as circuit’s timing, power
consumption and electromagnetic emanations have been carried out and fur-
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ther analyzed using advanced statistical methods. The most common coun-
termeasures for side-channel attacks are random masking techniques, inser-
tion of dummy code and power consumption randomization. Additionally,
fault-injection attacks are also feasible. White light, laser beams, voltage
glitches, and temperature control are possible manipulation means to per-
form fault attacks.

3.3.3. Computation and Communication Issues

The threat model for computation and communication protection mainly
covers denial of resources. These attacks aim to waste the system resources
in several ways. The possible attacks under this category are replay, incorrect
path, deadlock and livelock.

• Replay: The attacker may replay the packets to exploit resources such
as network-on-chip bandwidth

• Incorrect path: The attacker may forward the packets to incorrect
paths so that they will never reach their destination

• Deadlock: The attacker position himself in such a way that the NoC
routers are waiting for other neighbouring routers to get available

• Livelock: The attacker forwards the packets in such a loop that they
will live forever in the network but never reach the destination

The naive solution to protect the system is to reserve the computation
and communication resources exclusively for all security-critical applications.
However, this is extremely inefficient in terms of performance. The solution
should allow reasonably shared resources without leaking any sensitive in-
formation. The existing solutions mainly focus on creating security zones,
described later in following section. The below section categorizes these se-
curity zone solutions based on the approach used.

4. Protection through Security Zones

In order to execute a sensitive application on an MPSoC platform, the
operating system allocates some of the trusted IP cores. The distribution
of threads to different IP cores forces them to exchange sensitive data. The
plaintext communication on the NoC leads to the breach of information.
The wrapping of these IP cores into a physical zone is known as a security
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zone. In other words, a security zone is a physical or logical group of IPs
protecting the sensitive application from any leakage. The security zones are
categorized into continuous and disrupted security zones depending upon
the availability of IPs. A continuous security zone when all the participating
IPs are physically close to each other while the disrupted zone may have a
collection of multiple continuous zones. The protection in disrupted security
zone is more challenging than continuous security zones. There can be several
ways to achieve secure communication among IPs on MPSoC. Some of them
(not independent of each other) can be listed as follows:

• Creation of security zones and protecting them via firewalls or wrappers
around it

• Secure packet routing among these zones (encapsulating the route within
a security zone)

• Secure communication among these zones with an appropriate key
agreement approach

Moreover, there are some situations when a security zone needs to be
modified during run-time:

• a new application is mapped on the system

• a task is migrated between IPs on MPSoC

• under special operating conditions such as attack

The challenge is to reshape a security zone during application execution.
These security zones are dynamic secure zones that may be continuous or
disrupted. Recall that a dynamic security zone enables adding and removing
IP cores at run-time.

4.1. Firewall Protection

Firewalls are the most common solution for creation of security zones.
However, this solution has its own limitations. A firewall can protect only a
continuous security zone and therefore is not effective for disrupted security
zones. The idea of a dynamic firewall was first addressed by [42].

The security policy implemented in these firewalls is integrated in network
interface (NI), and it filters the data forwarded and received by the IP cores
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of a security zone. These firewalls can either be static or dynamic. The static
firewall has fixed access rules [35] while the re-configurable firewalls update
the security policy regularly [43, 44, 45]. It is assumed that the IP cores
inside a security zone trust each other. Figure 6 shows firewall in NI and
similar to the DPU, the firewalls filter source ID, destination ID, allowed
address range, permissions and finally, whether the transaction is valid or
not.

A similar approach to firewalls is implementing Wrappers. A wrapper
discards all the incoming and outgoing traffic to a port. This approach finds
a suitable number of IP cores at a continuous location, enables the wrappers
on the boundary IPs and creates a secure zone. If IP cores are not available
at a continuous location, it migrates the tasks to some other idle IPs. All
the traffic crossing the security zone need to be rerouted. Therefore, secure
routing is an additional measure required for this purpose.

Furthermore, in the presence of a hardware Trojan, the traffic should be
encrypted and authenticated to avoid any compromise. When an attacker
performs a timing attack, the firewall can identify the increase in bandwidth
in the attacker NI. Similarly, a sequence of similar requests can hint for the
identification of attacker. If the embedded firewall is only for the purpose
of attack detection, the additional preventive measure needs to be adopted,
such as security-aware routing, described below.

4.2. Security-Aware Routing

The execution of any sensitive application attempts to spread the appli-
cation on multiple IPs for better efficiency. These IP cores need to com-
municate frequently. As the IP cores involved in security zone are trusted
to each other, a continuous security zone can be protected with firewalls on
the boundary. Unfortunately, if the IPs are not adjacent to each other, they
need to exchange the messages on the communication fabric. The infected IP
on this routing path can extract some sensitive information. This sensitive
path communication by disruptive security zones must be confidential and no
infected IP must be able to extract any information from this. The confiden-
tiality or integrity of the communicated data is provided with the encryption
and hashing of the data. Whenever a malicious IP is on a sensitive path, an
adaptive routing can be a viable solution to find another path. Figure 7 as-
sumes a malicious IP and therefore, modified routing is adapted at run-time.
Let S and D be the two IPs running threads of the same task and they need
to exchange some data, which is generally plaintext (unencrypted). Here we
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assume S and D as the source and destination IPs respectively. Also, we
assume the traditional XY/YX routing in place. The dotted arrow should
be the usual path if there is no infected IP on this route. Due to the presence
of infected IP on this route, the adaptive routing will suggest another route
with minimal changes, and also it should be free from deadlock, livelock and
starvation.

The primary objective is to maximize the encapsulation of sensitive path
inside a security zone. In 2016, Fernandes et al. [42] presented a security-
aware routing approach for NoC based MPSoCs. Their approach uses a
segment based routing (SBR) algorithm to find the route between source IP
and destination IP. However, the solution has a performance impact, but it
avoids those routes which include routers attached with infected IPs. The
existing security zone solutions attempt to avoid the routers attached with
malicious IP cores. The adaptive routing at this point may choose another
route which is longer and more risk-sensitive. Sepulveda et al. [46] introduced
the concept of risk-aware routing. The risk factor depends on the malicious
activities of the infected IP, and whenever the security rules are violated, a
notification is communicated to the security manager. The presented solution
- global risk-aware NoC architecture (GRANOC) searches a new route as the
risk exceeds the threshold value.

Later, Sepulveda et al. [47] proposed another security-aware routing ap-
proach in zone-based MPSoC. The region-based routing (RBR) is used at
design time while at run time non-minimal odd-even (NOE) routing is fol-
lowed. The routing decision must be driven by the risk value of the hop.

The existing approaches commonly avoid DoS attack. The basic assump-
tions in such proposals are as follows:

• The NoC is secure

• The participating IP cores trust each other

• Attacker knows the MPSoC mapping strategy

• Attacker is aware about the routing algorithm

• Attacker IP is located inside a sensitive path

4.3. Intrazone Key Agreement on MPSoC

In the previous discussion, the primary focus was to create an envelope
surrounding the IP cores, involved in security zone. The firewall is installed to
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filter the traffic based on security rules. The security policy can be upgraded
during run time. The firewall-based approach is limited to the creation of
continuous security zones only. These IPs become unreachable for other IP
cores, and hence it degrades the overall system performance. On the con-
trary, the disruptive security zones are forced to communicate on a sensitive
path. The communication among these zones must be protected to maintain
confidentiality and integrity. Moreover, a session key is needed to enable such
secure communication among these IP cores. Figure 8 illustrates a crypto
module in NI which can generate random numbers, convert plaintext into
ciphertext, maps a random length string to a fixed-length string via hashing
and a key manager can be there to store the derived session key. Moreover, it
can also include a protocol accelerator which can substantially enhance task
efficiency. Such crypto cores can be essential when sensitive applications are
exchanging instructions on insecure network-on-chip infrastructure.

To derive the session key among these IP cores, the initial solutions at-
tempt to achieve pair-wise communication security [48, 49]. However, they
do not support group-wise confidential communication. In 2014, Sepulveda
et al. [45] presented elastic security zones for 3D-MPSoC with group-wise
shared secret key establishment protocols. Later, another feasible solution
was suggested in [50], which employs the use of hybrid group key agreement
protocol. As a common standard in Internet, the asymmetric cryptosystem
is used for session key establishment and a symmetric algorithm for data en-
cryption thereafter. Their work [50] implemented two different approaches.
The first approach is based on key pre-distribution and assumes that a pool
of keys is already distributed to IPs at design time and a key is negotiated
at run time. The other approach counts on Diffie-Hellman and derives the
shared secret as a function of secrets of all the participating IP cores. The
major limitation of these approaches is a lack of scalability and efficiency.

In a further enhancement, Sepulveda et al. [51] implemented three hierar-
chical group-wise key agreement protocols. A comparative analysis between
flat and hierarchical key agreement protocols ensure the superiority of the
latter one. In their approach, all the IP cores are assumed to store a private
key at design time and a global manager (GM) is supposed to keep all the
private keys to securely communicate with them. The idea to store all the
private keys at a single point (at GM) makes the whole architecture com-
promised if GM is compromised. In 2017, Sharma et al. [52] presented a
lightweight group key agreement protocol which can be utilized in order to
form such security zones. From the above discussion, it is easy to perceive
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that intrazone security has been addressed well but interzone security still
needs exploration. To the best of our knowledge, the only contribution [53]
which addresses the intra and interzone communication security simultane-
ously.

In order to recap the Sections 3 and 4, we present the following Table 1
which summarizes the MPSoC existing threats and their countermeasures.
Analyzing these threats, we conclude that multiple protection mechanisms
need to be applied to secure the MPSoC platform. In the following section,
we explore the SDNoC potential for MPSoC security.

5. SDN as a Potential Solution

In the following subsections, we briefly discuss the state of the art of
SDNoC based solutions.

5.1. SDNoC: Networking Viewpoint

The SDN based networking strategy enables the communication between
any two ICs on CoC. To the best of our knowledge, there is no existing lit-
erature for CoC. However, there is limited literature available in NoC-based
MPSoC which includes SDN as a packet routing approach. SDNoC is a NoC
communication paradigm rather than a specific design and implementation,
presented for first time in 2014 by Cong et al. [54]. The basic architecture
of SDNoC design can be referred from Figure 9. According to the authors
of [54, 55], SDNoC could be adaptable for future SoCs owing to its advan-
tages: 1) it reduces the hardware complexity, 2) it has high re-usability and
3) it has flexible management of communication policies. Precisely with the
enhanced flexibility achieved through the SDN-based approach, it is possible
to accommodate application-specific routing technique within the software-
based controller, well addressed by Ellinidou et al. [55]. Moreover, the power
consumption of the SDNoC-scheme is proportional to the traffic due to its
event-driven nature[56]. In case of no traffic crossing a router, the router
could enter the idle (i.e., low-power) state and when there are no new re-
quests, the controller does not need to perform any computation.

With its programming flexibility and obvious advantages in performance
and energy consumption, SDNoC recently attracted the attention of re-
searchers. The authors of [54] introduced the SDNoC architecture where
the control plane is deployed as a distributed entity at each router, however,
this is contrary to SDN philosophy because both planes are placed inside the
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router. The presented approach was compared with static XY and dynamic
DyAD routing with traditional NoC architecture.

Afterwards, the authors in [57] applied SDN principles in order to propose
a SDNoC architecture. This architecture is focused on abstraction layers
and interfaces that permit its deployment in a modular fashion and it has
the potential to overcome the NoC management problems in the many-core
era. However the authors propose an architecture without providing enough
details about the security aspects or the communication protocols. Another
interesting contribution of the same authors is presented in [58], where they
evaluate the SDNoC architecture among the processing elements(PEs) in a
many-core system with SystemC simulator, focusing on the configuration
time, delay and throughput of their architecture.

Scionti et al. [59] used the SDN architecture in order to explore dynamic
changes in the network topology, each PE has specific instructions to control
the network topology by software, including switching off the links which
are not used. In 2017, Berestizshevsky et al. [60], presented a novel NoC
architecture, called SDNoC, based on a hybrid hardware/ software approach.
Their approach implements a software based centralized Network Manager
(NM), executed on a dedicated core (refer Figure 10). The NM allocates
the route and switches forward the packets without storing them. Also, the
switches do not maintain any routing tables. An improved solution is recently
introduced by Fathi and Kia in [61] where all the routers need not to reach
the controller. The router attached to the source IP core sends the packet
header to controller and controller provides a sequence of exit ports at each
router on the route. All the other intermediate routers check the packet
header and forwards the packet to already mentioned exit port.

Ruaro et al. [62] propose a SDN circuit switching (CS) infrastructure
for many-cores. This approach enabled to design a simple MPN for CS,
through configurable CS routers based on Elastic-Buffers. The main goal
of this contribution was to establish CS for real-time application flows with
run-time support. Furthermore, with the help of A clock-cycle accurate RTL
model, SDN is compared to the parallel-probing (PP) method. The same
authors in [63], presented the pros and cons of the SDN paradigm, by simu-
lating in a cycle-accurate many-core model, filling a hole in the literature by
proposing a generic SDN architecture and addressing hardware and software
implementation details.

Recently, Ellinidou et al. [55] introduced a novel SDNoC communi-
cation protocol standard called MicroLET, specifically designed for future
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chiplet-based systems. Precisely the authors presented the SDNoC integra-
tion within chiplet-based systems by focusing on networking aspects of NoC
for intra-chiplet communication, inspired by large scale networks, and with a
new routing approach. An implementation of the SDNoC and an evaluation
of the proposed routing algorithm compared to the XY and the Odd-Even
algorithms within different traffic scenarios is also presented. Through the
evaluation of the MicroLET protocol, the authors claimed that it could be a
good candidate for the future chiplet-based systems.

5.2. Proposed SDNoC Security Prospect

To the best of our knowledge, there is no existing analysis of SDN based
approach from security point of view. Recall that, in the existing techniques
for MPSoC security such as firewall, security-aware routing or key manage-
ment, packet delivery is determined with packet switching routing approach
whereas SDNoC solution prefers circuit switched routing. There are two
types of security zones mentioned in literature, continuous and disrupted
security zones. Since SDNoC can restrict routing using circuit switching,
continuous security zones can be easily formed without applying expensive
key agreement approach. Moreover, disrupted security zone is also straight-
forward unless a hardware Trojan is inserted during supply chain. In the
presence of malicious IP, other approaches like firewalls or wrappers can not
create disrupted security zones alone. Therefore, an additional feature such
as secure routing or key agreement is needed. As discussed earlier, secure
routing can avoid this malicious IP, and key agreement can encrypt the com-
munication and makes the data unusable for malicious IP. Table 2 presents
the secure zone possibility with different techniques.

The SDNoC approach can directly benefit in following aspects:

• resources can be reserved in such a way that it can avoid communica-
tion collisions between sensitive and non-sensitive traffics. Therefore,
SDNoC provides a dedicated path which implies no timing attack

• no congestion issues, no communication resource sharing implies no
livelock, deadlock or incorrect path

• the security-aware routing approach is also dependent on finding an
alternate route which can avoid malicious IPs on the route to desti-
nation. With SDNoC approach, security-aware routing can be easily
achieved.
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A comprehensive view of MPSoC security threats, relevant attacks and
their countermeasures is presented in Figure 11. Similar to other existing
security approaches focusing on separating computation and communication
resources, the SDNoC approach also attempts to create secure zone coun-
tering the DoS attack. Moreover, avoiding collision between sensitive and
non-sensitive data SDNoC approach can additionally avoid timing attack as
well. The transition from packet to circuit switching makes this solution
more interesting. Here it is clear from Figure 11 that all these routing based
security solutions are worth whenever there is no hardware Trojan. The key
management is the only solution in case a hardware Trojan is present. The
encrypted communication enables the protection against such embedded Tro-
jans. Table 3 compares the existing approaches with SDNoC and ensures that
a combination of SDNoC and key management is an appropriate solution.

Counting only the benefits of SDNoC approach does not qualify it as a
secure solution. The best point to counter all the above advantages is, the
compromise of SDN controller will lead to the whole system compromise.
Moreover, the controller is a bottleneck for serving route requests from all
the IPs and it would be worse in case of a large number of IPs. On one side,
it removes routing tables from each router, but additional communication
links are needed among routers and controller, which may lead to increased
area overhead.

6. Existing Security Architecture

The industry is promptly adopting more advanced security architectures
for improved security on MPSoCs. ARM TrustZone [64] and Intel’s SGX [65]
are two well-established examples. ARM’s TrustZone provides an abstrac-
tion of secure and normal world where the secure world runs security critical
applications providing confidentiality and integrity to the system while the
normal world deals with regular functionality. The communication is re-
stricted between the secure and normal world. The TrustZone technology is
being integrated into Cortex processors fulfilling the security need of billions
of applications.

Intel’s SGX (security guard extensions) protects the security critical ap-
plications using enclaves. An enclave is a special cache memory region to
hold critical instructions and private data. The applications running inside
enclaves are isolated from other applications such as operating system, vir-
tual machine or hypervisor. The trusted part of the application runs on
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the enclave, and returns the output to the untrusted part in encrypted form.
This hardware-supported trusted execution environment can perform remote
attestation to ensure, the integrity of enclave and it is being executed on a
legitimate platform. The third-party compares the cryptographic hash to
verify the consistency of enclave.

Xilinx Zynq Ultrascale+ MPSoC is extending the above protection to
their 3D ICs platform which uses stacked silicon interconnect technology.
It includes multiple processing units, four CortexTM-A53 cores, two Cortex-
R5 cores, a platform management unit (PMU), configuration security unit
(CSU) and a user-specified number of MicroblazeTM processors in the pro-
grammable logic [66]. The parallel execution of multiple applications can
create interference among subsystems. Isolation is needed in order to run
them securely. Similar to ARM, the TrustZone on this platform defines two
worlds - secure and non-secure world. The separate allocation of CPUs on
Zynq Ultrascale+ provides the isolation between the secure and non-secure
world. The accessibility of memory blocks is also restricted for the non-secure
world.

The CoC thanks to the configurability, it is capable of adopting all the
above security architectures. CoC may host secure cores and create trusted
zones like the ARM TrustZone with the help of SDNoC, which enables a
configurable interconnection among resources. In addition, CoC exploits the
3D ICs technology like Ultrascale+ MPSoC, and it can generate highly scal-
able flexible systems with High-Bandwidth-Memory and use layered cache
memory in order to increase the density and the bandwidth of transactions,
or to provides trusted memory regions like the Intel’s SGX. However, shift-
ing from the monolithic MPSoC to CoC - a 3D ICs heterogeneous CMOS
system, we encounter new security challenges where we attempt to analyse
in the following section.

7. Security Challenges to Scale MPSoC to CoC

A fine-grained collection of reusable blocks (a conventional IC which can
be an MPSoC in itself), to fulfil the requirements of a particular application
suite can be arranged on a PCB in 2.5D or 3D integration. Besides the
integration challenges, our focus here is to analyze security threats while
SDN practice is in consideration. Whenever a SoC vendor integrates multiple
ICs together, these blocks always have a trust level depending upon the
supplier or license owner. They also have their internal routing as well as
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other performance metrics. Therefore, if we consider CoC as an assembly of
multiple building blocks which are complete in itself, we only need to focus
on communication among these blocks. Therefore, it is reasonable to embed
an SDN controller connecting these ICs, and this controller is managing the
flow entries for routing on each IC.

The security issues on CoC platform can be addressed in a multilayer
hierarchical manner. The lowest layer is the IC level where an MPSoC plat-
form is integrated to run multiple applications simultaneously. The previous
sections describe the security threats on MPSoC platform. Since, CoC itself
comprises multiple MPSoCs, at least the above-discussed security threats are
directly applicable here too. Moreover, the presented CoC platform manages
the subsystems to run various applications on different ICs utilizing SDN-
based switches and controllers. Therefore, some additional security threats
need to be appended in the above list.

The second-highest layer is to ensure security among ICs, which primarily
depends on how they are structured in a PCB design. One of the primary
security benefits in 3D IC stacking is, it can hide the details of circuit design
and therefore reverse engineering is difficult. The vertical communication
and the interposer plane that are used for the 3D integration emerge unique
security threats. As CoC will have heterogeneous 3D stacking where dies are
supplied from different manufacturers, a malicious die can perform attacks
to extract secret keys. Indeed, the overall security depends upon the weakest
die.

The authors [67] study a side-channel attack, exploiting the high-bandwidth
that enables the vertical communication using Through-Silicon-Via (TSV) in
order to utilize the random eviction which is a costly measurement method on
2D ICs. In addition, the TSVs can be used as a hardware Trojan, by modify-
ing the process parameters (wire height - dielectric thickness) [68]. Therefore,
the untrusted manufacturer can affect the performance and reliability of the
3D ICs. Moreover, the silicon interposer needs more concrete security anal-
ysis, as it is easy to host a transistor switch here [69] and further enables
secondary connectivity between two TSVs. The transistor switch operation
is possible through a thermal sensor, and it can share data to a neighbouring
die.

Following the SDN strategy, we should also address communication secu-
rity among switches and controllers. From the communication perspective,
the SDN approach divides the overall communication architecture into three
planes: data plane, control plane and management plane. A malicious ap-

24

Jo
ur

na
l P

re
-p

ro
of



Journal Pre-proof
plication running on one IC can severely impact the performance of CoC. If
the switch-controller communication is intercepted, the attacker might store
all history command and utilize them later for a specific purpose. Addition-
ally, the switch-controller communication can be flooded with fake requests
and controller is unable to handle them and become unresponsive. On the
other hand, switches can be flooded with wrong flow table entries. Our CoC
is a reactive SDNoC based design where a route request is served by the
controller by updating the flow entries on local switch. If the controller’s
routing application gets infected or acquired from some untrusted source, it
can bring down the entire controller.

Since the CoC is highly scalable infrastructure, a hierarchy of controllers
may be needed to manage the communication among ICs or even PCBs. The
management of multiple controllers might be an issue when multiple ICs are
there to handle complex applications. Each controller receives routing up-
dates from other controllers. For two controllers at the same level but in
different domains, some security issues can be additional. They may not
have the same trust level. There might be issues on cross-domain trust rela-
tionship between switches and controllers. Moreover, if the SDN controllers
are hierarchical, one SDN controller could be seen as a SDN switch from the
upper-level SDN controller.

The highest layer of security could be the PCB-PCB communication
which completely depends on the medium among them. For example, in
a smart home scenario, multiple PCBs such as reporting sensors, actuators,
gateway and a cloud service provider collecting all information and aggre-
gating these reports to concerned authority through some application. This
communication can be short-range to long-range and therefore different com-
munication techniques requiring different security suites.

8. Summary

In this paper, we presented a detailed security review for NoC-based
MPSoC platform and extended our discussion to identify additional threats
while integrating these MPSoCs in a 2.5D or 3D architecture and leverag-
ing SDN flexibility for efficient practice. Based on the related literature, we
collected all the relevant threats applicable to MPSoC and compared with
the proposed SDNoC based solution. In order to address all the NoC secu-
rity threats, we need to apply multiple techniques simultaneously. However,
the SDNoC based approach can provide an efficient alternative with a fine-
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grained access control. The hardware Trojan attack, which can make the
data inaccessible to legitimate IPs needs special attention. The encrypted
communication is the only means to avoid such an attack. Therefore, some
key management strategy must be enabled in addition to conventional solu-
tions. In our findings, the SDNoC based solution with a key management
approach is reasonably effective avoiding all the attacks. Furthermore, we
realized that a more focused investigation is needed in order to extend our
security evaluation from the monolithic IC level MPSoC to CoC communi-
cation security issues, which we consider as our future work.
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[50] J. Sepúlveda, D. Flórez, G. Gogniat, Reconfigurable group-wise security
architecture for noc-based mpsocs protection, in: Integrated Circuits
and Systems Design (SBCCI), 2015 28th Symposium on, IEEE, 2015,
pp. 1–6.
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Figure 4: Application Admission
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Table 1: MPSoC Threats and Countermeasures

Threat Countermeasure Reference

Secure Application
Admission

Verify MAC [32]

Secure Memory Ac-
cess
– Secret Information
Extraction

Legitimate access to memory blocks [34][35]

– Hijacking Legitimate access to memory blocks [34][35]

Secure Running Envi-
ronment
– Hardware Trojan Secure Supply Chain [36]
– Timing Attack Masking Technique, Power Consump-

tion Randomization
[36]

– DoS Exclusive Resources for Computation
and Communication
– Firewall/Wrapper [43],[44],[45]
– Security-Aware Routing [42],[47]
– Key Agreement [45],[49],[50],[53]
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Table 2: Secure Zones at run-time

Approach Secure Zone

Firewall Continuous

Wrapper Continuous

Firewall+Secure Routing Continuous & Disrupted

Key Agreement Continuous & Disrupted

SDNoC Continuous & Disrupted
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Figure 10: SDNoC [60]

Figure 11: SDNoC as a Security Alternative
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Table 3: Comparison of Existing Approaches with Security Features

Approach Replay Incorrect Deadlock Livelock Cache- Hardware
Path Timing Trojan

Firewall
√ √ √ √ × ×

Wrapper
√ √ √ √ × ×

Firewall +
√ √ √ √ × ×

Adaptive Routing

Key Agreement × × × × × √

SDNoC
√ √ √ √ √ ×

SDNoC +
√ √ √ √ √ √

Key Agreement
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