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Abstract

The aim of this thesis is the introduction of new practical Quantum Ran-
dom Number Generators and new mathematical techniques to certify the
random nature of the numbers, based only on a partial characterisation of
the devices.

Random numbers have a lot of applications, going from mathematical
algorithms and betting games to cryptographic protocols, where random
keys are a basic premise for constructing protocols. Random Number Gen-
erators of the Quantum type have the advantage that they rely on truly
random processes, which are guaranteed to be unpredictable by the laws of
physics. This makes them in principle more safe than classical hardware
generators and pseudo-random algorithms.

In the first part of the thesis, we focus of the task of certifying ran-
domness. We introduce a new framework for certifying generators based
on quantum optics and that follow a Prepare-and-Measure setup consisting
of a source and a measurement device, such as a laser and a single pho-
ton detector. Our framework is called semi-Device-Independent, because
the device is left largely uncharacterised, as no assumption is made on the
source and the measurement device, except for a single physical assump-
tion on the mean photon number (or the energy) of the states prepared by
the source. This approach is very secure and robust because any malfunc-
tioning or imperfections in the generator, such additional classical noise,
are automatically taken into account as long as the energy assumption is
satisfied.

We show that, under an energy constraint, there is a fundamental re-
lation between the amount of correlation between the two devices and the
amount of randomness produced during the measurement. We establish
this by considering all possible underlying quantum models of the devices,
that satisfy the mean photon number constraint. We demonstrate that



certain strong correlations indeed cannot be reproduced by an underlying
deterministic model and show how to compute the amount of randomness
in these cases. We then prove the security of a random number generation
protocol and demonstrate it in a proof-of-principle experiment.

In the second part of the thesis, we study the Instrumental scenario,
which is a Device-Independent framework based on causal constraints. We
derive the existence of analogues to Bell-inequalities which bound the set of
classical correlations and we show that they can be violated by quantum de-
vices. At a more fundamental level, the Instrumental scenario is interesting
because it is the simplest causal scenario admitting a separation between
classical and quantum correlations.



Résumé

L’objectif de cette thèse est de concevoir des Générateurs de Nombres Aléa-
toires Quantiques et de développer de nouvelles méthodes mathématiques
pour certifier l’aléa produit, à partir d’une caractérisation partielle des ap-
pareils.

Les nombres aléatoires ont beaucoup d’applications, allant des algo-
rithmes mathématiques aux jeux de hasard, en passant par la cryptogra-
phie, où les nombres aléatoires sont cruciaux pour garantir la sécurité. Les
générateurs quantiques ont la particularité qu’ils reposent sur un processus
fondamentalement aléatoire, garanti par les lois de la Physique. Cela en
fait des générateurs plus sûrs que les générateurs physiques classiques ou les
processus pseudo-aléatoires.

Dans la première partie de cette thèse, nous introduisons un nouveau
cadre mathématique afin de certifier des générateurs basés sur l’optique
quantique et qui suivent un schéma Prepare-and-Measure constitué d’une
source, tel qu’un laser atténué, et un appareil de mesure, tel qu’un détecteur
de photons uniques. Notre approche est appelée semi-Device-Independent
car les appareils ne sont pas entièrement caractérisés. En effet, nous ne
faisons aucune hypothèse sur la source et l’appareil de mesure, mis à part
une hypothèse physique sur le nombre moyen de photons (où l’énergie) des
états produits par la source. Cette approche est très sure et robuste car
tout disfonctionnement ou imperfection dans le générateur, tel que du bruit
classique additionnel dans la mesure, est automatiquement pris en compte
tant que l’hypothèse sur l’énergie est satisfaite.

Nous montrons que, sous une hypothèse sur le nombre moyen de pho-
tons, il y a une relation fondamentale entre la corrélation entre la source
et l’appareil de mesure et la quantité d’aléa produite dans la mesure. Afin
de démontrer ce résultat, nous considérons tous les modèles sous-jacents
quantiques possibles des appareils, qui satisfont à notre hypothèse. Nous



montrons, dans un premier temps, que certaines fortes corrélations ne peu-
vent être reproduites si le modèle sous-jacent est déterministe. Ensuite,
nous montrons comment, dans ces cas-là, nous pouvons quantifier l’aléa
produit par la mesure. Nous montrons comment cela peut être fait en
pratique, en prouvant la sécurité d’un protocole de génération de nombres
aléatoires basés sur notre approche et appliquant celui-ci à un générateur
expérimental.

Dans la deuxième partie de la thèse, nous étudions le scenario Instrumen-
tal, qui est un scenario Device-Independent basé sur des contraints causales.
Nous démontrons l’existence d’équivalents aux inégalités de Bell qui délim-
itent l’ensemble des corrélations classiques et montrons qu’ils peuvent être
violés par des appareils quantiques. À un niveau fondamental, le scenario
Instrumental est intéressant car il s’agit du scenario causal le plus simple
possible qui admet une séparation entre les corrélations quantiques et clas-
siques.
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Chapter 1

Introduction

1.1 Background

1.1.1 Quantum Mechanics

Quantum mechanics is the fundamental theory that explains the behaviour
of matter and radiation (when omitting the effects of gravity). It is one
of the most successful physical theories to date and forms the basis of our
modern scientific understanding of the world. In particular, it is concerned
with the movement of electrons in atoms or in solids and their interaction
with the electromagnetic field, which has a wide range of implications go-
ing from Particle Physics and Molecular Biology, to Material Science and
Astrophysics.

The theory of Quantum Mechanics was progressively laid out between
1900 and 1927, with the aim of explaining several newly discovered phe-
nomena, like the photo-electric effect or the emission spectrum of Hydro-
gen, which could not be explained within the existing theory of Classical
Mechanics. Classical Mechanics had been very successful so far at explain-
ing everything from the motion of planets to the movement of objects on
Earth, but a new theory was required to account for the motion of small
particles.

Quantum Physics involves some new aspects which diverge strongly from
Classical Physics. Most notably is the fact that physical systems cannot
always be ascribed definite physical properties. For example, electrons in
electronic orbitals around atoms do not have a well-defined position but are
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said to be in a superposition of different positions. These superpositions,
which are crucial for explaining quantum phenomena, are also behind the
randomness in Quantum Mechanics, that we will consider below. Note that
superpositions can also involve the other degrees of freedom of the electron,
such as momentum and spin, or the properties of the light field.

During the twentieth century, this new understanding of matter has led
to innumerable technological innovations. Among these, we must mention
the discovery in 1945 of the electronic transistor, which enabled the spec-
tacular development of the computers that we know today. More recently
and taking off in the mid-1990s, a new avenue of research called Quantum
Information Theory studies how Quantum Mechanics can be used to pro-
cess and send digital information in a new way. Our current computers
indeed have remained largely classical in the way they store and manip-
ulate information. But, using the peculiarities of Quantum Mechanics, it
is possible to run more efficient algorithms for certain computational tasks
(this requires a Quantum Computer which is currently in the making), or
to send information in a more secure way. The latter is the aim of the field
of Quantum Cryptography, of which this thesis is part.

In particular, we will be concerned with advantages of Quantum Me-
chanics for generating Random Numbers, which are a building block for
cryptographic protocols.

1.1.2 Cryptography
Cryptography is an ancient art that goes all the way back to Antiquity. At
that time, when a state secret had to be transported by some courier over
a long distance, a code (or cipher) could be used to render the message
unreadable to the enemy. This was very practical in case the courier was
intercepted.

Over the ages, cryptography has made a lot of progress and better ci-
phers have been discovered. But as ways of communications have changed,
the need for cryptography has also changed. During World War II, mili-
tary messages were sent over radio waves. It was then unavoidable to cipher
them, since these waves were broadcast in the atmosphere and so they could
be intercepted freely and anonymously by anyone. Today, the importance
for cryptography has increased even further. A significant proportion of all
private communications are transmitted over public networks, being phone
calls, emails, text messages or visits to internet websites. Unlike face-to-
face oral communication, this information is broadcast and made publicly
available, unless it is properly encrypted. Cryptography is now relevant to
everyone.

Modern cryptography is now a very wide and diverse field. It is not
limited to secure communication, and also includes important topics such as
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authentication, date integrity and more. However, despite the large number
of disciplines, a central guideline, called Kerckhoff’s principle, is common
to the whole field and dictates what makes a good cryptographic protocol.

This principle states that a cryptographic protocol should consist of two
parts: a fixed algorithm and a secure random key, which is changed each
time the algorithm is used. The algorithm is made publicly available, but
the protocol must remain secure as long as the adversary does not know
the key. In fact, it is even desirable that the protocol be widely distributed,
so that possible weaknesses can be discovered, but this puts the burden
of the secrecy on the random key. A protocol is then considered secure if
the best attack on the protocol essentially amounts to trying all possible
keys (or more precisely, the time cannot be a polynomial function of the
key length). In practice, the key should thus be sufficiently long so that
it would take an adversary an unreasonable amount of time to try out all
possible keys.

Random number are thus one of the basic building blocks of crypto-
graphic protocols, and we shall look at new ways of generating them using
Quantum Mechanics.

1.2 Random Number Generators
1.2.1 Random Numbers

Random numbers have a lot of applications. They are used in cryptography,
as we have just mentioned, but also for more specific applications, such as in
randomized algorithms, Monte-Carlo simulations, or numerical integration.
They are furthermore of use in lotteries or casinos, as well as board games
and video games. Different applications have different requirements for the
random numbers, so we will focus on cryptography which has the most
stringent ones.

We say that a number is random when it was generated in a completely
unpredictable way. To make this precise, it is convenient to write the num-
bers in binary notation as a sequence of n bits, such as this one:

0 1 0 1 0 1 1 1 0 1 1 1 1 1 0 1.

We say that the number is random when any possible sequence is equally
likely. Using the language of probabilities, since there are 2n different possi-
ble sequences, the probability must be 1/2n. This is especially important if
the number is used as a key in cryptography. If only a subset of all sequences
can be produced, it takes less time for the adversary to try out all possi-
ble keys in an attack on a protocol. Furthermore, we require the random
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number to be independent of other variables, such as public information or
previously generated numbers.

We see that randomness is not a property of a number, rather it qual-
ifies the process that has generated the number. This may be contrary to
intuition, because some sequences have no obvious structure in it, so that
they looks like typical random numbers, but they could nonetheless have
originated from a deterministic process. In practice, this implies that it is
difficult to certify a random number generator, as the output of the genera-
tor cannot be used to certify that it has functioned properly. We must take
into account the process that has generated the number.

1.2.2 Three types of Random Number Generators

A random number generator is an automated process that generates random
numbers. We review the three main types of generators which are pseudo-
random algorithms, classical hardware generators and quantum generators,
before we focus exclusively on the latter. We are interested in how the
generators are certified, ie. on what basis it is argued that the process is
indeed fully random, and what type of possible flaws could appear.

Pseudo-Random Generators These are mathematical algorithms that
start with a short random seed and produce a longer sequence out of it, that
looks random. The final string cannot be uniformly random in the proba-
bilistic sense, because it is impossible to produce more randomness from a
deterministic process. They are therefore called pseudo-random. Random-
ness here means that there is no efficient algorithm that can distinguish the
outcome from a uniformly random one [1].

However, there is no infallible way of proving this claim. In the best
cases, these arguments are based on complexity theoretic arguments. Fur-
thermore, such algorithms could have built-in backdoors introduced by the
designer. This is believed to be the case of the Dual_ EC_ DRBG (Dual El-
liptic Curve Deterministic Random Bit Generator) designed by the United
States government’s National Security Agency (NSA) [2]. When the gen-
erator is used several times in a row, such a backdoor would allow one to
correctly guess all future sequences by knowing the first number produced.

(Classical) Hardware Random Number Generators A classical hard-
ware generator takes randomness from the physical world instead of gener-
ating it mathematically. There are a lot of phenomena that have a random
character, such as atmospheric turbulence or thermal noise in resistors. The
idea is that the process involves a very large number of degrees of freedom,
and that it is practically infeasible to record and track all of them.
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In practice, the numbers produced by the generator must be monitored
in real time to ensure the quality of the randomness. Indeed, a change
in physical properties of the device, like fluctuations in temperature, or a
physical degradation of the generator over time could change the statistical
properties of the numbers. Since it is logically impossible to determine
the random quality of a process by looking at the outcome alone, the best
possible test here is to look for a small set of patterns in the data, like
an uneven bias, short range correlations, or oscillations, that one considers
likely in case of malfunctioning. It is therefore implicitly assumed that if
there is some problem with the generator, then the problem would manifest
itself as one of those patterns. Any other pattern would remain undetected.

Quantum Random Number Generators The third type of generator
is the one that we are concerned with in this thesis. These generators rely
on a random quantum process, such as the radioactive decay of an atom,
or the path taken by a photon that impinges on a semi-transparent mirror.
The numbers are truly random because the numbers are not just random
due to ignorance. It is impossible to predict the outcome for any possible
adversary no matter his computational capabilities and his knowledge of
the initial conditions of the random number generator. The difference with
the other two generators is that the randomness depends on the physical
properties of the device, instead of on assumptions on the adversary.

Modern quantum random number generators are based on quantum op-
tics (see below). This is a mature technology that is widely available, can
be miniaturized and reaches high rates of randomness production (Gbit/s).
An issue, however, it that since we have a hardware generator, malfunc-
tioning could be an issue and a practical way of certifying the generator is
still required. Even if the quantum random number generators consist of a
small amount of standard components, it is still difficult to model the device
entirely because the noise and imperfections in each of the components has
to be taken into account. The detector is particularly sensitive since it must
amplify a weak quantum signals up to a macroscopic electrical current.

We would like to have a method for certifying quantum random num-
ber generators that does not require a detailed model of the device and
that works with simple quantum generators, similar to the ones that are
currently commercially available. For this, we develop a new mathemat-
ical framework, which is inspired by the Device-Independent approach to
quantum cryptography.
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1.3 Device-Independent approach to
Quantum Cryptography

The Device-Independent (DI) approach is a very secure way of certifying
Quantum Random Number Generators, but also other quantum crypto-
graphic protocols. The idea of the security analysis is to see the exper-
imental setup as a series of interconnected modules, called devices. No
assumption is made on the devices themselves, so they are treated as black
boxes, but we make an assumption on the way they can communicate. The
strength of this approach comes from the fact that very little must be known
of the setup, in order to certify that it works as expected. The analysis is
thus very robust to imperfections, malfunctioning, or even adversarial tam-
pering with the devices.

There exist different scenarios that one can consider, requiring different
amounts of trust in the devices. On one extreme, we have the Fully-Device-
Independent scenario, that we review first, which requires the least number
of assumptions, but which is also the most challenging experimentally. We
then present the semi-Device-Independent scenario, which is the scenario
we use in this thesis. As the name suggest, the devices are not entirely un-
trusted, but the advantage is that it is more practical from an experimental
point of view.

1.3.1 Fully-Device-Independent scenario

In the Fully-Device-Independent scenario1 we assume that we have an ex-
perimental setup made out of two part (devices) that are initially allowed
to exchange physical signals, but are then isolated from each other, such as
in Figure 1.1. Each device then accepts a number of possible inputs (x, y in
Figure 1.1), and processes it, which results in an output value (a, b). The
behaviour of the devices is thus characterized by the distribution p(ab|xy).
Besides this, no other assumptions are made on the inner workings of the
devices. This scenario is also known as the Bell scenario, in reference to the
physicist John Steward Bell who considered the setup in his seminal work
on the foundations of quantum mechanics [3].

The idea behind the Device-Independent approach is that we can rule
out that the devices are behaving in a deterministic (non-random) way,
by observing strong correlations between the devices. More specifically,
the case we want to exclude is a device where the outcomes merely look

1Often the word "Device-Independent" is used to refers exclusively to this scenario,
we prefer to use the word Fully-Device-Independent scenario in this case, leaving the
work "Device-Independent approach" to the more broader approach that also includes
the semi-Device-Independent scenarios below.
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A B

x ∈ {1, 2}

a ∈ {±1}

y ∈ {1, 2}

b ∈ {±1}
ψAB

Figure 1.1: The Fully-Device-Independent scenario: Two devices take
inputs x, y, and process them to produce the outputs a, b, during which
time they are not allowed to communicate. The wiggly line suggest
that the devices could be correlated, possibly by having communicated
beforehand and sharing an entangled state.

"random" and where this apparent randomness in fact originates from a
lack of knowledge of the initial conditions of the device. In that case, we
say that the devices admit a hidden variable model.

Mathematically, we have a hidden variable model when (a) there is a
classical state variable λ, with probability distribution p(λ), that models
the inner state of the devices, and when (b) the outcomes of the devices are
completely determined by the hidden variable λ and by the inputs x, y.

Without any further assumption, a hidden variable model can simu-
late any probability distribution p(ab|xy), but using the additional no-
communication assumption, we get additional non-trivial constraints. Be-
cause of this assumption, the outcome a of the first device can only depend
on the local input x and the hidden variable λ (and similarly for b). In
equation form, we have

a = f(λ, x) , b = g(λ, y) (1.1)

for some function f and g, which results in a probability distribution of the
form

p(a, b|x, y) =
∑
λ

p(λ)δa,g(x,λ)δb,f(y,λ) , (1.2)

where δi,j = 1 if i = j, and 0 otherwise.
It can be shown that probability distribution of this form must satisfy

a series of inequalities, known as Bell inequalities. For example, in the case
of binary outputs a, b = ±1, we have the CHSH inequality [4]:

CHSH = 〈A0B0〉+ 〈A1B0〉+ 〈A0B1〉 − 〈A1B1〉 ≤ 2 , (1.3)

where 〈AxBy〉 =
∑
a,b ab p(ab|x, y). Bell discovered that such inequalities

can be violated by quantum devices, because there exist quantum devices
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such that CHSH = 2
√

2 > 2. This is the phenomenon of Nonlocality[5].
Experimental demonstration of this effect in the so-called loophole free case
have been obtained for the first time in 2015 [6–8]. They prove that quantum
devices cannot be explained in terms of a local hidden variable model.

In the Fully-Device-Independent approach, one applies the idea of Non-
locality to the certification of quantum cryptographic protocols. To tests
the device, one enters random inputs (x, y) and records the outcomes (a, b),
by using the device multiple times in a row. Collecting the statistics, one
can estimate the probability distribution p(a, b|x, y) with high confidence.
If one observes a violation of the Bell inequality by two devices that are
isolated from each other, one can conclude that numbers produced by the
device are truly random, as a deterministic device would not be able to
violate the Bell inequality.

This fully-Device-Independent framework has been applied successfully
to certify quantum information protocols [9–16] and was demonstrated ex-
perimentally in [17–19]. It is considered to be the safest approach to quan-
tum cryptography because the only assumption it makes is that the devices
do not communicate between each other (or to the adversary). This as-
sumption can be enforced by properly shielding the device, or space-like
separating them, which means they are put so far apart that light does not
have time to travel between the devices during the time they are used.

However, a downside of the approach is that the high level of security
comes with a high technological cost. Performing Bell tests is notoriously
difficult, as a high-quality source of entanglement and low noise detectors
are required. The rates produced by such a setup are many orders of mag-
nitude lower than traditional approaches to quantum cryptography, where
the security analysis is based on a detailed model of the devices.

1.3.2 Semi-Device-Independent scenario, based on a di-
mensional constraint

These experimental difficulties of Fully-Device-Independent protocols have
motivated the development of an alternative framework for DI applications,
which is inspired by the traditional Prepare-and-Measure implementation
of Quantum Key Distribution and where communication is allowed between
the quantum devices.

Here, one considers the experimental setup shown in Figure 1.2, which
also consists of two devices, but where communication is allowed. On one
side, there is a source which emits a physical signal depending on a classical
input x and, on the other, a measurement device that measures the signal
and returns the output a. The measurement may possibly depend on an
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S Mx a

y

ρx

Figure 1.2: Semi-Device-Independent scenario

additional input y. This setup is closer to the one used by commercial
quantum random number generators.

As noted above, though, a constraint must be put on the communication
between the devices. Indeed if the source is able to encode the input x in a
physical system and send it to the measurement device, then any probability
distribution p(a|xb) can be simulated deterministically. However, using an
assumption on the system used to transmit the information, one can obtain
non-trivial constraints on the hidden variable models. The first semi-Device-
Independent frameworks used a bound on the Hilbert space dimension of the
exchanged quantum messages [20–22]. In Quantum Mechanics, the Hilbert
space is the set of physical states in which a physical system can be, and
its dimension is equal to the largest number of completely distinguishable
states within this space, so a bound on the dimension limits the amount of
information that can be transmitted in each state.

With such a constraint, it has been shown that one can perform an
analysis similar to the Fully-Device-Independent scenario and find tests that
witness that the device is behaving in a non-deterministic way. Several
protocols for randomness generation [23], but also quantum key distribution
(QKD) [24, 25], have been introduced within this framework.

From the implementation point of view, there is a clear advantage to
the semi-Device-Independent scenario, because the test can be passed by
simple devices that do not require entanglement. However, the downside is
that a dimension assumption is not very natural for implementations based
on quantum optics. As we will see, optical signals live in an infinite Hilbert
space, and assuming that information is encoded in only a few degrees
of freedom is usually not justified. We note that semi-DI prepare-and-
measure scenarios that do not rely on a Hilbert space dimension bound
have also been introduced in [26], where a bound on the von Neumann
entropy of the emitted states was used, or [27], that use a bound on the
scalar product between the states instead. Both quantities require some
high level of characterization of the source and do not directly correspond
to a measurable physical property. The main contribution of this thesis is
to introduce a new semi-Device-Independent scenario, where the dimension
assumption is replaced by a bound on the average number of photons of the
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states, which is more natural for quantum optics.

1.4 Quantum Optics
Quantum optics [28] is the physical regime of light at very low intensities,
where the quantum properties of the light field become important. At a
fundamental level, light is not described by the usual field equations of
Maxwell, but consists of individual particles called photons. Each photon
transports a fixed amount of energy2, so the energy transmitted by a light
pulse can only come in multiples of this fundamental quantum of energy.

1.4.1 Gaussian Quantum Optics

Quantum optics has always been a favoured system for implementing quan-
tum cryptographic protocols, because the experimental setups are small,
relatively cheap, they partly work at room temperature, and the light field
is the best carrier of information over large distances.

The difficulty with quantum optics is that there are practical limita-
tions to what can be done in an experiment. For example, it is very difficult
to prepare a quantum state that contains exactly one photon in a given
mode, as this would require a perfect on-demand single-photons source [29].
On the contrary, it is relatively simple, using lasers, to produce coherent
states which are particular superpositions of different Fock states, that do
not contain a well-defined number of photons. Any proposal for an experi-
mental implementation of a quantum protocol must take the restrictions of
quantum optics into account.

A central concept for understanding the limitations of Quantum Optical
experiments, is that of a Gaussian operation3(see [30] for a review). Gaus-
sian quantum operations involve most of the standard operations routinely
performed in optical experiments, such as producing a coherent state with
a laser, interference of light beams using beam-splitters (semi-transparent
mirrors), as well as performing the homodyne measurement of one of the
two quadrature of light (a measurement routinely performed in fibre optic
telecommunications). However, Gaussian operations only form a small sub-
set of all possible operations that are theoretically possible. This subset is
also closed, in the sense that combining Gaussian operations in sequence

2The energy carried by a photon is given by ∆E = h.f , where h ≈ 6.6× 10−34J/Hz
is Plank’s constant and f is the frequency of the light.

3I refer here loosely to a quantum operations as either preparing a quantum state,
acting on the state with a unitary transformation, or performing a measurement on the
state.
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yields another Gaussian operation, so that it is impossible to perform a
non-Gaussian operation by combining Gaussian ones.

In reality, the complete toolbox of the experimentalist also involves some
non-Gaussian operations, which can be produced using single-photon detec-
tors and non-linear crystals, but one is still fairly limited in practice. Study-
ing quantum information tasks that can be performed using only Gaussian
operations is an interesting field that is relevant for practical applications.
In Chapters 2 and 6, we will consider optical implementations based entirely
on Gaussian quantum optics, possibly complemented with single photon de-
tectors.

1.4.2 Natural assumptions in quantum optics
A general light field has several physical degrees of freedom. In Quantum
Mechanics, a general light field consists in one or several space-time and po-
larization modes. Each mode is associated to some frequency (ex. 550 THz
for green light), a direction of propagation, and a polarisation (horizontal
or vertical) and is a placeholder that can contain a certain number of pho-
tons. When a quantum state of light contains a well-defined number of
photons in each mode, it is known as a Fock state, but in general it can
be in any quantum mechanical superposition of different Fock states. The
unique state not containing any photons is called the vacuum state.

If we come back to the dimensional assumption used in Semi-Device-
Independent scenario presented above, we can see why it is not so natural
for quantum optics. In theory, the two-dimensional (ie. qubit) assumption
would apply well to a scenario where the source prepares a single photon
state and where the two devices do not use the time of arrival or the fre-
quency degrees of freedom of the photon to communicate. Since the photon
then can only be in one of two possible orthogonal polarisations, we have a
two-dimensional (Hilbert) subspace.

In practice, however, single photon states are difficult to produce, so
approximate single photons sources are used instead. For example, in ex-
perimental demonstrations of the approach, [23, 31] uses a heralded single-
photon source and [32] uses an attenuated laser source. The problem is
then that the qubit assumption does not carry over to the approximate
single photon source, since from time to time these sources produce double
photon or no photon events.

In this thesis, we propose a physically better motivated approach for con-
straining the exchanged quantum messages in a semi-DI framework, where
we express the restriction on the exchanged states in terms of the mean
values of some well-chosen observable, given by the mean photon number.
Alternatively, we can assume that the quantum signal is supported on some
finite range of frequencies, and we constrain the total energy contained in
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all the corresponding modes. The two possibilities are closely related. The
advantage of this assumption is that the mean photon number is always well
defined and that it can be verified easily using a trusted energy meter. The
property is furthermore robust, because if due to imperfections, the mean
photon number is not exactly known or is not completely stable, one can
slightly increase the energy threshold.

1.5 Personal contributions
The results obtained in this thesis are divided in two parts.

Part 1: Semi-Device-Independent framework, based on an
energy constraint

In the the first part of this thesis, we introduce a new framework for cer-
tifying quantum random number generators, based on the semi-Device-
Independent scenario, but where we use a bound on the average photon
number instead of on the Hilbert space dimension. We show how the frame-
work can be used in practice to certify quantum random number generators.

In Chapter 2, we define in detail the semi-Device-Independent frame-
work and explain how we introduce the energy assumption.

Basically, we consider the Prepare-and-Measure setup of Figure 1.2, con-
sisting of a source and a measurement device that is characterized by the
probability distribution p(a|xy). We assume an underlying model for the
devices where there is a hidden parameter λ, with probability distribution
p(λ), that represent the inner state of the device. Depending on the input
x, a state ρλx is prepared and, depending on the value y, the second de-
vice measures it with measurement Mλ

a|y. The corresponding input-output
distribution is

p(a|xy) =
∑
λ

p(λ) Tr[ρλxMλ
a|y] (1.4)

where ρλx is a density matrix and Mλ
a|y a positive operator valued measure-

ment [33].
We then introduce our assumption on the energy. This is done by in-

troducing the photon number observable H and assuming a bound ωx on
the mean value of that observable. As we will see, there are two ways of
formally introducing this bound depending if we do or do not average of the
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S Mx ∈ {1, 2} a ∈ {±1}
ρx

〈H〉 ≤ ω

Figure 1.3: The semi-Device-Independent scenario considered in this
thesis, with a binary input, a single binary measurement and an energy
constraint.

hidden variable λ:

max-peak assumption: ωx ≥ Tr[ρλxH], for all λ , (1.5)
max-average assumption: ωx ≥

∑
λ

p(λ) Tr[ρλxH] . (1.6)

The max-average assumption is preferred because it is weaker, so more gen-
eral, but both variations can be used to certify randomness. Our approach
is semi-Device-Independent because no assumptions are made on the states
ρλx and the measurement Mλ

a , besides the energy constraint.
For the rest of the thesis, we will focus our attention on the simplest

case where the input is binary x ∈ {1, 2} and a there is a single binary
measurement a ∈ {±1}. The scenario is summarized in Figure 1.3.

In Chapter 3, we demonstrate the usefulness of our scenario by showing
that it is possible to certify that the devices are producing randomness,
using only the assumption on the mean photon number of the states and
the input-output probability distribution p(a|x), which can be estimated
by repeated use of the devices. This is done by deriving the analogue
of a Bell inequality that bounds the set of distributions compatible with
an underlying deterministic model, and showing that this bound can be
violated by quantum devices.

We say that a device admits an underlying deterministic model when
it is a quantum device of the form (1.4), satisfing the max-average energy
constraint (1.5), but with the additional property that the outcomes are
completely deterministic given the inputs (x, y) and the hidden variable λ

p(a|xyλ) = Tr[ρλxMλ
a|y] = 0, 1 . (1.7)

We show that devices admitting a deterministic underlying model must
satisfy the constraint

|E−| ≤ 4ω (1.8)
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Figure 1.4: Quantum and deterministic devices have a different trade-
off between amount of correlations and energy

where E− = p(+1|1)−p(−1|1)−p(+1|2)+p(−1|2) measures the correlations
between x and a and where ω = ω1 = ω2, with ω ≤ 0.5. However, we also
show that the maximal value for quantum devices is given by the bound

|E−| ≤ 4
√
ω(1− ω) , (1.9)

which is strictly higher that the deterministic bound in the range of param-
eters 0 < ω < 0.5. In the two cases, there thus is a relation between the
maximal correlations E− and the bound on the energy ω, but this relation
is different in the two cases, as can be seen in Figure 1.4.

In Chapter 4, we show how to quantify the amount of randomness pro-
duced by a quantum random number generator. Indeed, the violation of
the deterministic bound (1.8) only certifies the production of a non-zero
amount of randomness, but for practical applications we need to quantify
the randomness more precisely. We assume an adversarial model where the
hypothetical adversary holds a perfect description of the state of the devices
before the start of the protocol (given by the hidden variable λ) and he is
also given the knowledge of the input x. Naturally, the adversary is not
allowed to enter in direct communicating with the devices during of after
the protocol.

The information of the adversary is quantified by the conditional entropy
H(A|XΛ)4 of the output bit a, conditioned on x and λ. It corresponds to

4Defined by H(A|XΛ) = −
∑

axλ
p(axλ) log p(a|x, λ)
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Protocol 1 Random number generation protocol

Testing
1: Repeat the steps [2-4] n times, with i ∈ {1, · · ·n};
2: Generate input Xi, with probability distribution p(x)
3: Introduce Xi to the device;
4: Record the output Ai;

Extraction
5: Compute the frequencies f(a, x) and determine if

∑
a,x ta,xf(a, x) ≥ r

6: if not, abort;
7: if yes, apply an extractor E : (A1, · · ·An) 7→ K ∈ {0, 1}k to the

outcome string to generate a uniform k bit string.

the largest number of uniformly random bits that can be extracted from
the outcomes b, when the devices are used an asymptotically large num-
ber of times. We show how to compute the worst-case conditional-entropy
H(A|XΛ), given the probability distribution p(a|x) and the mean photon
number constraints ωx. Our algorithm uses the characterisation of the quan-
tum set that was derived in Chapter 3.

In Chapter 5, we conclude the theoretical part of this work by proving
the security of a random number generation protocol based on our semi-
Device-Independent framework. So far, we have based our analysis on the
knowledge of the probability distribution p(a|x), but in practice this must
be estimated by using the device repeatedly and collecting statistics.

For this, we consider a typical random number generation protocol,
where the devices are used in sequence some large number of times n. At
each round (indexed by i ∈ {1, · · ·n}), a random input Xi is introduced
in the source and the outcome Ai of the measurement device is recorded.
To determine whether the outcomes (A1, · · ·An) were generated in a suffi-
ciently random way, we compute the frequencies f(a, x) of occurrence of the
pairs (Xi, Ai) = (a, x) and we apply a test that takes the form of a linear
constraint

∑
a,x ta,xf(a, x) ≥ r. It the test passes, the device is considered

secure and we apply an extractor to the outcomes (A1, · · ·An); if not, we
abort. The extractor is a (seeded) mathematical function that compresses
the weakly random output string in a shorter, but uniformly random k bit
string K. The protocol is sumarized in the following box.

Our contribution is a security proof of the protocol, based on an as-
sumption of the average energy of the states send over the channel. To
prove the security, we show that the protocol is ε-close to an ideal proto-
col that produces a perfect uniform bit string k that is independent of the
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inputs Xi, the seed of the extractor and all the information in the hands
of the adversary. The reason for the security parameter ε > 0, which can
be interpreted as a probability of failure, is that a perfect protocol cannot
exist, since (improbable) statistical fluctuations could possibly allow a de-
terministic device to pass the test. The security parameter however can be
taken as small as required, eg. ε = 10−10, and we establish the trade-offs
between the key length k and the security parameter ε.

In Chapter 6, we demonstrate our framework in a proof-of-principle ex-
periment. The generator is based on a simple experimental setup consisting
of off-the-shelf components: a laser diode, a Mach-Zhender interferometer,
an acousto-optic modulator and a single photon detector. We reach high
rates (1.25 MHz) of certified randomness production comparable to com-
mercial devices, which demonstrates the practical relevance of our work.

The result presented in this part of the thesis are based on the following
three publications and pre-prints:

I TVH, Erik Woodhead, Nicolas J. Cerf, Raul Garcia-Patron, and Ste-
fano Pironio, Semi-Device-Independent framework, based on natural
physical assumptions, Quantum 1, 33 (2017) [34]

I TVH, and Stefano Pironio, Correlations and randomness generation
based on energy constraints, arXiv:1905.09117 [quant-ph] [35]

I Davide Rusca, TVH, Anthony Martin, Jonathan Bohr Brask, Weixu
Shi, Stefano Pironio, Nicolas Brunner, and Hugo Zbinden, Practical
self-testing quantum random number generator based on an energy
bound, arXiv: 1904.04819 [quant-ph] [36]

Part 2: Device-Independents test of non-classicality in the
Instrumental scenario
In Device-Independent or semi-Device-Independent cryptography, we con-
sider a setup composed of different untrusted devices and the security relies
on assumptions that limit the information that can be exchanged between
these devices. These assumptions can be of a causal nature, such as in
the Bell scenario where we assume that the devices do not communicate
during the protocol: or they can be more physical, like in the semi-Device-
Independent framework studied in Part 1, where the devices communicate,
but where we use a bound on the mean photon number to limit the com-
munication. In the second part of the thesis, we focus on causal constraints
since they are more general and require a less detailed characterisation of the
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devices than a physical constraint. Typically, these protocols are however
more difficult to implement experimentally.

Our aim is to understand which causal scenarios, beyond the Bell sce-
nario, admit a separation between the sets of classical and quantum corre-
lations. We are interested in the difference between classical and quantum
models of the devices, because we want to understand how different theo-
ries of nature lead to different types of correlations between devices. Note
that this work is however closely related to the certification of randomness,
because in the case of causal constraints, classical correlations always admit
a deterministic model and vice-versa, so a test for non-classicality is also a
test for randomness.

General causal constraints in a Device-Independent scenario can be rep-
resented in the language of causal networks [37]. A causal network consists
of a set of nodes, representing random variables, that are connected by ar-
rows, representing causal relations between them, as in Figure 1.5. A valid
causal network corresponds to a Directed Acyclic Graph (DAG), where "di-
rected" means that the causal influence between two variables can only be
in one way and where "acyclic" is the absence of causal loops. The Bell
scenario, for example, can be represented by the causal network in Fig-
ure 1.5(a).

In this work, we will focus on the Instrumental scenario, which is repre-
sented by its causal network in Figure 1.5(b) and which has been studied in
the classical causality literature. This scenario refers to a setup similar to
the Bell scenario, where we have two isolated and uncharacterised devices
that take inputs and produce outputs. The difference is that some com-
munication is allowed between the devices, because the output of the first
device is used as input to the second one. Our interest comes from the fact
that the Instrumental scenario is the simplest causal scenario that could
admit a gap between classical and quantum correlations. It is the simplest
in the sense that the corresponding causal network has the least number of
nodes. It also uses only three free inputs, which is one less that the simplest
version of the Bell scenario.

In [38], Henson, Lal, and Pusey had identified the Instrumental scenario
as a possible Causal Network that could admit a separation between the set
of quantum and classical correlations. Our first contribution is to confirm
this possibility, by discovering the analogues of Bell inequalities in this sce-
nario. Our methodology is very similar to what we did in the first part of the
thesis. On one side, we examine the set of correlations that can be obtained
by classical processes that satisfy the causal constraints of the scenario. A
classical process is one where the devices are correlated through a shared
classical variable λ, with probability distribution p(λ). The corresponding
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Figure 1.5: The causal structure of the Bell and Instrumental scenarios.
The circles are random variables, the square represent an unknown
shared resource and the arrows represent causal influence. (a) In the
Bell scenario the two parties have an input, X or Y , and an output,
A or B. (b) The Instrumental scenario is similar to the Bell scenario,
but the output of the first party is used as input to the second one.

probability distribution then takes the form

p(ab|x) =
∑
λ

p(λ)δa,f(λ,x)δb,g(λ,a) (1.10)

for some functions f and g. On the other hand, if the devices are quantum
mechanical they could share a possible entangled state and the correlations
are of the form

p(ab|x) = Tr[ρABMa|x ⊗Mb|a] (1.11)

for some state ρAB and local measurement Ma|x and Mb|a.
It was known that in the case of a three-valued input x ∈ {0, 1, 2} and

binary outcomes a, b ∈ {0, 1}, classical correlations are limited by the Bonet
inequality

IBonet ≤ 2 , (1.12)

where IBonet = p(a=b|0) +p(b=0|1) +p(a=0, b=1|2). Our contribution is to
discover that this bound can be violated by quantum devices and that the
maximal quantum value is in fact

IBonet ≤ (3 +
√

2)/2 ≈ 2.21 . (1.13)

Our second result is to establish a formal relation between the Instru-
mental scenario and the Bell scenario. This mapping allows us to relate the
Bonet inequality to the CHSH inequality, which implies that the violation
of classical bounds in this scenario is not fundamentally different from the
phenomenon of Nonlocality in the Bell scenario.
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The results presented in this chapter are based on the article

I TVH, Jonatan Bohr Brask, Stefano Pironio, Ravishankar Ramanathan,
Ana Belén Sainz, Elie Wolfe, Quantum violations in the Instrumen-
tal scenario and their relations to the Bell scenario, Quantum 3 186
(2019) [39]
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1.6 General references
The present work is fairly self-contained. We did not heavily rely on recently
published works and, when we did, we have made an effort to re-derive the
concepts and theorems. It is however assumed that the reader has some
familiarity with the following concepts:

+ Basic Quantum Information Theory. We use density matrices and
Positive-Operator-Valued-Measurements, to represent state and mea-
surements operations. These is the usual formalism used in Quantum
Information Theory. We also use the notion of entangled states. All
are covered in any introduction to the subject, such as [33].

+ Convex Optimization Theory. As is common in the field of Nonlo-
cality and Device-Independent Cryptography, we make a lot of use
of convex geometry; in particular, the notions of convex sets, convex
combinations and extremal points. Furthermore, we make regular use
of semidefinite constraints, which are a particular type of convex con-
straints, and semidefinite programs, which are optimisation problems
where one minimizes a linear function over a set delimited by semidef-
inite constraints. There are efficient numerical algorithms for solving
such minimisations problems. See [40] for an excellent introduction.

+ Quantum Optics. Beyond basic Quantum Mechanics, it is assumed
that the reader is familiar with the quantum description of the light
field: in particular the notions of coherent states, the quadratures
of the light field, as well as basic experimental components, such as
beam splitters, lasers, phase- and intensity modulators, homodyne
measurement and single-photon detectors. These are covered in detail
in [28].

+ Bell Nonlocality. Finally, we assume some familiarity with the con-
cept of Nonlocality, and with the CHSH inequality in particular. As
presented in this introduction, they are concepts used in Fully-Device-
Independent Cryptography. Although we never use the CHSH in-
equality directly, we make regular references to it, since it is the ma-
jor source of inspiration for this work. See [5] for a review paper on
Nonlocality.
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Chapter 2

Presentation of the scenario

Chapter based on [34] with Eric Woodhead, Nicolas J. Cerf, Raul Garcia-Patron,
and Stefano Pironio.

We present the new semi-Device-Independent (semi-DI) framework based
on a mean photon number constraint, that we consider in this thesis. As
an illustration, we give three proposals for experimental setups based on
quantum optics, that are compatible with this framework.

2.1 Prepare-and-Measure set-up
Let us first remind the general framework of semi-DI prepare-and-measure
scenarios. As depicted in Figure 2.1, a source S is linked through a quan-
tum channel to a measurement device M. On the source S, an input
x ∈ {1, . . . |X|} can be selected, resulting in the emission of an unknown
quantum state ρx. The state is then measured by M, according to a mea-
surement selected through an input y ∈ {1, . . . |Y |}, and yields an outcome
a ∈ {1, . . . |A|}. This later process is characterized by a set of unknown
measurement operators {Ma|y}.

To an external observer that has access only to the inputs and output of
S and M, the joint behavior of the two devices is completely characterized
by the probabilities

P (a|y, x) = Tr[Ma|y ρx] . (2.1)
More generally, the behavior of the two devices could be correlated

through dependence on an additional hidden random parameter λ shared
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S Mx a

y

ρx

Figure 2.1: The general prepare-and-measure scenario.

between the devices, in which case the probabilities take the more general
form

P (a|y, x) =
∑
λ

pλ Tr
[
Mλ
a|y ρ

λ
x

]
. (2.2)

When analysing cryptographic protocols, we will assume in the adversarial
model that the variable λ is known to the adversary. It is the best possible
description of what is happening in S and M. In Chapter 5, we will analyse
protocols where the device is used a large number of times in a row and
where the variables λ then vary with time. The probabilities p(λ) are then
interpreted as frequencies of occurrence of a given strategy.

Though we allow S and M to be correlated via shared classical ran-
domness, we implicitly assume that they do not share entanglement. More
generally, if S and M shared prior entanglement, we should write

p(a|xy) = Tr
[
MSMa|y

(
$Sx ⊗ 1M

)
(ρSM)

]
, (2.3)

where the indices S, M, refer to the source and measurement apparatus
initial systems, respectively, and where $Sx denotes a completely positive
trace-preserving super-operator acting on the source’s systems depending on
the value of the control variable x and where MSMa|y is a joint measurement
of the state sent over the channel and the local quantum memory of the
measurement device. Understanding how this broader setting modify our
results is an interesting question, which we do not attempt to resolve here.

2.2 Constraint on the average value of an ob-
servable

In the semi-DI approach, no detailed assumptions are made on the states
and measurements underlying the correlations p(a|y, x), except for a specific
constraint on the messages ρx. Here, we propose to express such a constraint
in terms of an observable H, describing a physical property of the emitted
states ρx that we trust or on which we have control (more generally, one
could introduce several such observables). A restriction on the quantum
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messages ρx can then be formulated as a constraint on the corresponding
mean values Tr[Hρx] of this observable.

Note that contrarily to the states ρx and measurement operators Mb|y,
which are a priori unspecified and unknown, the observable H must be well
defined. It is also implicit that it should be defined on some given (possibly
infinite) Hilbert space H describing the physics of the quantum systems
emitted by S. Thus, one should also assume that ρx is defined on H.

This general formulation encompasses the usual dimension assumption,
for instance, by defining H as the projector onto a qudit subspace of H
and requiring Hx = 1 for all x. Expressing the dimension assumption in
this form has the merit of making explicit that the message qudits live in a
subspace of a larger Hilbert spaceH, which in practice must also be properly
defined and characterized if one wants to make sure that information is
propagating in the relevant subspace and not in possible additional degrees
of freedom, which in a cryptographic protocol could be exploited by an
eavesdropper (side channels).

The main interest of our more general formulation, however, is that it
can be used to model communication constraints that are more natural and
better motivated physically than the usual dimension bounds. A particular
example is the case where H is the photon-number operator of a quantum
optical system.

With this application in mind, we will consider in this work two types
of constraints on the mean values of H.

• Max-average assumption The first type of constraint corresponds
to assuming upper bounds∑

λ

pλ Tr[Hρλx] ≤ ωx , ∀x (2.4)

on the values of the observable averaged over the hidden variables.
For instance, if H is the photon-number operator, we may trust that
for all states ρx emitted by the source, the mean photon numbers
are below some threshold, though we may not know what the actual
photon number is.

• Max-peak assumption In the case where the states emitted by S
vary from run to run according to some random parameter λ, the
max-average assumption only bounds the mean value Hx averaged
over all possible values of λ. But it does not constrain the maximum
values of Hx|λ = Tr[Hρλx], which could in principle be arbitrarily high.
It is therefore natural to introduce another (stronger) assumption,
according to which

Tr[Hρλx] ≤ ωx , ∀x, λ . (2.5)



26 Chapter 2. Presentation of the scenario

Note that if H is, e.g., the photon-number operator, this second con-
dition still allows for fluctuations in the photon number within each
state ρλx and does not correspond to a truncation of the Fock space,
as the constraint only imposes a bound on the mean values Tr[Hρλx]
of H for every ρλx. In particular, the states ρλx could have a non-zero
amplitude in any of the number-basis states.

These two possible physically-motivated constraints on the communi-
cated quantum messages will be analyzed on specific examples later on.
The max-average assumption has the advantage that it could in principle
be verified “from the outside” by performing tests on the average emitted
states ρx without any knowledge of the internal behavior of the source. Ver-
ifying that the max-peak assumption is satisfied, on the other hand, would
typically rely on some modelling of the source. Its main advantage is that it
is more constraining and thus can certify useful properties that wouldn’t be
certified using the average-peak assumption (see examples in Sections 3.2
and 3.3).

2.3 The simplest setting: two inputs and two
outputs

In the rest of Part I, we consider the simple situation where the source S has
two possible inputs x ∈ {1, 2} and the measurement device M has no input
(i.e., y ∈ {1}) and two possible outputs, which we denote a ∈ {±1} for
convenience, see Fig. 2.2. Note that this corresponds to the simplest non-
trivial prepare-and-measure scenario. Indeed, M must obviously output at
least two different possible values, and S must have at least two different
preparation choices, otherwise no quantum messages are needed and any
observed behavior can be classically simulated by S and M.

This prepare-and-measure scenario is simpler than any possible scenario
based on a dimension bound, for which one must have at least three choices
on the source, i.e., x ∈ {1, 2, 3}, and any measurement device outputting a
single bit a ∈ {±1} should have at least two inputs, i.e., y ∈ {1, 2}. Indeed,
since the smallest dimension bound corresponds to one qubit, the channel
connecting S to M always has a capacity of at least 1 bit under a dimension
assumption. This implies that the number of inputs on S should be larger
than two, because otherwise the input x can be encoded perfectly in the
channel and transmitted to M, who knowing x can now generate an output
b compatible with any probability distribution p(a|x, y). There should also
be a number of binary measurements greater than one, because otherwise
S could locally choose a value a ∈ {±1} compatible with any probability
distribution p(a|x) and simply send that value b to M through the channel.
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S Mx ∈ {1, 2} a ∈ {±1}
ρx

〈H〉 ≤ ω

Figure 2.2: The prepare-and-measure scenario considered here, a spe-
cial case of Figure 2.1.

Strikingly, such strategies are not available under the assumptions that we
consider here, since, as we will see, they constrain the classical channel
capacity to be sub-unity by forcing the two emitted states ρ1 and ρ2 to
have some non-zero overlap.

In our scenario, the joint behavior of S and M is thus characterized by
the four probabilities P (a|x) = Tr[Ma ρx] where x = 1, 2 and a = ±1. It
will be convenient to work with the equivalent representation

Ex = Tr[Mρx] , x = 1, 2 , (2.6)

where Ex = P (+1|x)− P (−1|x) is the expectation value of the observable
M = M+1 −M−1, with −1 ≤ M ≤ 1. The value of Ex characterizes the
bias of the output a toward +1 or −1 for a given input x. We refer in the
following to the quantities Ex as “correlations” as they represent how the
output of M is correlated to the input of S. For instance if E1 = 1 and
E2 = −1, the output of M is completely correlated to the input of S. More
precisely, the presence of correlations is actually reflected by the fact that
|E−| = |E1 − E2| > 0. In particular, a value |E−| > 0 implies that the
measurement device M can (at least partly) distinguish the two states ρ1
and ρ2. We will see further below that the quantity E− plays a special role
in our analysis, analogous to a Bell expression in the context of non-locality.

2.4 Assumption about the energy observable
Having defined the general behavior of S and M, we now specify the prop-
erties of the observable H that we use to model our assumptions on the
quantum messages.

As noted above, in our scenario the two states ρ1, ρ2 should have a non-
zero overlap, otherwise they could encode faithfully the two values x = 1, 2
and our entire problem would become trivial. One simple possibility for
satisfying this condition in an optical system is simply to have both states
ρ1, ρ2 sufficiently close to the vacuum state |0〉. In a multimode system
with a discrete number of possible mode frequencies ω, this amounts to
upper bounding the expectation values of the photon-number operator H =
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∑
ω a
†
ωaω or the energy operator H =

∑
ω ~ω a†ωaω. Alternatively, one could

directly bound the weight of the non-vacuum component, i.e., the expected
value of the non-vacuum projector H = 1 − |0〉〈0|. More generally, the
condition that ρ1, ρ2 have a non-zero overlap is satisfied if they are both
close to some given reference state |φ〉〈φ|, i.e., if the expectation values of
the observable H = 1− |φ〉〈φ| are below some sufficiently small thresholds.

Formally, all the above examples correspond to constraints on the ex-
pected values of an observable H satisfying the two following conditions:

• H has lowest eigenvalue 0 and unit gap, i.e., all other
eigenvalues are greater or equal to 1; (2.7)

• the eigenspace associated to the lowest eigenvalue 0 is
non-degenerate and corresponds to a single eigenvector
|0〉.

(2.8)

The results that we will derive below apply to any observable H satisfying
these two conditions, independently of their physical meaning. The non-
vacuum projector H = 1−|0〉〈0| and the total photon number H =

∑
ω a
†
ωaω

clearly satisfy the two assumptions. In the case of the energy operator, we
need the additional assumption that the optical states have their support on
a finite range of frequencies [ω−, ω+]. This allows us to rescale the energy
operator, so that H′ = 1

~ω−
∑
ω ~ω a†ωaω has a gap of 1. In full generality,

the same scaling argument can be applied to any operator that with a non-
degenerate ground state and a finite gap. In the following, independently
of the choice of operator H, we denote by |0〉 its ground state and call it
the vacuum state.

As we explained above, the purpose of the upper-bounds (2.4) and (2.5)
is to constrain the distinguishability of the states ρ1 and ρ2, which in turn
implies constraints on E1 and E2. There could of course be other ways
to constrain the distinguishability of the emitted states. We choose our
approach because it is related to a natural physical property of the emitted
states, moreover it applies to mixed states, contrarily to the scalar product
bound used in [27]).

2.5 Examples of optical circuits
We now briefly describe for concreteness some standard optical circuit im-
plementations that can be analyzed in our framework.

2.5.1 Binary Phase-Shift Keying (BPSK)
Our first optical implementation corresponds to the Binary Phase-Shift Key-
ing (BPSK) scheme and is illustrated in Figure 2.3. We consider a single
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optical mode described over the phase space (X,P ) of the two quadratures
of light ([X,P ] = i

2 ). Depending on x, the source prepares one of two co-
herent states |φ1〉 = |ξ〉 or |φ2〉 = |−ξ〉, where ξ is a small positive real
parameter, so that both states are close to the vacuum |0〉. Although these
two states have a non-zero overlap e−2|ξ|2 , it is possible to partly distinguish
them by performing a homodyne measurement of the quadrature X. In par-
ticular if we define the output of the measurement device M as a = sign(X),
then a straightforward calculation gives

E1 = erf(
√

2ξ) , E2 = − erf(
√

2ξ) , (2.9)

i.e., we observe a correlation between the sign of a and the input x whose
strength depends on the value ξ.

A semi-DI analysis for this setup is possible based only on the assump-
tion that the source emits optical systems with low mean photon num-
ber (choosing H =

∑
ω a
†
ωaω) or small non-vacuum component (choosing

H = 1− |0〉〈0|). The coherent states |±ξ〉 have a mean photon number |ξ|2
and non-vacuum component 1 − e−|ξ|2 , where the mean photon number is
larger than the non-vacuum component1: |ξ|2 > 1− e−|ξ|2 . Thus for given
ξ, one can impose more constraining bounds if one defines H as the non-
vacuum projector rather than the photon-number operator and we will thus
make the former choice in the following. The difference between 1− e−|ξ|2

and |ξ|2, though, is negligible when ξ is small and this choice does not fun-
damentally affect our results. When performing the semi-DI analysis of the
above setup, we will thus take H = 1− |0〉〈0| and upper bound the expec-
tation values of this operator through the max-average assumption (2.4) or
the max-peak assumption (2.5) using thresholds

ω1 = ω2 = 1− e−|ξ|
2
. (2.10)

Note that in the implementation illustrated in Figure 2.3, in addition
to the quantum states |φx〉, the source also emits an intense reference laser
beam that serves as a local oscillator to define the phase of these states.
This local oscillator can, however, be modeled as shared randomness (for
instance it could exit the source S before the input x is chosen). Alterna-
tively, one could also consider more involved implementations where a phase
synchronization between S and M can be achieved without the need for the
transmission of a local oscillator signal between S and M [41].

1This actually holds in general because of the operator inequality 1 − |0〉〈0| �∑
ω
a†ωaω .
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Laser OD φ

−

S M

x

0, π

a

QS
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Figure 2.3: BPSK implementation. The source (S) consists of a laser
that produces a coherent pulse which is sent through an unbalanced
beam splitter. The intense reflected beam is sent to the measurement
device (M) as a phase reference, i.e., local oscillator (LO); the trans-
mitted beam is highly attenuated at an optical density (OD) and phase
shifted by 0 or π depending on x at a phase shifter. This is the quan-
tum signal (QS) sent to M. M then performs a homodyne measurement
on QS: the two beams interfere on a balanced beam splitter and two
photodiodes measure the intensities of the resulting beams. The dif-
ference of the two intensities is proportional to the quadrature X of
the quantum signal. Finally, M outputs the sign of X. Note that the
LO does not depend on the input x and can be modelled as shared
randomness.

2.5.2 2-level Amplitude-Shift Keying (2ASK)
Our second example corresponds to the 2-level Amplitude-Shift Keying
(2ASK) scheme and is illustrated in Figure 2.4. The source emits the two
coherent states |φ1〉 = |ξ + ε〉 or |φ2〉 = |ξ − ε〉, where ξ and ε are two
real, positive parameters. The measurement device is a photodetector that
outputs a = −1 if no photon is detected and a = +1 if at least one photon
has been detected. This setup generates the correlations

E1 = 1− 2e−(ξ+ε)2
, E2 = 1− 2e−(ξ−ε)2

. (2.11)

Suitable choices for ξ and ε can easily be found so that |E1 − E2| > 0, i.e.,
such that the output of M and the input of S are correlated.

In this second example, the two states |φ1〉 = |ξ + ε〉 and |φ2〉 = |ξ − ε〉
are not necessarily close to the vacuum if ξ is large, but they are close to
the intermediate state |ξ〉. We thus define for the purpose of the semi-DI
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Laser OD Att

x

ξ ± ε

a
QS

S M

Figure 2.4: 2ASK implementation. The source (S) consists of a laser
that produces a coherent pulse, which is, at first, highly attenuated at
an optical density (OD), and then sent through a variable attenuator
(Att), so that, depending on x, the amplitude of the resulting coherent
states is ξ±ε. This is the quantum signal (QS) sent to the measurement
device (M). M is a single-photon detector that outputs a = +1 if it
clicks, and a = −1 otherwise.

analysis of this setup the observable H as H = 1 − |ξ〉〈ξ|, which measures
the proximity of the states |φx〉 to the reference state |ξ〉. Specifically, we
have 〈φx|H|φx〉 = 1 − e−ε2 ' ε2 for x = 1, 2. Thus we will constrain the
expected values of H using thresholds

ω1 = ω2 = 1− e−ε
2
. (2.12)

Note that, contrarily to the previous example, such an assumption on the
expectation values of H may actually require a more detailed characteriza-
tion of the source. First, the observable does not correspond to a natural
property, like the energy, and, second, an experimental verification of the
assumption would require a displacement operation with a beam that is
coherent with the quantum message followed by a photon number mea-
surement. It is thus probably not the most natural in a semi-DI setting.
We nevertheless include this example to stress that our formulation can be
adapted to different constraints on the source.

2.5.3 On-Off Keying (OOK)

Our final example corresponds to the On-Off Keying (OOK) scheme and is
illustrated in Figure 2.5. When x = 1, the source emits a coherent state
|ξ〉 where |ξ|2 is small, and when x = 2 it emits the vacuum state |0〉. The
measurement performed at M corresponds, as in the previous example, to
a photodetector that outputs a = −1 if no photon is detected and a = +1
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Laser OD Shutter

x

a

S M

QS

Figure 2.5: OOK implementation. The source (S) consists of a laser
that produces a coherent pulse, which is, at first, highly attenuated
at an optical density (OD). A controllable shutter then transmits or
blocks the beam depending on the value of x. The measurement device
is a single-photon detector that outputs b = +1 if it clicks, and b = −1
otherwise. Alternatively to the use of a shutter, the laser can simply
be turned on and off depending on x.

if at least one photon has been detected. This yields

E1 = 1− 2e−|ξ|
2
' −1 + 2|ξ|2 , E2 = −1 . (2.13)

That is, when x = 2 one obviously observes the result a = −1 with certainty,
while when x = 1, there is a non-zero probability 1 − e−|ξ|

2 ' |ξ|2 to
obtain the outcome a = +1. The measurement performed at M can thus be
interpreted as a partial unambiguous discrimination of the two states ρ1, ρ2
in the sense that when we find a = +1, we are sure that the state sent was
ρ1, but we cannot conclude anything definite when a = −1.

As in the first examples, the semi-DI analysis for this setup will only
rely on the assumption that the source emits optical systems with low non-
vacuum component, i.e., we useH = 1−|0〉〈0|. The non-vacuum component
is 1− e−|ξ|2 for x = 1 and 0 for x = 2 and we will thus use the thresholds

ω1 = 1− e−|ξ|
2
, ω2 = 0 . (2.14)

Note that contrarily to the two above examples, here we bound differently
the expectation values of H in the case x = 1 and x = 2 since the implemen-
tation is not symmetric with respect to the two situations. Alternatively to
bound the non-vacuum component, we could use the mean photon number,
but the difference would be negligible when ξ is small and making one choice
or the other does not fundamentally affect our results.



Chapter 3

Quantum vs. Deterministic
correlations

Chapter based on [34] with Eric Woodhead, Nicolas J. Cerf, Raul Garcia-Patron,
and Stefano Pironio and [35] with Stefano Pironio.

A prerequisite for the development of any DI or semi-DI protocol is
to characterize the set of correlations compatible with the scenario and
the assumptions on the devices. Much work has been done specifically on
this question in the standard settings based on non-locality and dimension
bounds, see e.g. [5, 42–47] and [20–22, 48, 49].

In Section 3.1, we fully characterize the set of available correlations
observable in the binary energy-constrained semi-DI framework. We derive
an analytic expression based on constraints coming from the scalar product
between the quantum states and then prove a semidefinite characterisation
that will be useful in the next chapter.

Secondly, in Section 3.2, we characterise the set of deterministic cor-
relations, corresponding to the set of correlations that admit a quantum,
but deterministic underlying model. The set is delimited by two linear
inequality constraints, that are analogues Bell-inequalities in the fully-DI
framework, and we show that they can be violated by quantum devices.
This implies that the present semi-DI scenario can be used to certify quan-
tum random number generators, because the violation of the deterministic
inequality implies that the outputs contain some randomness.

For some applications, we are only interested in certifying the produc-
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tion of randomness when a specific input is used. We therefore analyse,
in Section 3.3, the set of correlations corresponding to devices that are de-
terministic when a specific input is used, instead of both input like in the
Deterministic set. Finally, in Section 3.4, we come back to the experimental
implementations of Chapter 2 and show that they violate the deterministic
bounds.

3.1 The set of Quantum correlations
Let the tuple (E,ω) = (E1, E2, ω1, ω2) specifies a possible pair of values for
the correlations (E1, E2) between S and M and a possible pair of upper-
bounds (ω1, ω2) on the average energies of the states emitted by S. We
refer to such a tuple as a possible behaviour of our observed system. As
discussed above, not every behaviour (E,ω) is physically realizable within
quantum mechanics because of a trade-off between the degree of correlations
E and the energy ω of the emitted states. Formally, we define behaviours
admitting a quantum representation as follows.

Definition 1. A behaviour (E,ω) = (E1, E2, ω1, ω2) admits a quantum
representation if there exist two states ρx, an observable −1 ≤M ≤ 1, and
an energy operator H, satisfying the hypothesis (2.7) (2.8), such that

Tr[ρxM ] = Ex (3.1a)
Tr[ρxH] ≤ ωx , (3.1b)

or if (E,ω) is a convex combination of behaviours of the above form.
We denote Q ⊂ R4 the set of all behaviours (E,ω) admitting a quantum

representation.

Clearly, a valid quantum behaviour must satisfy the trivial constraints
−1 ≤ Ex ≤ 1 and ωx ≥ 0. But it must also satisfy additional non-trivial
constraints. In the following, we give a complete characterisation of the set
Q of quantum behaviours.

We allow for convex combinations in the definition of a quantum be-
haviour. This means that the source and measurement apparatus can be
correlated via some shared randomness λ. Explicitly, a behaviour (E,ω) is
thus quantum if ∑

λ
pλ Tr[ρλxMλ] = Ex (3.2a)∑
λ
pλ Tr[ρλxH] ≤ ωx (3.2b)

where pλ is the probability distribution of the shared randomness, and where
the states ρλx and observable Mλ can all depend on λ. This dependency on
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λ can represent, e.g., hidden physical fluctuations that can affect the source
and measurement apparatus separately or jointly.

Note we have used the max-average type energy constraint in this def-
inition of the quantum set, as it is less constraining than the max-peak
assumption. However, we show below in Corollary 1 that both constraints
lead to the same set of correlations. Four possible variations for a definition
of the quantum set are described in detail in [34], but they all turn out to be
equivalent. Nonetheless, we will see in Sections 3.2, different quantum real-
izations of the same correlations may exhibit different underlying quantum
properties, and the max-average and max-peak assumptions are different
from this perspective.

3.1.1 Trivial high energy regime

A first observation is that if ω1 + ω2 ≥ 1 then any correlations (E1, E2)
satisfying the trivial constraints |Ex| ≤ 1 belong to Q. Indeed, let |0〉 be
the ground state of H and |1〉 an eigenstate with eigenvalue 1. Clearly,
Tr[H(φ1 + φ2)] = 1 can be obtained for any two orthogonal states |φ1〉 and
|φ2〉 in the space spanned by |0〉 and |1〉. Therefore, one cannot exclude
that S emits two orthogonal pure states φ1 and φ2. But in this case, they
can encode faithfully the two values x = 1, 2 and any correlations (E1, E2)
are possible, for instance by setting M to M = E1φ1 + E2φ2.

Proposition 1. Let (E,ω) be a behaviour satisfying the trivial constraints
−1 ≤ Ex ≤ 1 and ωx ≥ 0 and the condition ω1 + ω2 ≥ 1. Then it belongs
to the quantum set Q.

However, if H1 +H2 < 1, then intuitively H1 and ω2 are both small and
both close to the non-degenerate ground state |0〉 of H. Thus, they should
have a non-zero overlap which will restrict the set of possible correlations
(E1, E2). This intuition is made precise below.

3.1.2 Semidefinite representation of the quantum set Q

The next proposition provides a useful characterization of the quantum set
Q in the form of a positive semidefinite (SDP) constraint. This charac-
terisation was derived in our second article [35]. It is equivalent to the
characterisation that was derived in our initial article [34] and which was
based on an bound on the scalar product. We will only make use of the
semidefinite characterisation in later chapters, but we have included the
scalar product characterisation in Subsection 3.1.3 for completeness. Fur-
thermore, in 3.1.4, we explicitly prove the equivalence of the two while also
stating a third formula.
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The following theorem provides a useful test to check whether some
correlations Ex are compatible with the energy constraint ωx

Theorem 1. A behaviour (E,ω) is in Q if and only if there exist real
numbers u, v, η1, η2 with η1 ≤ ω1 and η2 ≤ ω2 such that the symmetric
matrix

Γ =


1 u E1 2η1 − 1

1 E2 2η2 − 1
1 v

1

 � 0 (3.3)

is positive semidefinite.

The necessary part of this statement is a direct consequence of the fol-
lowing Lemma.

Lemma 1. Any extremal behaviour (E,ω) of the quantum set Q admits a
representation (3.1a),(3.1b) which is two-dimensional and of the form

ρx = 1
2 (1+ nx · σ) (3.4a)

M = m · σ (3.4b)

H = 1
2 (1+ k · σ) (3.4c)

where nx, m, and k are unit vectors in R3 and σ = (σx, σy, σz) is the
vector of Pauli matrices.

This lemma can also be used to map behaviours in our scenario to the
behaviours of regular Bell tests, see Appendix 3.A.

Proof of Lemma 1. Consider an extremal behaviour (E,ω) in Q and let
ρ1, ρ2,M,H be a quantum representation for it as in Definition 1. Since
(E,ω) is extremal, we can assume that the states ρx are pure, i.e, ρx =
|ρx〉〈ρx|. (Indeed, behaviours having a mixed-state representation can be
seen as convex combination of pure-state behaviours). The two pure states
|ρ1〉, |ρ2〉 span a two-dimensional subspace V of the entire Hilbert space
H and can thus be written in that subspace as in eq. (3.4a) for some unit
vectors nx.

The correlations Ex obviously only depend on the projection of M on
that two-dimensional subspace V. This projection can be written in full
generality as

M = m0 1+ m̃ · σ , (3.5)
where |m0|+ |m̃| ≤ 1 (and where by a slight abuse of notation, we use the
same symbol for M and its projection on V). The observable M can be
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interpreted as a convex combination of three simpler measurements since
we can write

M = p1 1+ p2 (−1) + p3m · σ , (3.6)
where p1 = (1 +m0 − |m̃|)/2, p2 = (1−m0 − |m̃|)/2, p3 = |m̃|, m = m̃

|m̃| ,
and where the condition |m0| + |m̃| ≤ 1 guarantees that p1, p2 ≥ 0. Since
we consider an extremal behaviour, we deduce that M is either of the form
M = ±1 or of the form M = m · σ.

The case M = ±1 corresponds to a measurement that yields a deter-
ministic outcome that does not depend on x : E1 = E2 = ±1. But such
correlations can always be simulated by sending the vacuum state of H,
i.e., |ρ1〉 = |ρ2〉 = |0〉, and using the measurement M = ±(|0〉〈0| − |1〉〈1|) =
±1z · σ. This represents a valid quantum realization since the mean ener-
gies of the states, being 0, are lower than ωx in accordance with the bound
(3.1b). Furthermore, it is of the form of eqs. (3.4) with nx = 1z,m = ±1z,
k = −1z, and thus the statement of the Lemma is verified in that case.

For the case M = m · σ, it only remains to show (3.4c), since ρx and M
have already been shown to be of the form (3.4a) and (3.4b), respectively.
Let H̃ = 1−|0̃〉〈0̃|, where |0̃〉 is the normalized projection of |0〉 (the vacuum
state of H) on the two-dimensional space V (if the projection of |0〉 in V
is zero, simply define |0̃〉 as an arbitrary state in V). It is easily verified
that 〈ρx|H|ρx〉 ≥ 〈ρx| (1− |0〉〈0|) |ρx〉 ≥ 〈ρx|

(
1− |0̃〉〈0̃|

)
|ρx〉 = 〈ρx|H̃|ρx〉.

Thus, ωx ≥ 〈ρx|H|ρx〉 ≥ 〈ρx|H̃|ρx〉, and we can replace the operator H by
H̃ while still having a proper quantum realization. The energy operator H̃
is now a rank-one projector in the two-dimensional space V and can thus
be written as in (3.4c).

Proof of Theorem 1. At first, we consider an extremal behaviour (E,ω) and
consider the Gram matrix Γ of the unit vectors n1, n2, m, k, which are
defined in Lemma 1. Then using the inner product between Block vectors,
we find

Γ =


1 n1 · n2 n1 ·m n1 · k

1 n2 ·m n2 · k
1 m · k

1

 =


1 u E1 2η1 − 1

1 E2 2η2 − 1
1 v

1

 (3.7)

where u, v, η1 ≤ ω1, η2 ≤ ω2 are real numbers. By construction Γ is semidef-
inite positive. Thus for any extremal behaviour (E,ω) belonging to the set
Q, there exists a matrix Γ satisfying the SDP constraint (3.3). As this is a
convex constraint in the variables (E,ω) [40], the SDP constraint must hold
also when considering convex combination of extremal behaviours, i.e., it
must hold for all behaviours in Q. This establishes the necessary condition
in the Theorem.
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To prove sufficiency, consider a positive semidefinite matrix Γ, as in (3.3)
with unit diagonal elements. Then there must exist four 4-dimensional unit
vectors n1,n2,m,k such that Ex = nx ·m and 2ηx − 1 = nx · k. We can
project m 7→ m′ (with |m′| ≤ 1) onto the space spanned by n1,n2,k, as
this leaves Ex = nx ·m and 2ηx− 1 = nx ·k invariant. Since this is a three
dimensional subspace, this defines four Bloch vectors that can be mapped
through (3.4) to a valid quantum representation (with the only difference
that |m′| ≤ 1)1. This proves that the SDP constraint (3.3) is tight.

An immediate consequence of the construction at the end of the proof
of Theorem 1 is that any behaviour (E,ω) ∈ Q can be realized without
shared randomness:

Corollary 1. Any point in the set Q can be realized with a two-dimensional
representation of the form of eqs. (3.4), where nx and ω are unit vectors
and |m| ≤ 1.

3.1.3 Characterisation based on the scalar product
We now prove an equivalent characterisation of the Quantum set, which
figured originally in [34]. Since it is equivalent to the semidefinite char-
acterisation in Theorem 1, it will not be used in the following chapters.
However it has the advantage of being more intuitive physically.

Theorem 2. The set Q consists of the values (E,ω) satisfying |Ex| ≤ 1
and

g(E1, E2) ≥ f(H1, H2) , (3.8)

where

g(E1, E2) = 1
2

(√
1 + E1

√
1 + E2 +

√
1− E1

√
1− E2

)
, (3.9)

f(ω1, ω2) =
{√

1− ω1
√

1− ω2 −
√
ω1
√
ω2 if ω1 + ω2 < 1

0 elsewhere .
(3.10)

Proof. As before, we first consider the case where the devices do not exploit
randomness and where in addition the source S emits pure states ρ1 = φ1,
ρ2 = φ2 and we will show that (3.8) hold. We will then consider the more
general case.

1The fact that |m′| ≤ 1 in the sufficiency part of the proof originates from the
fact that the starting behaviour (E,ω) is not necessarily extremal. Given an arbitrary
measurement M ′ = m′ · σ, with |m′| ≤ 1, we can, however, rewrite it in the form (3.6)
with p1 = p2 = (1 − |m′|)/2, p3 = |m′|, m = m′/|m′|, and thus interpret it, as below
eq. (3.6), as a convex combination of three strategies with measurements given by unit
Bloch vectors.
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The trivial constraints |Ex| ≤ 1 follow immediately from the definition
of these quantities, so we only need to establish (3.8). We do this in two
steps. First of all, given two pure states ρ1, ρ2, the set of correlations
(E1, E2) =

(
Tr[Mφ1],Tr[Mφ2]

)
that can be obtained using an arbitrary

measurement M obviously only depends on the scalar product
∣∣〈φ1|φ2〉

∣∣.
We show in Subsubsection 3.1.3.1 that this set is completely characterized
by the constraint

g(E1, E2) ≥
∣∣〈φ1|φ2〉

∣∣ . (3.11)
We then show in Subsubsection 3.1.3.2 that the parameters ω1, ω2 imply a
tight lower bound on the scalar product,∣∣〈φ1|φ2〉

∣∣ ≥ f(ω1, ω2) . (3.12)

Combining these two bounds we obtain the relation g(E1, E2) ≥ f(ω1, ω2)
in (3.8).

To consider the most general quantum correlation, we must furthermore
consider convex combinations of behaviours (E,ω) satisfying g(E1, E2) ≥
f(ω1, ω2), but we can show that this does not change anything since the set
of pure-states quantum correlations is already convex. We can equivalently
write it as g(E)2− f(ω)2 ≥ 0, since the functions g and f are positive and,
since g2 and −f2 are concave, this defines a convex set[40].

Indeed, in the region ω1 + ω2 < 1,both g2 and −f2 can be written in
term of the function

j(x, y) =
(√

xy +
√

(1− x)(1− y)
)2

(3.13)

as g(E1, E2)2 = j
( 1+E1

2 , 1+E2
2
)
and−f(ω1, ω2)2 = j(ω1, 1−ω2)−1. Showing

the concavity of g2 thus reduces to showing that j is concave for 0 ≤ x, y ≤ 1,
i.e., that its Hessian matrix Hess(j) is negative semidefinite. A straightfor-
ward computation shows that Tr

[
Hess(j)

]
≤ 0 and det

[
Hess(j)

]
≥ 0 for

any 0 ≤ x, y ≤ 1. Since Hess(j) is a 2 × 2 symmetric matrix, this implies,
as desired, that both of its eigenvalues are nonpositive. The concavity of
−f2 follows in the same way, as it can be showed that f2 is constant on
ω1 + ω2 ≥ 1 and that the transition on the line ω1 + ω2 = 1 is sufficiently
regular.

3.1.3.1 Characterisation of the possible correlations (E1, E2)
for pure states as a function of their scalar product∣∣〈φ1|φ2〉

∣∣
Since |Ex| ≤ 1, the region of possible values (E1, E2) is obviously contained
in the square [−1, 1] × [−1, 1]. We now show how a promise on the scalar
product

∣∣〈φ1|φ2〉
∣∣ = γ further constrains the possible values of (E1, E2).
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The parameter γ satisfies 0 ≤ γ ≤ 1. The two extreme cases are readily
solved. When γ =

∣∣〈φ1|φ2〉
∣∣ = 1, the two states are indistinguishable and

the measurement statistics must necessarily yield E1 = E2. When γ = 0,
the two states are orthogonal and thus can perfectly encode the value of the
input x. In particular, we can attain any value (E1, E2) ∈ [−1, 1]×[−1, 1] by
setting M to M = E1φ1 + E2φ2. These two situations can be summarized
by the relation g(E1, E2) ≥ γ, which implies E1 = E2 when γ = 1 and which
does not put any restriction on (E1, E2) when γ = 0 since g(E1, E2) ≥ 0 is
always satisfied for |Ex| ≤ 1.

Let us now assume 0 < γ < 1. Obviously, we can restrict our analysis
to the two-dimensional subspace spanned by φ1 and φ2. In that subspace,
we can rewrite the states as qubit operators φx = (1 + nx · σ)/2, where
σ = (σ1, σ2, σ3) are the Pauli matrices and ‖nx‖ = 1. Then, a general
measurement M in that subspace can be written as a convex combination
(p0 − p1)1 + p2m · σ, where pi ≥ 0,

∑
i pi = 1, ‖m‖ = 1, and m can

be taken in the span of {n1,n2} without loss of generality. The resulting
correlations correspond to the mixture

(E1, E2) = p0(1, 1) + p1(−1,−1) + p2(n1 ·m,n2 ·m). (3.14)

In other words, the region of allowed (E1, E2) is the convex hull of the points{
(1, 1), (−1,−1), (n1 ·m,n2 ·m)

}
(3.15)

Let us characterize further the points (E1, E2) = (n1 ·m,n2 ·m). Since
m lies in the span of n1, n2 and since (n1 + n2) · (n1 − n2) = 0, we can
write without loss of generality

m = cos(θ) n1 + n2

‖n1 + n2‖
+ sin(θ) n1 − n2

‖n1 − n2‖
. (3.16)

Using this formulation together with ‖n1 + n2‖ = 2γ and ‖n1 − n2‖ =
2
√

1− γ2, we find

E1 + E2

2γ = n1 + n2

‖n1 + n2‖
·m = cos(θ) , (3.17)

E1 − E2

2
√

1− γ2
= n1 − n2

‖n1 − n2‖
·m = sin(θ) . (3.18)

We thus find that the set of points (E1, E2) = (n1 ·m,n2 ·m) for a given
γ corresponds to the ellipse(

E+

2γ

)2
+
(

E−

2
√

1− γ2

)2
= 1 , (3.19)
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where we have defined E± = E1±E2. The region of allowed (E1, E2) for an
arbitrary measurement M is therefore the convex hull of (1, 1), (−1,−1),
and any points on this ellipse, as represented in Figure 3.1.

We can represent this region in a compact way as the condition g(E1, E2) ≥
γ. Indeed, first note that the ellipse (3.19) intersects the borders of [−1, 1]×
[−1, 1] at the two points (E1, E2) ∈

{
(2γ2−1, 1), (−1, 1−2γ2)

}
in the region

above the E+-axis and at the two points
{

(1− 2γ2,−1), (1, 2γ2− 1)
}
in the

region below the E+-axis, as represented in Figure 3.1. These two pairs of
points define two arcs of ellipses, as illustrated in Figure 3.1. After some
basic algebra (corresponding to writing (3.19) explicitly in terms of E1, E2),
one finds that these two arcs of ellipses correspond to the values of (E1, E2)
which solve g(E1, E2) = γ. It is not difficult to observe that any point in
the convex hull of (1, 1), (−1,−1), and the ellipse (3.19) also belongs to the
arcs of a second ellipse satisfying g(E1, E2) = γ̃ ≥ γ. Indeed, by increas-
ing γ̃, the four intersection points defined above move towards the corners
(−1,−1) and (1, 1), which they reach when γ̃ = 1 and the ellipse becomes
the line segment between the points (1, 1) and (−1,−1). Therefore, as γ̃
increases, the two corresponding arcs of ellipses stretch and move over the
entire convex region for (E1, E2) defined above. We deduce that this convex
region is given by the values of (E1, E2) satisfying g(E1, E2) ≥ γ.

In summary, we have established that the set of correlations (E1, E2)
that can be obtained by measuring two pure states with given scalar product
γ =

∣∣〈φ1|φ2〉
∣∣ is given by g(E1, E2) ≥ γ, i.e., (3.11). The corresponding

regions for different values of
∣∣〈φ1|φ2〉

∣∣ = γ are represented in Figure 3.2.
Note that the regions strictly grow when the scalar product γ decreases,
starting from the line segment E1 = E2 when γ = 1 (corresponding to two
indistinguishable states), to the full square when γ = 0 (corresponding to
two fully orthogonal states).

3.1.3.2 Lower bound on the scalar product
∣∣〈φ1|φ2〉

∣∣ as a
function of expectation values (ω1, ω2)

We have just seen that the region of possible correlations (E1, E2) attainable
with pure states only depends on their scalar product through (3.11). We
now show that the parameters (ω1, ω2) (with ω1 + ω2 ≤ 1) constrain the
possible values of this scalar product through the lower bound

∣∣〈φ1|φ2〉
∣∣ ≥

f(ω1, ω2) where f(ω1, ω2) is defined in (3.10). Intuitively if ω1 and ω2 are
small, both states φ1 and φ2 are close to the non-degenerate ground state
|0〉 of H and thus they should have a non-zero overlap. This is what (3.10)
makes precise.

Let us first show that for any values of (ω1, ω2), such that ω1 + ω2 ≤
1, it is indeed possible to find two states φ1, φ2 such that their scalar
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(+1, 2γ2 − 1)

(1− 2γ2,−1)

(−1, 1− 2γ2)

E+

E−

E1

E2

Figure 3.1: Representation of the ellipse (3.19) in the space (E1, E2),
depicted here for γ = 0.82. The region of physically possible (E1, E2)
corresponds to the convex hull of this ellipse with the two corner points
(1, 1) and (−1,−1). The ellipse intersects the borders of the region
[−1, 1] × [−1, 1] at the four depicted points. This defines two arcs of
ellipses, corresponding to the portions of the ellipse represented in bold,
and given by the solutions to g(E1, E2) = γ. The set of physically
possible (E1, E2) then corresponds to the subset of [−1, 1] × [−1, 1]
lying between these two arcs of ellipses. This corresponds to the region
g(E1, E2) ≥ γ.

−1 0 1
−1

0

1

E1

E2

γ2 = 0.3

γ2 = 0.6

γ2 = 0.9

γ2 = 1

Figure 3.2: Region of possible values (E1, E2) satisfying g(E1, E2) ≥ γ
for γ = 0.55, 0.77, 0.95, 1.
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product satisfies
∣∣〈φ1|φ2〉

∣∣ = f(ω1, ω2). This implies that any point (E1, E2)
satisfying (3.8) can indeed be realized in our prepare-and-measure scenario.

For this, simply note that any ω1 and ω2 satisfying ω1, ω2 ≥ 0 and
ω1+ω2 ≤ 1 can be expressed as ωx = sin(θx)2 for some suitable θx ∈ [0, π/2].
Computing f(ω1, ω2), we find f(ω1, ω2) = cos(θ1+θ2). Define the two states

|φ1〉 = cos(θ1)|0〉+ sin(θ1)|1〉 , (3.20)
|φ2〉 = cos(θ2)|0〉 − sin(θ2)|1〉 . (3.21)

Then, their scalar product satisfies
∣∣〈φ1|φ2〉

∣∣ = cos(θ1 + θ2) = f(ω1, ω2), as
required.

Let us now show that the scalar product between φ1, φ2 cannot be
smaller than the value given by (3.10). This implies that no correlations
outside the region defined by (3.8) can be obtained by measuring pure states
in our scenario.

For this, let βx = 1 − 〈0|φx|0〉 be the weight of the state φx in the
subspace orthogonal to the groundstate |0〉 of H. We have that βx ≤ ωx
since ωx = Tr[Hφx] =

∑
i>0 λi Tr[Piφx] ≥

∑
i>0 Tr[Piφx] = 1− Tr[P0φx] =

βx, where λi and Pi denote the eigenvalues of H and the corresponding
projectors, with λ0 = 0 and λi ≥ 1 for i > 0. Writing

|φx〉 =
√

1− βx|0〉+
√
βx|ξx〉 , (3.22)

where |ξx〉 is in the subspace orthogonal to |0〉, we have that

|〈φ1|φ2〉| =
∣∣√1− β1

√
1− β2 +

√
β1
√
β2〈ξ1|ξ2〉

∣∣
≥
∣∣√1− β1

√
1− β2 −

√
β1
√
β2
∣∣

=
√

1− β1
√

1− β2 −
√
β1
√
β2

= f(β1, β2) , (3.23)

where in the second line we used that the right hand-side is minimized when
〈ξ1|ξ2〉 = −1 and in the last line we used that f(β1, β2) is positive when
β1 + β2 ≤ 1, which is the case since ω1 + ω2 ≤ 1 and βx ≤ ωx. Now, given
that the function f(x, y) is non-decreasing in x and y in the region x+y ≤ 1,
we have that f(β1, β2) ≥ f(ω1, ω2), which gives (3.10).

3.1.4 Equivalence of the semidefinite and scalar product
representations of the Quantum set

We have introduced and proven two alternative and tight characterisation of
the Quantum set, given in Theorems 1 and 2. In this section, we explicitly
show that they are mathematically equivalent, without reference to the
physics and also provide a third equivalent characterisation.
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Proposition 2. Let (E,ω) satisfying the trivial constraints −1 ≤ Ex ≤ 1
and ωx ≥ 0 and the condition ω1 + ω2 ≤ 1. Then the following constraints
are equivalent

(a) there exists µx, such that µx ≤ ωx and
1 u E1 2η1 − 1

1 E2 2η2 − 1
1 v

1

 � 0 (3.24)

(b) | asinE1 − asinE2| ≤ 2(asin
√
ω1 + asin

√
ω2) , (3.25)

(c) 1
2

(√
1 + E1

√
1 + E2 +

√
1− E1

√
1− E2

)
≥
√

1− ω1
√

1− ω2 −
√
ω1
√
ω2 . (3.26)

Proof. Define θx = asinEx and µx = asin(2ωx − 1). All these angles are
well-defined since −1 ≤ Ex ≤ 1 and 0 ≤ ωx ≤ 1, where the last condition
follows from ω1 + ω2 < 1.

Now assume that (3.24) is satisfied. Lemma 13 in [46] gives condition
for a matrix of the form (3.3) to be positive semidefinite. Using this Lemma
and setting εx = asin(2ωx− 1), we find that Theorem 1 is equivalent to the
statement that there exist εx such that

− π/2 ≤ εx ≤ µx (3.27)

and

|θ1 − θ2|+ |ε1 + ε2| ≤ π (3.28a)
|θ1 + θ2|+ |ε1 − ε2| ≤ π . (3.28b)

For given θ1, θ2, the set R1 of couples (ε1, ε2) satisfying Equation (3.27)
is a rectangle depicted in Figure 3.3. A straightforward calculation shows
that the set R2 of couples (ε1, ε2) satisfying (3.28) is also a rectangle with
four corners of the form ±(a, b),±(b, a) with a ≤ −π/2. From the Figure,
it is clear that the two rectangles have a non-empty intersection, i.e., that
Theorem 1 is satisfied, if and only if

|θ1 − θ2| − (µ1 + µ2) ≤ π. (3.29)

Using elementary trigonometric relations, this last condition can be rewrit-
ten as (3.25).

Using some trigonometric manipulations, we now show that the formula
(3.26) is equivalent to (3.25). Define αx, βx ∈ [0, π/2] such that sinαx =
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−π
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−π
2

π
2

−π
2

(−a,−b)

(a, b)

(b, a)

(−b,−a)

(µ1, µ2)
R1

R2

Figure 3.3: The rectangles R1 and R2 have a non-empty intersection if
and only if the upper-right corner (µ1, µ2) of R1 satisfies the lower-left
facet inequality ε1 + ε2 ≥ |θ1 − θ2| − π of the rectangle R2.

√
1+Ex

2 and sin βx = √ωx. Then (3.26) can be rewritten as cos(α1 −α2) ≥
cos(β1 + β2) which is equivalent to |2α1 − 2α2| ≤ 2(β1 + β2) in the range
−π/2 ≤ α1 − α2 ≤ π/2 and 0 ≤ β1 + β2 ≤ π. Writing |2α1 − 2α2| =
|2α1−π/2− (2α2−π/2)| and using the relations ±(2αx−π/2) = ± asinEx
and βx = asin√ωx, we find that this is equivalent to equation (3.25), as
claimed.

3.2 Deterministic correlations
A basic property of fully- or semi-DI setups based on non-locality or dimen-
sion bounds is the existence of quantum correlations that have no classical
analogue. This is clearly a prerequisite for any application of such corre-
lations, e.g., for randomness certification. This property is also present in
our semi-DI scenario as we now show.

3.2.1 Definition

We need first to define some notion of “classicality” in our context and
a corresponding set of correlations. The no-communication assumption in
standard Bell tests and the dimension bound in usual semi-DI protocols
have a well-defined meaning in a classical context, without any reference
to quantum theory. This is no longer the case for the assumptions that we
consider here, as they are expressed as constraints on the mean value of a
quantum observable H and hence explicitly assume some underlying quan-
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tum model. It is nevertheless still possible to identify sets of correlations
that are “classical” in the sense that they do not exhibit genuinely quantum
features and thus are useless for semi-DI applications. The most straightfor-
ward way to do so is to proceed by analogy with standard Bell tests or usual
semi-DI protocols, where these correlations correspond mathematically to
those that can be expressed, with the help of shared randomness, as convex
combinations of deterministic distributions. We refer to them from now on
as deterministic correlations.

We thus define the set of deterministic correlations under the max-
average assumption (2.4) as

C =
{

(E,ω)
∣∣∣E =

∑
λ

pλEλ,
∑
λ

pλhλ � ω (3.30)

(Eλ,hλ) ∈ Q, Eλ ∈ {±1} × {±1},
}

(3.31)

and under the max-peak assumption (2.5) as

Ĉ =
{

(E,ω)
∣∣∣E =

∑
λ

pλEλ, hλ � ω (3.32)

(Eλ,hλ) ∈ Q, Eλ ∈ {±1} × {±1},
}

(3.33)

The constraint Eλ ∈ {±1} × {±1} in these definitions implies that for any
given value of the shared randomness λ, an output ±1 for the measurement
performed at M is completely pre-determined for each of the two states
emitted by the source S. Thus no genuinely quantum behavior is exhibited
by the two devices. Conversely, if some correlations (E,ω) lie outside the
set C, then necessarily the output of M cannot be predetermined for at least
one of the states sent by S, a typically quantum feature.

We show that C is a polytope, which apart from the trivial facets |Ex| ≤ 1
is defined by

|E−| = |E1 − E2| ≤ 2(ω1 + ω2) . (3.34)

Similarly, Ĉ is a polytope characterized by the stronger inequality

|E−| = |E1 − E2| ≤ 2 Θ(ω1 + ω2) , (3.35)

where Θ(z) = 0 if z < 1 and Θ(z) = 1 if z = 1.
Let us first establish the characterisation (3.34) of C. Remark that for

any (Eλ,hλ) ∈ Q for which Eλ ∈ {±1} × {±1} there are two possibilities.
Either E1|λ = E2|λ, in which case |E1|λ − E2|λ| = 0. Or E1|λ = −E2|λ,
in which case the states emitted for x = 1 and x = 2 must be orthogonal
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pure states and thus h1|λ + h2|λ ≥ 1 = |E1|λ − E2|λ|/2. By taking convex
combination of these possibilities, we find

|E1−E2| ≤
∑
λ

pλ|E1|λ−E2|λ| ≤
∑
λ

pλ2(h1|λ+h2|λ) ≤ 2(ω1 +ω2) . (3.36)

Conversely, any correlations E satisfying the constraint (3.34) belong to
C. To prove this, note that the polytope defined by (3.34) has the following
six extreme points

(E1, E2, ω1, ω2) = {(±,±, 0, 0), (±,∓, 1, 0), (±,∓, 0, 1)} . (3.37)

Proving that any E in this polytope belongs to C amounts to showing, by
convexity, that any of these six extreme points belongs to C. The points with
E = (±1,±1) correspond to cases where the measurement always output
the same value of a, and where the source send the vacuum state |0〉, while
the other four points correspond to cases where the vacuum state and a first
excited state, and |E1 − E2| = 2

The characterisation (3.35) of Ĉ follows from two simple observations.
If ω1 + ω2 < 1, the only points Eλ such that (Eλ,ω) ∈ Q and Eλ ∈
{±1}×{±1} are (1, 1) and (−1,−1). Their convex combination defines the
line segment E1−E2 = 0. If ω1+ω2 = 1, the four corner points {±1}×{±1}
are available, and as usual we have no constraints on E, so that |E1 − E2|
can reach the maximal value 2.

Note that for ω1 + ω2 < 1, the set Ĉ is of measure 0. We can get
some intuition for the meaning of this set as follows. If ω1 + ω2 < 1,
then for given λ every pair of states φλ1 , φλ2 emitted by the source must
be non-orthogonal, as follows from the results of Subsection 3.1.3.2 and
the max-peak assumption. Since there is no non-trivial measurement that
will yield with certainty definite outcomes for two non-orthogonal states,
the measurement device M, if it behaves deterministically, must actually
ignore the quantum messages sent by M and simply output a pre-registered
outcome b = −1 or b = 1, independently of whether x = 1 or x = 2. We thus
necessarily have E1 = E2 in this case. Conversely, if we observe correlations
for which |E1−E2| > 0, we can conclude that the measurement device M did
not simply output pre-registered values, but actually performed a non-trivial
measurement on the states emitted by S, which are non-orthogonal. That
is, the observation of |E1 − E2| > 0 witnesses a typical quantum feature,
which in particular necessarily results in a non-deterministic outcome for at
least one of x = 1, 2. A similar conclusion can be reached under the max-
average assumption, but this now requires |E1 − E2| to be above a finite
value 2(ω1 + ω2), as follows from (3.34).
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Figure 3.4: Comparison of the quantum set Q and the deterministic
set C for ω1 = ω2 = 0.15, showing that it is possible to violate the
deterministic bound (3.34) with quantum systems. The E−-axis (E− =
E1−E2) measures how quantum the behavior of the boxes is, in a way
similar to the CHSH witness in the study of non-locality. For the
particular case ω1 = ω2 = 0.15, deterministic systems are limited to
|E−| ≤ 0.6 but the maximal value for quantum systems is |E−| ' 1.43.

3.2.2 Bell inequality analogues

The inequalities (3.34) and (3.35) play the same role as the inequality
|CHSH| ≤ 2 in the context of Bell non-locality, in that they separate the
quantum region from the region of convex combinations of deterministic cor-
relations, see illustration of the sets C and Q in Figure 3.4. The analogue
of the Tsirelson inequality |CHSH| ≤ 2

√
2 is the inequality

|E−| = |E1 − E2| ≤ 2
(√
ω1
√

1− ω2 +
√

1− ω1
√
ω2
)
. (3.38)

This quantum bound is readily obtained from the results of the previous
sections (the points maximizing |E1−E2| in Q correspond to the points on
the E−-axis of the ellipse (3.19)).

The axis E− thus corresponds to the axis along which “quantumness”
increases. Note that we can interpret |E−| as a measure of how well it is pos-
sible to guess which input x = 1 or x = 2 was used given the measurement
outcome b. Indeed, since

1
2 |E−| =

1
2 |E1 − E2| = 1

2

∑
b=±1

∣∣P (b|x = 1)− P (b|x = 2)
∣∣ , (3.39)
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the quantity 1
2 |E−| is equal to the statistical distance

d
(
PB|x=1, PB|x=2

)
≡ 1

2

∑
b=±1

∣∣P (b|x = 1)− P (b|x = 2)
∣∣ (3.40)

between the output probability distributions PB|x=1 and PB|x=2 for the two
possible inputs. In particular, the optimal probability to guess the input is
pg = 1

2 (1+ 1
2 |E−|). For given ω1, ω2, this probability is maximal when |E−|

achieves its maximal value, which is 2
(√
ω1
√

1− ω2 +
√

1− ω1
√
ω2
)
, when

ω1 + ω2 ≤ 1, and equal to 1, otherwise. In which case we know for sure
that the two states sent by S are as distinguishable as possible given the
constraints on ω1 and ω2, and that M implements the measurement that
best distinguishes them. When √ω1

√
1− ω2 +

√
1− ω1

√
ω2 < 1 (which

necessarily happens when ω1 + ω2 < 1), it follows that it is not possible to
deterministically guess which of the two choices x = 1 or x = 2 were made
on S, which proves that the quantum channel relating S to M has sub-unit
capacity, as previously anticipated.

3.3 Correlations exhibiting certified random-
ness for a given input

If S and M generate correlations in the deterministic sets C or Ĉ, then the
output b is predetermined simultaneously for both choices of inputs x =
1, 2, and the apparent randomness of b only arises from the pre-established
classical randomness λ. Observing a point outside the sets C or Ĉ thus
guarantees that at least one of the inputs, x = 1 or x = 2 leads to genuinely
random outcomes, but does not guarantee that a specific one, say x = 1
does, or that both x = 1 and x = 2 do. For instance, as can be seen in
Figure 3.4, the point (E1, E2) =

(
1, 2h2(ω1, ω2) − 1

)
does not belong to C

but nevertheless corresponds to a situation where M returns b = 1 with
certainty when x = 1 is used. A similar situation arises in the context
of Bell non-locality, in which correlations can be non-local and yet have
definite values for a subset of the measurement inputs [50].

In cryptographic applications, and for instance in DI or semi-DI RNG
protocols, it may happen that the certified randomness comes from a fixed
subset of the inputs. For instance, in our context, a semi-DI RNG protocol
along the lines of [17, 51, 52] would most of the time use the input x = 1 to
generate the random string and from time to time both x = 1 and x = 2 to
estimate the correlations E produced by the devices. Given the estimated
E, it is then possible to lower bound the amount of randomness extractable
from the x = 1 measurement data.



50 Chapter 3. Quantum vs. Deterministic correlations

This leads us to consider sets based on a weaker constraint than those
introduced in the previous section, those for which the output of M is de-
terministic when a specified input x is chosen, while potentially random for
the remaining inputs:

Dx =
{

(E,ω)
∣∣∣E =

∑
λ

pλEλ,
∑
λ

pλhλ � ω (3.41)

(Eλ,hλ) ∈ Q, Ex|λ ∈ {±1},
}

(3.42)

and under the max-peak assumption as

D̂x =
{

(E,ω)
∣∣∣E =

∑
λ

pλEλ, hλ � ω (3.43)

(Eλ,hλ) ∈ Q, Ex|λ ∈ {±1},
}

(3.44)

The sets D1, D2 clearly contain C but can be larger, and similarly for D̂1,
D̂2 with respect to Ĉ, see Figure 3.5. Observing a point outside Dx or D̂x
now certifies that the output of M is (at least to some extent) random when
the input x is chosen. Furthermore, observing a point outside the convex
hull of D1 ∪ D2 or D̂1 ∪ D̂2 guarantees that the output of M is random,
independently of which input x = 1 or x = 2 was used.

3.3.1 Characterisation of the set Dx
We show here that Dx consists of the values (E,ω) satisfying |Ex| ≤ 1 and

Ex f
2
(

2ω1

1 + Ex
,

2ω2

1 + Ex

)
− Ex̄ ≤ 1− f2

(
2ω1

Ex + 1 ,
2ω2

Ex + 1

)
, (3.45a)

Ex f
2
(

2ω1

1− Ex
,

2ω2

1− Ex

)
− Ex̄ ≥ −1 + f2

(
2ω1

1− Ex
,

2ω2

1− Ex

)
, (3.45b)

where x̄ denotes the input complementary to x (x̄ = 2 if x = 1 and x̄ = 1 if
x = 2).

Let us consider the case x = 1 to simplify the notation (the derivation
is the same for x = 2). Let E =

∑
λ pλEλ be an arbitrary point in D1.

Define Λ± as the set of λ’s for which E1|λ = ±1 and write

E = pE+ + (1− p)E− , (3.46)
ω ≥ ph+ + (1− p)h− , (3.47)

where

p = p+ =
∑
λ∈Λ+

pλ , 1− p = p− =
∑
λ∈Λ−

pλ (3.48)
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and

E± = 1
p±

∑
λ∈Λ±

pλEλ , H± = 1
p±

∑
λ∈Λ±

pλhλ . (3.49)

We have thus regrouped the components (Eλ,hλ) in two subsets (E±,H±),
for which E1|+ = +1 and E1|− = −1, respectively. Since Q is convex, the
two points (E±,h±) belong to Q and satisfy the constraints obtained in
Section 3.1.

In particular, since E1|+ = 1, it follows that E2|+ ≥ 2f2(h1|+, h2|+)− 1
and thus that

E2 ≥ p
(
2f2(h1|+, h2|+)− 1

)
− (1− p) = p 2f2(h1|+, h2|+)− 1 . (3.50)

On the other hand,

h1|+ ≤
ω1 − (1− p)h1|−

p
≤ ω1

p
, (3.51)

and similarly h2|+ ≤ ω2/p. It is easily established that the function f(x, y)
is non increasing in its two arguments and thus that

E2 ≥ p 2f2
(
ω1

p
,
ω2

p

)
− 1 . (3.52)

We can now use that p = (1 +E1)/2 and substitute in the inequality above,
which gives (3.45a). Following the same lines to lower bound E2, one ob-
tains (3.45b). Finally, it is not difficult to verify that all the intermediate
inequalities in our derivation are tight and thus that any E in the region
defined by (3.45) can be attained by points in D1.

The sets Dx are compared in Figure 3.5 to C and Q.

3.3.2 Characterisation of the set D̂x
The set D̂x consists of the values E satisfying |Ex| ≤ 1 and∣∣Ex fh2(ω1, ω2)− Ex̄

∣∣ ≤ 1− f2(ω1, ω2) . (3.53)

In order to establish the formula (3.53), note that, if Ex|λ = 1 and
Hx|λ ≤ ωx, then necessarily 1 ≥ Ex̄,λ ≥ 2f2(ω1, ω2)−1, while if Ex,λ = −1,
it holds that −1 ≤ Ex̄,λ ≤ 1 − 2f2(ω1, ω2). The convex hull of these
points is readily seen to be completely characterized by (3.53) (together
with the trivial inequalities |Ex| ≤ 1). The sets D1 and D̂1 are compared
in Figure 3.6. Note that when ω1 = 0 or ω2 = 0, D1 = D2 = C.
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Figure 3.5: Representations of the sets C, D1, D2, and Q for ω1 = ω2 =
0.15. Since the quantum region is strictly larger than the individual
sets Dx (or even than their convex combination), it is possible to certify
the production of genuine randomness.
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Figure 3.6: Comparison of the sets D1 and D̂1, corresponding respec-
tively to the max-average and max-peak assumptions, for ω1 = ω2 =
0.15, illustrating that the latter of the two assumptions puts a stronger
constraint on the behavior of the devices.
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3.4 Implementation examples
The three experimental implementations that we have presented in Subsec-
tion 2.5 generate non-deterministic correlations as illustrated in Figure 3.7.
Note that the BPSK and 2ASK schemes do not admit a fully deterministic
explanation under the max-average assumption, i.e., even if the source S is
allowed to send states with arbitrary values for the energy Tr[ρxH], pro-
vided that the average values do not exceed the assumed thresholds. This is
not true for the OOK implementation, which admits a deterministic expla-
nation in this case. However, such a deterministic explanation is no longer
possible if the peak values for Tr[ρxH] are constrained.

Note that the BPSK correlations (2.9) satisfy E+ = E1 + E2 = 0 and
thus only the values of |E−| are important to determine whether they are
outside of D1 or D̂1. Figure 3.8 compares the BPSK value of |E−| to the
intersections of the sets D1 and D̂1 with the E−-axis as a function of the
parameter ξ.

Finally, it is clear from Figure 3.7 that the certification of randomness
is robust to noise in the three implementations, i.e., to correlations that
deviate from the ideal ones. Let us consider as an example the OOK imple-
mentation in the case where the source emits a coherent state |ξ〉 and the
photodetector has a limited efficiency η < 1. The correlations (2.13) then
change to

E1 = 1− 2e−|ξ|
2η ' −1 + 2|ξ|2η , E2 = −1 . (3.54)

The inequality (3.53) characterizing the region D̂1 is violated if f2(ω1, ω2)E1−
E2 > 1 − f2(ω1, ω2). Inserting the above values for E1 and E2 and the
threshold values (2.14) characterizing the source (which give f(ω1, ω2) =
e−|ξ|

2/2), we find the condition(
1− 2e−|ξ|

2η
)
e−|ξ|

2
+ 1 > 1− e−|ξ|

2
, (3.55)

which is satisfied provided that e−|ξ|2η < 1, i.e., that η > 0. In other words,
the OOK implementation can generate certified randomness with arbitrarily
low detection efficiency in the absence of other imperfections. The situation
corresponding to η = 25% is represented in Figure 3.7c and Figure 3.7d.
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Figure 3.7: The sets Q, C, and D1 are displayed and compared to the
correlations produced with the three implementations. The BPSK and
the 2ASK protocols are analyzed with the constraints ω1 = ω2 = 0.15
under a the average-peak assumption and b the max-peak assumption.
The OOK protocol is analyzed for two different detector efficiencies
(η = 100% and η = 25%) with the constraints ω1 = 0.51 and ω2 = 0
under c the average-peak assumption and d the max-peak assumption.
Note that when ω2 = 0, the sets C and D1 coincide under the max-
average assumption.
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Figure 3.8: The correlations produced with the BPSK implementation
are compared to the sets D1 and D̂1. As these correlations lie on the
E−-axis (they satisfy E1 + E2 = 0), it is only necessary to compare
the value of E− for the BPSK implementation to the intersections of
the boundaries of the sets D1 and D̂1 with the E1-axis. This is done
for different values of the parameter ξ, which determines corresponding
values for ω1 and ω2 through (2.10). The range 0 ≤ ξ ≤

√
ln 2 ≈ 0.83

was chosen such that 0 ≤ ω1, ω2 ≤ 0.5. This figure shows that, with
the BPSK implementation, it is possible to generate correlations that
produce certifiable randomness, for a given input, for ξ . 0.55 under
the max-average assumption and for ξ . 0.63 under the max-peak
assumption.
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3.5 Conclusion and discussion
In this chapter, we have considered the simplest version of the energy-
constrained semi-Device-Independent scenario (with binary input x and a
single measurement with binary measurement outcome a) and analysed in
detail the corresponding sets of quantum and deterministic correlations. No-
tably, we have discovered the analogues of Bell-inequalities, and found that
they can be violated by quantum devices. This implies that the scenario
can be used to show that the devices are behaving in a non-deterministic
way.

Our results, as a matter of fact, extend beyond this because we have also
found a tight characterisation of the quantum set. This is not necessary to
prove that a device is producing some randomness, but it is an essential
ingredient to quantify how much randomness was produced. This next step
will be consider in the next chapter, where we will make use in particular
of the semidefinite characterisation of the quantum set of Theorem 1.

We have also analysed three proposals for practical implementations, in
Section 3.4, and found that they indeed violate the deterministic bounds,
which implies that they can be used to produce randomness in our scenario.
The fact that they rely exclusively on widely available components is a con-
vincing argument for the practical usefulness of this approach. The first
BPSK implementation is particularly promising from the security stand-
point, because it is safe under the weak max-average assumption (whereas
the OOK implementation for example requires the stronger max-peak as-
sumption).

Before we pursue our research program in the next chapter, we discuss
two possible generalizations of the present scenario that have practical rel-
evance and that could make the object of future work.

An interesting generalization of the present work is to consider scenarios
based on an energy constraint, but with more state preparations, measure-
ments and outputs. This could especially useful for implementations based
on a homodyne measurement, such as the BPSK implementation. Indeed,
in the present analysis, the continuous measurement result has to be binned
into positive/negative values. This works, but a finer discretization of the
quadrature would yield more randomness. Note that, in such a semi-DI
analysis, one would also require more inputs as follows from the results of
[53]. Since the BPSK implementation is inspired by Continuous Variable
Quantum Key Distribution protocols, it would be interesting to consider
the limit of a continuous input and continuous measurement outcome and
see if there is a limit to the amount of randomness that could be certified
in this case.

The spirit of the semi-Device-Independent framework is to consider the
most general quantum device compatible with our energy assumptions.
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However, in our analysis we have also assumed that there is no shared
entanglement between the source and the measurement devices. In imple-
mentations that use a local oscillator (such as the BPSK implementation)
shared entanglement could in principle arise through this channel. For ex-
ample, in the experimental setup in Figure 2.3, if the output of the source
is a Fock state, then the state of the light field after the first beam splitter
would be entangled. Preliminary work has shown that this more extended
situation does not change the deterministic set, but numerical examples
show that it leads to a large quantum set.

How can we approach the analysis of such more general scenarios? On
one side, it is not too difficult to derive the deterministic sets for more
general scenarios with more inputs and outputs and then find examples of
quantum correlations that violate these bounds. On the other, this sim-
plicity is deceiving because it quite difficult to derive the corresponding
quantum sets and this is necessary for quantifying the randomness.

In the Bell-scenario, the NPA hierarchy [46] can be used to characterise
the quantum set through a converging series of semidefinite constraints,
but no such tools exists for semi-Device-Independent Prepare-and-Measure
scenarios. The general problem of maximising a linear function over the set
of quantum correlations in a semi-Device-Independent scenario, takes the
form of a semidefinite bilinear program [54], which is a difficult non-convex
optimization problem.

Appendix

3.A Mapping to a Bell scenario
In Theorem 1, we have provided an semidefinite characterization of the
quantum set for our (binary) semi-Device-Independent scenario based on an
energy constraint. It turns out that such semidefinite characterisations also
characterise the set of quantum correlations in Device-Independent scenarios
[46]. To clarify the relation between the two, we provide an explicit mapping
between our prepare-and-measure scenario (with an energy assumption) and
a Bell scenario (with a no-communication assumption). This provides an
alternative explanation for the appearance of the SDP constraint (3.3) in
our context.

Consider a standard Bell scenario, displayed in Figure 3.9, with two bi-
nary measurement per party, characterized by the four correlators 〈AxBy〉 =
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A B

x ∈ {1, 2}

a ∈ {±1}

y ∈ {1, 2}

b ∈ {±1}
ψAB

Figure 3.9: Bell scenario based on a no-communication assumption. We
show that the correlations in this scenario are closely related to the ones
in the prepare-and-measure scenario based on an energy assumption.

Tr[ρABAxBy] for x, y ∈ {1, 2}. Here x and y denote the two possible mea-
surements by Alice and Bob, Ax and By are the corresponding quantum
observables (with A2

x = B2
y = I) and ρAB is a bipartite state shared between

Alice and Bob. We denote a tuple 〈AB〉 = (〈A1B1〉, 〈A1B2〉, 〈A2B1〉, 〈A2B2〉)
specifying a value for each of the four correlators as a Bell behaviour and
denote QBell the set of all quantum Bell behaviours.

Proposition 3. A prepare-and-measure behaviour (E,ω) is in Q if and
only if there exist a Bell behaviour 〈AB〉 ∈ QBell such that

〈AxB1〉 = Ex (3.56a)
〈AxB2〉 ≤ 2ωx − 1. (3.56b)

The trick to prove Proposition 3 is to view H as a second observable on
Bob’s side.

Proof. To show the equivalence between the sets Q and QBell through the
above mapping, it is sufficient to consider extremal behaviours. Starting
from a prepare-and-measure extremal behaviour (E,ω), we first show that
there exists a Bell behaviour satisfying the relations (3.56). For this, con-
sider a representation for (E,ω) as in Lemma 1. Let |φ+〉 = 1√

2 (|00〉+ |11〉)
be the maximally entangled two qubit state and let us define the follow-
ing measurements: Ax = 2ρTx − 1 = nx · σ, B1 = M = m · σ and
B2 = 2H − 1 = ω · σ, where (·)T denotes transposition. The state |φ+〉
and the measurements Ax, By define a quantum representation of a Bell
behaviour. We find

〈φ+|Ax ⊗By|φ+〉 = 1
2 Tr[ATxBy] = Tr[ρxBy] (3.57)

The first equality corresponds to the swap trick (and follows by rewriting
the bracket explicitly) and the second equality follows from Tr[By] = 0.
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This entails that 〈AxB1〉 = Ex and 〈AxB2〉 = 2 Tr[ρxH] − 1 ≤ 2ωx − 1, as
in (3.56)

For the proof of the converse, we use a celebrated result by Tsirelson
[42] about extremal correlations in the quantum set QBell : if 〈AB〉 is
an extremal point in the (convex) set QBell, then it can be realized with
a maximally entangled two-qubit state |φ+〉 and four qubit measurements
Ax, By with Tr[Ax] = Tr[By] = 0 and A2

x = B2
y = 1. Now consider the

prepare-and-measure qubit strategy defined by ρx = (1 + Ax)/2, M = B1,
H = (1 +B2)/2. We have that ρx and H are rank-1 projectors hence they
define, respectively, valid pure states and an energy operator. We find that

Ex = Tr[ρxM ] = Tr[AxB1] = 〈AxB1〉 (3.58)

and
2ωx − 1 = Tr[ρx(2H − 1)] = Tr[AxB2] = 〈AxB2〉 . (3.59)

This leads to a valid prepare-and-measure strategy satisfying the relations
(3.56).

Tsirelson showed that a Bell behaviour 〈AB〉 is quantum if and only if
there exist two real numbers u, v such that

ΓBell =


1 u 〈A1B1〉 〈A1B2〉

1 〈A2B1〉 〈A2B2〉
1 v

1

 � 0 . (3.60)

Theorem 1 can then also be viewed as a consequence of this SDP charac-
terisation and the above mapping.

Interestingly, under this mapping, there is also a direct link between the
deterministic set in our prepare-and-measure scenario and the classical set
in the standard Bell scenario. Indeed, the two linear inequalities |E1−E2| ≤
2(ω1 + ω2) that bound the deterministic set [34] are equivalent to the two
CHSH inequalities ±(〈A1B1〉−〈A2B1〉)−〈A1B2〉−〈A2B2〉 ≤ 2 in the space
of Bell correlators.





Chapter 4

Quantifying randomness from
correlations

Chapter based on [35] with Stefano Pironio.

It was shown in the previous chapter that there are certain quantum
behaviours (E,ω) ∈ Q which exhibit genuine quantum randomness in the
sense that the output a of the device cannot be perfectly predicted whatever
the underlying quantum representation giving rise to this behaviour. This
was shown by deriving inequalities which are necessarily satisfied by any be-
haviours admitting a deterministic representation and then finding quantum
behaviours (E,ω) which violate these inequalities. This result is similar in
spirit to the violation of Bell inequalities by separated no-signalling devices,
which witness genuine randomness independently of the devices’ implemen-
tation. As a matter of fact, the violation of a Bell inequality only implies
the presence of a non-zero amount of randomness. But it is also possible to
obtain quantitative lower-bounds on the amount of randomness compatible
with given non-local correlations [17, 55, 56]. Similarly, we show in this
section how to obtain quantitative bounds on the amount of randomness
compatible with a given behaviour in the scenario that we consider here.

4.1 Formulation of the problem
We start by defining precisely what we mean by ‘randomness’, how we
measure it, and what is the problem we aim to solve.
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We assume that we hold a prepare-and-measure device, as defined in the
previous section, and use it in the following way: we first choose an input
x ∈ {1, 2} according to a known probability distribution p(x), enter x in
the device, and obtain the output a ∈ {±1}. We do not make any detailed
assumptions about how the devices operate internally to give rise to the
output a – apart from the fact that i) it should arise from a valid quantum
representation and ii) be compatible with certain energy constraints defined
further below.

We are interested in quantifying how random the output a is from the
point of view of a hypothetical adversary who, unlike us, could have a
detailed physical description of the device. We represent by the symbol λ
the collection of physical parameters which determine the behaviour of the
device from the adversary’s point of view. These parameters may themselves
fluctuate randomly, and thus are described by a probability distribution
p(λ), that is unknown to us. It could for instance be that the randomness
that we observe is entirely due to statistical fluctuations of λ and that the
output of the device is completely deterministic for an adversary happening
to known the precise value of λ.

From the point of view of the adversary, the behaviour of the device is
thus characterized by an ensemble {p(λ), (Eλ,ωλ) ∈ Q} of behaviours. The
correlations E characterizing the output a as seen from the external point
of view of the user which has not access to the internal description of the
device are then given by ∑

λ

p(λ)Eλ = E . (4.1)

We then impose the following two assumption on the distribution of the
energies ωλ: ∑

λ

p(λ)ωλ � ωavg
1 , (4.2)

ωλ � ωpk , for all λ . (4.3)

As explained in Chapter 3, the first max-average assumption, states that
there exists an upper-bound on the average energy, where the average is
taken over the hidden parameters. The second max-peak assumption states
that there is in addition an absolute bound on the energy satisfied for all
individual values of the hidden parameters.

Note that in the following we do not necessarily need to impose both
the max-average and max-peak assumptions, but possibly only one of them.

1The symbol � denotes an elementwise inequality when used with vectors and a
semidefinite partial order when used with matrices.
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The case where the upper-bound ωavg on the average energy satisfies ωavg �
ωpk effectively means that one is considering only the max-peak assumption,
since the average energy is always bounded by the peak value:

∑
λ p(λ)ωλ �

ωpk. The case where the upper-bound ωpk on the peak energy satisfies
ωpk = (ωpk,1, ωpk,2) � (1, 1) = 1 effectively means that one is considering
only the max-average assumption since, as follows from Proposition 1, there
are no constraints on the quantum correlations Eλ when one increase the
energy ωλ beyond the value 1. Without loss of generality, we thus always
assume in the following that

0 � ωavg � ωpk � 1 , (4.4)

where ωavg = ωpk means that we consider only the max-peak assumption
(no constraint on the average energy) and ωpk = 1 means that we consider
only the max-average assumption (no constraint on the peak energy).

In the following, we assume that E, ωavg, and ωpk are known and given
and we seek to find out how random the output a is, from the point of
view of the adversary. Note that in a real randomness generation protocol,
as considered in the next section, we would estimate the correlations E by
probing sufficiently many times the device. However, in the present section
we assume that we know beforehand this information as our aim for now
is simply to understand at a fundamental level, given a certain observed
behaviour of the device, how random the output a is.

4.2 Randomness measures
Given λ and assuming the adversary is also given the input x, the output a
arises from his point of view with probability p(a|x, λ) = 1

2 (1 + aEλx ). The
randomness associated with this situation, averaged over the possible values
of λ and x, can be characterized using different quantities. One possibility
is the conditional Shannon entropy [57]

H(A|X,Λ) = −
∑

a,x,λ
p(a, x, λ) log2 p(a|x, λ) . (4.5)

If the inputs are chosen independently of the devices so that p(x, λ) =
p(x)p(λ), it can be rewritten as

H(A|X,Λ) =
∑
λ

p(λ)H(Eλ), (4.6)

where

H(E) = −
∑
a,x

p(x)p(a|x) log p(a|x) = −
∑
a,x

p(x)1 + aEx
2 log 1 + aEx

2 .

(4.7)
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Note that H(E) depends not only on E, but also on p(x) (but to simplify
the notation and because we assume p(x) to be fixed, we do not explicitly
indicates this dependence in the notation H(E)).

Another possibility is to use the guessing probability [58]

G(A|X,Λ) =
∑
λ

p(λ)G(Eλ) , (4.8)

where G(Eλ) =
∑
x p(x) maxa p(a|x, λ). The guessing probability can be

used to define the min-entropy Hmin(A|X,Λ) = − log2G(A|X,Λ), which
lower-bounds the conditional entropy: H(A|X,Λ) ≥ Hmin(A|X,Λ).

To obtain the best lower-bound on the device’s randomness that is valid
independently of the adversary’s knowledge and of the device implemen-
tation, we must actually optimise the above measures of randomness over
all possible ensembles {p(λ),Eλ,ωλ} of hidden behaviours compatible with
the constraints. For instance in the case of the conditional entropy, we have
H(A|X,Λ) ≥ H?, with

H? = min
{p(λ),Eλ,ωλ}

∑
λ
p(λ)H(Eλ) (4.9a)

subject to
∑

λ
p(λ)Eλ = E (4.9b)∑
λ
p(λ)ωλ = ωavg (4.9c)

(Eλ,ωλ) ∈ Qωpk , (4.9d)

where p(λ) is a valid probability distribution and where

Qωpk = {(E,ω) ∈ Q with ω � ωpk} . (4.10)

is the set of behaviours satisfying the energy constraint ω � ωpk. The
value of H? implicitly depends on the correlations E, the energy assump-
tions ωavg,ωpk and the choice of input distribution pX . A similar upper-
bound G(A|X,Λ) ≤ G? on the guessing probability (corresponding to a
lower-bound on the min-entropy) can also be obtained by solving the cor-
responding optimisation problem G? = max{p(λ),Eλ,ωλ}

∑
λp(λ)G(Eλ).

Note that without loss of generality, we have used an equality sign in
the constraint (4.9c) instead of an inequality sign as in (4.2), because if
there exists a solution with average energy strictly lower than ωavg, one
can always increase the energies ωλ to make it exactly equal to ωavg. Note
further that if ωavg = ωpk, i.e., there is no max-average assumption, then
one can remove the constraint (4.9c) in the above formulation.

We show in the following subsection how to solve numerically the above
optimization problem using the characterization of the quantum set ob-
tained in Subsection 3.1.2.
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Remark 1. The subset of (E,ω) ∈ Q for which the lower-bound is zero, i.e.
H? = 0 or − log2G

? = 0, is the subset of behaviours that are not useful from
an RNG perspective because there exists a deterministic model that satisfies
the assumptions on the energy and reproduces the observed statistics. In-
deed in the optimisation problem (4.9), if H? = 0 then H(A|X,Λ = λ) = 0
for all λ, because H(A|X,Λ = λ) ≥ 0, and when p(x) > 0 for all x, this
implies that Eλx = ±1 for all x and λ. This corresponds exactly to the defi-
nition of the classical sets C (3.30) and Ĉ (3.32) from the previous chapter.
It was shown that, when using only a max-average assumption, a behaviour
is classical if and only if

|E1 − E2| ≤ 2(ωavg,1 + ωavg,2) . (4.11)

When using solely a max-peak assumption, a behaviour is classical if and
only if E1 = E2 (in the non-trivial zone ωpk,1 + ωpk,2 < 1).

In the case where the input distribution is maximally biased towards a
specific value x = x0, so that p(x = x0) = 1, we have H? = 0 if and only
if the output is deterministic for that input x0: Eλx0

= ±1 (but possibly
Eλx 6= ±1 for x 6= x0). The set of behaviours with this property corresponds
to the sets D (3.41) and D̂ (3.43) also defined in the previous chapter.

For behaviours that are outside the classical sets identified in [34], the
conditional entropy H? or the min-entropy − log2G

? thus take positive
values, which can be determined by solving the corresponding optimisation
problem.

Remark 2. We have here implicitly focused on a situation where the adver-
sary has only classical-side information about the output a of the device,
represented by the variables λ. But one could also consider a more general
situation where the adversary holds quantum-side information, so he holds
a quantum system that is entangled to the device. This would not require
a modification of the definition of the guessing probability G(A|X,Λ), as
shown in [59], but would require considering the conditional von Neumann
entropy S(A|X,Λ) instead of the Shannon entropy H(A|X,Λ). However,
a (non-optimal) lower bound on the quantum conditional entropy can be
obtained from the guessing probability, S(A|X,Λ) ≥ − log2G(A|X,Λ), i.e.,
with the techniques discussed below.

4.3 Algorithm for finding entropy bounds with
semidefinite programming

To solve the optimization problem (4.9), we provide an algorithm that com-
putes a converging series of lower-bounds H?

k ≤ H?, for k ∈ N , with
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limk→∞H?
k = H?, using semidefinite programming. This algorithm re-

lies on three essential elements developed below: (a) the dual formulation
of (4.9), (b) a linearization of the entropy function H(E), and (c) a way to
optimize linear constraints over Q as a SDP.

Note that the optimisation problem (4.9) and the alternative version
with the guessing probability are part of a more general class of optimisation
problems, closely related to convex-roof extensions in entanglement theory.
We present some of their properties in the appendix of this chapter, in
particular their dual formulation.

Dual formulation. Consider the following dual formulation [40] of (4.9)

H?
dual = sup

{α,β,γ}
α+ β ·E + γ · ωavg (4.12a)

subject to α+ β ·E + γ · ω ≤ H(E) ,
for all (E,ω) ∈ Qωpk (4.12b)

It is easy to see that feasible points of the problem (4.12) provide lower-
bounds on H?. Moreover, it is shown in Appendix 4.A that strong duality
holds for problems of this form: H?

dual = H? (and furthermore that the
supremum is actually a maximum when (E,ωavg) ∈ int(Q) is not on the
border of the quantum set). Due to the structure of the problem, we also
have the following simplification that will be useful later.

Lemma 2. In the dual problem (4.12), we can restrict to γ � 0 in general
and we can put γ = 0 when we do not use a max-average assumption (i.e.
ωavg = ωpk).

Proof. The first statement can be seen as follows. Assume that we have
an optimal solution of (4.12) with γ1 > 0 (a similar argument holds for
γ2 > 0). Consider some arbitrary (E,ω) ∈ Qωpk . We then have α + β ·
E + γ1ω1 + γ2ω2 ≤ α+ β ·E + γ1ωpk,1 + γ2ω2 since γ1 > 0 and ω1 ≤ ωpk.
Furthermore, it follows from the definition 1 of the quantum set and the
definition (4.10) of Qωpk that the behaviour (E, ωpk,1, ω2) belongs to Qωpk

and thus that α+β·E+γ1ωpk,1+γ2ω2 ≤ H(E). If we define α̃ = α+γ1ωpk,1
and γ̃ = (0, γ2), we thus have shown that α̃ + β · E + γ̃ · ω ≤ H(E) for
all (E,ω) ∈ Qωpk , i.e., we have defined a new feasible solution (α̃,β, γ̃)
satisfying the dual constraint (4.12b) and such that γ̃1 = 0. Furthermore it
achieves a higher value of the objective function because α̃+β ·E+γ̃ ·ωavg =
(α+γ1ωpk,1)+β ·E+γ2ωavg,2 ≥ α+β ·E+γ ·ωavg since we have assumed
that ωavg � ωpk.

For the second statement, assume ωpk = ωavg and a feasible solution
with γ ≤ 0. Let’s define a new solution α̃ = α + γ · ωpk and γ̃ = 0. This
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leaves the objective function (4.12a) unchanged, while also satisfying the
constraints (4.12b) because for all (E,ω) ∈ Qωpk , α̃ + β · E + γ̃ · ω =
α+β ·E+γ ·ωpk ≤ H(E), where the last inequality follows, as above, from
the fact that if (E,ω) ∈ Qωpk , then (E,ωpk) ∈ Qωpk . The fact that we can
set γ = 0 when there is no max-average assumption is the dual version of
the fact that one can remove the constraint (4.9c) in the primal problem
(4.9).

Approximation scheme. In the dual formulation of the optimisation
problem, the constraint (4.12b) is difficult to evaluate, even if we have an
efficient representation of the set Qωpk , because the function H(E) is non-
linear in E. The central idea behind our algorithm is the observation that
the entropy function H(E) is concave and that it can therefore be lower-
bounded by the pointwise minimum of a finite family of linear functions.

Specifically, the entropy function is of the formH(E) =
∑
x p(x)hbin(Ex),

where we used the binary entropy function hbin(E) = −
∑
a=±1

1+aE
2 log 1+aE

2 ,
which is depicted in Figure 4.1. By dividing the interval [−1, 1] in k seg-
ments of equal length, computing the value of hbin(E) at the ends of the
segments and connecting the dots as in Figure 4.1, one can find parameters
(ci, di) for 1 ≤ i ≤ k such that

hbin(E) ≥ min
i
{ciE + di}. (4.13)

This then yields the following lower-bound on H(E)

H(E) =
2∑

x=1
p(x)hbin(Ex) ≥ min

(i1,i2)

{ 2∑
x=1

p(x)(cixEx + dix)
}

(4.14)

= min
(i1,i2)

{r(i1,i2) + r(i1,i2) ·E} , (4.15)

≡ Hk(E) , (4.16)

where (i1, i2) ∈ {1, · · · , k}2, and where we have defined r(i1,i2) =
∑2
x=1 p(x)bix

and r(i1,i2) = (p(1)ai1 , p(2)ai2). The piecewise linear approximationsHk(E)
uniformly converge to H(E) in the limit k →∞.

We can then replace the constraint (4.12b) in the dual problem, with
the stronger set of constraints

α+ β ·E + γ · ω ≤ r(i1,i2) + r(i1,i2) ·E ,

for all (E,ω) ∈ Qωpk and (i1, i2) ∈ {1, · · · , k}2 . (4.17)

This set of constraints is stronger because it implies (4.12b). Since they be-
come equivalent to (4.12b) in the limit k →∞, the value of H? can be found
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Figure 4.1: Comparison between the binary entropy and piece-wise
linear approximations, for a number of segments equal to k = 2, 4, 8.

up to arbitrary precision. Note also that a similar method could be used
in scenarios with more that two outputs |X| ≥ 2, but the approximation
scheme would be more involved.

Semidefinite constraints. Finally, we need a way to enforce the new set
of constraints (4.17), which are of the form

α′ + β′ ·E + γ · ω ≤ 0 , for all (E,ω) ∈ Qωpk (4.18)

with α′ = α−r(i1,i2) and β′ = β−r(i1,i2). Such constraints can be recast in a
semidefinite form, using the semidefinite representation of the quantum set
Q derived in Proposition 1, as shown explicitly in the following proposition.

Proposition 4. Let α′ ∈ R and β′,γ ∈ R2 be given, with γ � 0 without
loss of generality following the remark below the dual formulation . Then
the constraint (4.18) is equivalent to the existence of γ′ ∈ R2 and δ ∈ R4

such that

A(α′,β′) + C(γ + γ′) + E(δ) � 0,
4∑
i=1

δi + γ′ · ωpk ≥ 0, γ′ � 0 , (4.19)

where A(α′,β′), C(γ), and E(δ) are R4×4 matrices depending linearly on
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their arguments as follows

A(α′,β′) = 1
4


α′ 0 2β′1 0
0 α′ 2β′2 0

2β′1 2β′2 α′ 0
0 0 0 α′

 (4.20)

C(γ) = 1
8


γ1 + γ2 0 0 2γ1

0 γ1 + γ2 0 2γ2

0 0 γ1 + γ2 0
2γ1 2γ2 0 γ1 + γ2

 , (4.21)

and with E(δ) the matrix that has (E)ii = δi as unique non-zero entries.

Proof. By Theorem 1, if (E,ω) ∈ Qωpk , then there exists a ω′ with the
following properties: i) ω′ � ω, ii) Γ(E,ω′) ≥ 0 where Γ(E,ω) is a matrix
of the form (3.3), and iii) (E,ω′) ∈ Qωpk . Using i), iii), and the fact that
γ � 0, we have that α′ + β′ · E + γ · ω ≤ α′ + β′ · E + γ · ω′ ≤ 0. Thus
checking that the linear constraint α′ + β′ ·E + γ ·ω′ ≤ 0 holds on the set
{(E,ω) s.t. Γ(E,ω) � 0 and ω � ωpk} is a sufficient condition for (4.18).
It is also necessary because this set belongs to Qωpk .

Expressing α′ + β′ · E + γ · ω as Tr[(A(α′,β′) + C(γ))Γ(E,ω)], the
constraint (4.18) is thus equivalent to showing that maxΓ Tr[(A(α,β) +
C(γ))Γ] � 0 subject to the constraints Γ � 0, Tr[E(δi)Γ] = 1 for 1 ≤ i ≤ 4
and Tr[C(δx)Γ] ≤ ωpk,x for 1 ≤ x ≤ 2. Taking the dual formulation of this
SDP, we find that this holds if and only if there exists δ ∈ R4 and γ′ ∈ R2

such that γ′ � 0 and
∑
i δi + γ · ωpk ≥ 0. This establishes (4.19).

Algorithm. Putting everything together, we have an algorithm that com-
putes a lower-bound H?

k ≤ H? on the worst case Shannon entropy, using
semidefinite programming. Remember one is given E, ωpk, ωavg and p(x).
First, fix k ∈ N and determine the k2 coefficients r(i1,i2), r(i1,i2) satisfying
(4.16) with the method described above. Then use semidefinite program-
ming to find the optimal value of α + β · E + γ · ωavg (depending on the
variables (α,β,γ)), while imposing k2 constraints of the form (4.19) with
α′ = α − r(i1,i2) and β′ = β − r(i1,i2). By Proposition 4, these constraints
are equivalent to (4.17), which is a stronger constraint than the initial dual
constraints (4.12b) α+β ·E+γ ·ω for all (E,ω) ∈ Qωpk . This implies that
H?
k ≤ H?.

Remark 3. Though we focused on the Shannon entropy, the above algorithm
can also be straightforwardly adapted to bound the min-entropy H?

min, or
equivalently, the guessing probability G?. Actually, in this case the optimal
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guessing probability can be solved using a single SDP. Indeed

G(E) =
2∑

x=1
p(x) max

a

1 + aEx
2 = max

a1,a2

2∑
x=1

p(x)1 + axEx
2 (4.22)

is the exact pointwise maximum of the four linear functions
∑2
x=1 p(x) 1+axEx

2
indexed by the four values (a1, a2) ∈ {−1, 1}2. Thus the dual constraint
α+β ·E+γ ·ω ≥ G(E), the analogue of the dual constraint (4.12b), can be
exactly expressed as a SDP constraint without involving an approximation
scheme (the resulting SDP is then similar to the one introduced in [55, 56]
in the context of standard Bell scenarios).
Remark 4. The sequence of SDPs for bounding the Shannon entropy has
nice convergence properties. Clearly, it convergences to the optimal value:
limk→∞H?

k = H?. Furthermore, one gets a strictly increasing sequence
when using powers k = 2l, because H2l(E) ≤ H2l+1(E). However, even
for a finite k ≥ 2, the value H?

k has several nice properties. First, the
lower-bound H?

k ≤ H?, is sufficient to certify the presence of a finite
amount of randomness given by H?

k . Second, whenever the correlations
E are non-classical, i.e. H? > 0, we also have H?

k > 0. This is be-
cause the function Hk(E) , defined in (4.16), also has the property that
Hk(E) = 0 if and only if Ex = ±1, for all x with p(x) > 0 (see the Re-
mark 1 in Subsection 3.2). Third, the first non-trivial case, corresponding
to k = 2, already gives a better lower-bound H? ≥ H?

2 on H?, than the
one H? ≥ H?

min = − log2G
? that can be obtained by solving the SDP

corresponding to the min-entropy. Indeed, one can see that H?
min ≤ H?

2
as follows. First since any feasible solution of the SDP corresponding
to H?

min is also a feasible solution of the SDP corresponding to H?
2 , one

only needs to show that the objective function of the first SDP is always
smaller than the objective function of the second SDP. The min-entropy
SDP has objective function Hmin = − logG = − log2

∑
x,λ p(x)p(λ)G(Eλx ),

where G(Eλx ) = maxa 1+aEλx
2 . Using the concavity of the log function,

this can be upper-bounded as − logG = − log2
∑
x,λ p(x)p(λ)G(Eλx ) ≤

−
∑
x,λ p(x)p(λ) log2G(Eλx ). Observe that on the interval Ex ∈ [−1, 1],

− log2 maxa 1+aEx
2 ≤ 1−|Ex|, thus one can further upper-bound the objec-

tive function as − logG ≤
∑
x,λ p(x)p(λ)(1−|Eλx |). But this last expression

is simply the objective function of H?
2 .

Remark 5. Finally, note that instead of fixing the two values E = (E1, E2),
one can also merely fix a linear function E = c1E1 + c2E2 of them in the
above SDPs, and similarly, one can fix a linear function of the two aver-
ages energies ωavg = (ωavg,1, ωavg,2). We use this feature in the numerical
examples below.
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Figure 4.2: A converging series of lower-bounds H?
k on the worst case

conditional entropy H?, as a function of E− = (E1 − E2), assum-
ing the max-average constraints ωavg = (ω, ω) with ω = 0.3 and a
uniform input distribution. The maximum quantum value of E− is
maxE∈Qω E− = 4

√
ω(1− ω) ≈ 1.84 but the correlations admit a de-

terministic decomposition if and only if |E−| ≤ 1.2. The worst-case
(single round) min-entropy H?

min = − log2(G?) is also displayed for
comparison, and one can see that H?

min ≤ H?
2 .

4.4 Computation of the entropy for several
concrete examples

We now illustrate our algorithm by computing the conditional entropy H?

on several examples.

4.4.1 General examples

Fist, we apply our method to a case where we have a max-average constraint
of the form ωavg = (ω, ω), with ω = 0.3 but no max-peak constraint. We
compute the entropy as a function of the violation E− = (E1 − E2) of
the classical bound (4.11). When |E−| ≤ 4ω = 1.2, the behaviour admits a
deterministic decomposition so that H? = 0, but this bound can be violated
by quantum devices, because the maximum quantum value is 4

√
ω(1− ω) ≈

1.84 (3.38). In Figure 4.2, we compute the lower-bounds H?
k ≤ H?, for

different number of segments k used in the approximation of the binary
entropy.

Secondly, we illustrate our algorithm in the more general case where one
uses all the measurement statistics to compute the entropy. In Figure 4.3
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Figure 4.3: Entropy H? as function the correlation E, for two dif-
ferent types of assumptions : (a) the max-average assumption ωavg =
(0.15, 0.15) (putting trivially ωpk = (1, 1)) and (b) the max-peak as-
sumption ωpk = (0.15, 0.15) (putting trivially ωavg = (0.15, 0.15)) .
The figures were obtained by computing a lower bound H?

k on the
entropy with an approximation scheme with k = 16 segments. The
dotted regions are the classical regions where H? = 0 (respectively
|E1 − E2| ≤ 0.6 and E1 − E2 = 0), outside of them one can certify a
positive rate of randomness generation, given by H?

k > 0.

we compute the entropy as a function of the correlations E for the two
different types of assumptions. We take symmetric constraints of the form
ω1 = ω2 = 0.15, respectively of the max-average and then the max-peak
type. We use a uniform input distribution and an approximation scheme
with 16 segments.

To show its practical relevance, we now apply the algorithm to two
experimental implementation proposed in Chapter 2: the Binary Phase
Shift Keying (BPSK) implementation from Subsection 2.5.1 and the On-
Off Keying (OOK) implementation from Subsection 2.5.3.

4.4.2 Binary Phase Shift Keying implementation

Taking into account a finite detection efficiency η, the implementation pro-
duces the expected correlations E = (erf (ηξ) ,− erf (ηξ)), while the states
have an energy 〈N〉 = ξ2/2. In Figure 4.4, we compute a lower bound
on H?

k ≤ H?, using all the measurement statistics E and assuming only a
bound on the average energy∑

x

∑
λ

p(x)p(λ)ωλx =
∑
x

p(x)ωavg,x = ω̄avg , (4.23)
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Figure 4.4: Lower-bound H?
k on the conditional Shannon entropy

H(A|XΛ) for the BPSK implementation as a function of the mean
photon number ξ2/2 of the implementation. We analyse the rate for
different detector efficiencies η and security margins δ on the energy
bound. The rates correspond to lower-bounds H?

k computed with an
approximation scheme with k = 32 segments, using the assumption
(4.23) and a uniform input distribution. The energy threshold was
chosen conservatively as ω = (1 + δ)ξ2/2. Note that the rate is larger
in the low energy regime. This is because the coherent states are close
to the vacuum so the output is almost unbiased.

where we averaged over the hidden variables λ (max-average assumption),
as well as over the inputs x. In addition to taking into account the noise,
we also study the effect of using a safety margin δ ≥ 0 on the energy
thresholds ω, so we chose ω̄avg = (1 + δ)ξ2/2. The entropies in Figure 4.4
were computed with an approximation scheme with k = 32 segments and a
uniform input distribution. See [34] for a further discussion of the validity of
our assumptions for this implementation and the role the the local oscillator.

4.4.3 On-Off Keying implementation

As a last example, we study the On-Off Keying (OOK) implementation. As
said previously, for this implementation one needs the stronger max-peak
assumption, since the max-average assumption alone gives a zero rate (the
correlation E is in the classical set). The upside of this implementation
is that, when applied to it, our analysis tolerates arbitrary small detection
inefficiencies. This implementation admits a direct analytical formula for
the entropy H?, since the observed correlations E are on the border of the
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Figure 4.5: Worst case conditional Shannon entropy H? for the OOK
implementation using a max-peak assumption for different regimes of
operation and detector efficiencies.

set Qω with ω = (0, ω2) and so there is a unique way to decompose E into
extremal points of Qω (these are E1 = (−1,−1) and E2 = (−1,−1+2ω2)).
We find

H? = pX(1)1 + E2

2ωpk,2
hbin (ωpk,2) . (4.24)

The entropy is shown in Figure 4.5 for different regimes of operation ωpk,2 =
ξ2/2 and different detector efficiencies η.

4.5 Conclusion and discussion
We have shown in this chapter how we can quantify the randomness pro-
duced in our scenario. This takes the form of an optimisation problem,
where we minimize the conditional Shannon entropy over all possible de-
vices compatible with our energy bound and the observed correlations. In
cases where we consider classical side information (ie. where the devices are
not entangled with the quantum memory of the adversary), the conditional
Shannon entropy gives the best possible asymptotic rate of randomness
generation that can be certified in a protocol.

We introduce a new algorithm for optimising the conditional Shannon
entropy, which is based on the semidefinite characterisation of the quantum
set. This algorithm could also be of use in Device-Independent protocols
(with classical side information), where a similar semidefinite characteri-
sations of the quantum sets is used. We have used the algorithm here in
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a setting with binary outcomes, it can be generalized to more outcomes
but then a more complicated (higher dimensional) approximation scheme is
required.

A theoretically interesting extension of the present work would be to
consider quantum side information. In the conclusion of chapter 3, we
have already discussed the implications of shared entanglement between the
two devices and how it could potentially arise through the local oscillator.
Shared entanglement with the adversary is however another beast and as
a matter of fact quite unlikely in a random number generation scenario
such as this one, where the devices are isolated from the outside world. In
a Quantum Key distribution protocol however (which we do not consider
in this thesis) it becomes more likely as the devices communicate over a
public quantum channel. In that case, it should be possible to generalize
the randomness estimation techniques against quantum-side information
introduced in [60] to our energy constrained setting.

Appendix

4.A Properties of the optimisation problem
In this appendix, we analyse the mathematical structure of the optimisa-
tion problem (4.9) that gives the worst case Shannon entropy compatible
with given correlations and energy bounds. In particular, we prove its dual
version, which was used in Section 4.3. The same mathematical structure
is shared with convex roof extensions in entanglement theory.

Let S ⊂ Rdim(S) be a (non-empty compact) convex set, let f be a con-
tinuous function over S and consider the following optimisation problem:

f?(x0) = min
{xλ,p(λ)}

∑
λ
p(λ)f(xλ) (4.25a)

subject to
∑

λ
p(λ)xλ = x0 (4.25b)

xλ ∈ S (4.25c)
p(λ)λ ∈ P(Λ), (4.25d)

where the number of hidden variables |Λ| is a priori unbounded. We recover
the optimisation problem (4.9) by setting x0 = (E,ωavg), xλ = (Eλ,ωλ),
S = Qωpk , f(x) = f(E,ω) = f(E) = −

∑
a,x p(x) 1+aEx

2 log 1+aEx
2 . Simi-

larly, one recovers the variant of (4.9) corresponding to the guessing proba-
bility with f(E) = −

∑
x p(x) maxa 1+aEx

2 , where the minus sign has been
introduced to turn the maximization of the guessing probability in the min-
imization form (4.25).
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We proceed by showing some general properties of the optimisation prob-
lem (4.25). First note that, while there is no limitation on the number of
hidden variables λ in the optimisation problem (4.25), we can show by a
simple argument that dim(S) + 1 are sufficient to reach the minimum. This
implies in particular that it was correct to use a minimum instead of a
infimum in (4.25).

Proposition 5. There exists an optimal solution of (4.25) with |Λ| ≤
dim(S) + 1.

Proof. Let F = {(x, f(x))|x ∈ S} ⊂ Rdim(S)+1 be the graph of the function
f on S and F? its convex closure. Let x0 ∈ S and let {xλ, p(λ)|λ ∈ Λ} be
an optimal solution to the problem (4.25), with pλ > 0 for λ ∈ Λ and with
|Λ| > dim(S) + 1. Then by construction, the point v0 = (x0, f

?(x0)) ∈
Rdim(S)+1 is a convex combination of the points vλ = (xλ, f(xλ)) ∈ F ,
so that v0 ∈ F?. Moreover v0 is on the border of F? because, by the
optimality, for all ε > 0, (x0, f

?(x0)− ε) /∈ F?.
We now use the supporting hyperplane to F? at v0, i.e., the fact that

there exists an affine function s : Rdim(S)+1 → R, such that s[v] ≥ 0 for
all v ∈ F? and s[v0] = 0. By linearity we have 0 =

∑
λ p(λ)s[vλ], but

since s[vλ] ≥ 0 for vλ ∈ F?, this implies s[vλ] = 0 for all λ ∈ Λ. Thus all
the points vλ live in a subspace of dimension dim(S). By Carathéodory’s
theorem, we thus find that v can be expressed as a (possibly different)
convex combination of a subset Λ′ ⊂ Λ of size |Λ′| ≤ dim(S) + 1 of the
points vλ.

This result cannot be used, however, to limit a priori the number of
hidden variables λ, because it does not tell us which finite set of extreme
points should be considered for a given x0. When the function f is concave,
however, the following straightforward property can help.

Proposition 6. If the function f is concave, there exists an optimal solu-
tion of (4.25) with xλ ∈ extr(S) extremal for all λ ∈ Λ.

Thus if the extremal points of S are known and finite and the function
f is concave, the problem (4.25) reduces to the search of a finite number of
optimal weights p(λ), i.e., to a linear program. In the case of the computa-
tion of the conditional entropy or of the guessing probability, the function
f(x) is concave; however, the number of extreme points of S = Q is not
finite.
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Proposition 7. For x0 ∈ S, the optimisation problem (4.25) admits the
dual problem

f?dual(x0) = sup
{t,t}

t+ t · x0 (4.26a)

subject to t+ t · x ≤ f(x) , for all x ∈ S (4.26b)

which strong duality, i.e., f?dual(x0) = f?(x0). Moreover the supremum
becomes a maximum for x0 ∈ int(S).

Proof. First note that any feasible point t, t of (4.26) provides a lower-bound
on f?(x0), because f?(x0) =

∑
λp
λf(xλ) ≥

∑
λp
λ(t+ t · xλ) = t+ t · x0.

To show strong duality, we first treat the case x0 ∈ int(S) and construct
a feasible solution of the dual problem that achieves f?(x0). Consider the
epigraph of f?, defined as F+ = {(x, y) ∈ S × R|y ≥ f?(x)}. This is a
convex set, since f?(x) is convex in x by construction, so we can consider
the supporting hyperplane at v0 = (x0, f

?(x0)) ∈ F+. We have

t′ + t′ · x− sy ≤ 0 , for all (x, y) ∈ F+ (4.27)
t′ + t′ · x− sy = 0 , for (x, y) = (x0, f

?(x0)) . (4.28)

for some (t′, t′, s). Because of the definition of F+, we must necessarily
have s ≥ 0 as F+ is unbounded in the direction of increasing y, and, since
x0 ∈ int(S), we must have s 6= 0. We can thus define t = t′/s, t = t′/s.
The first condition (4.27) implies that t, t is a feasible solution: t+ t · x ≤
f?(x) ≤ f(x) for all x ∈ S. The second implies that the supremum is
obtained: t+ t · x0 = f?(x0).

When x0 ∈ S\ int(S) is on the border of S, the supporting hyperplane
could in principle be vertical such that s = 0, so that the supremum is
not obtained for some finite (t, t). But let’s show that we can approach it
arbitrarily well. Let ε > 0, and let vε0 = (x0, f

?(x0)− ε) /∈ F+. There must
exist a separating hyperplane between the convex sets F+ and the point vε0,
so that

t′ + t′ · x− sy < 0 , for all (x, y) ∈ F+ (4.29)
t′ + t′ · x− sy > 0 , for (x, y) = (x0, f

?(x0)− ε) , (4.30)

Because of the definition of F+, we must have s ≥ 0 and we cannot have
s = 0. Proceeding as above we find a feasible point (t, t) such that t+t·x0 >
f(x0)− ε. This proves strong duality.





Chapter 5

Protocol for randomness
certification

Chapter based on [35] with Stefano Pironio.

In this chapter, we analyse the randomness in the case where a device
is used multiple rounds consecutively and we construct an explicit protocol
for testing the device and certifying the output randomness.

5.1 General model and assumptions
We consider the prepare-and-measure device defined in the previous sec-
tions, when it is used n times successively. The classical random variables
observed by the user of the device are the inputs Xn = (X1 · · ·Xn) and
the outputs An = (A1 · · ·An)1. The classical information that a potential
adversary, Eve, has on the device is represented by a random variable Λ.
The correlation between the inputs, outputs, and Eve’s information is rep-
resented by a probability distribution µAnXnΛ unknown to the user of the
protocol.

We make the following assumptions.

• Choice of input distribution: The input Xi at round i is generated
independently of the past Wi = (Ai−1, Xi−1) and of Λ and with iden-

1As is standard practice, from now on we denote random variable by uppercase letters
and the values they take by lowercase letters.
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tical distribution pX for all i:

µXi|WiΛ(x) = pX(x) . (5.1)

• Existence of a valid quantum representation for each round i condi-
tioned on the past: The output Ai at round i originates from a device
used with input Xi and characterized by a valid quantum behaviour
(Ei(Wi,Λ),ωi(Wi,Λ)) ∈ Q. We can thus in particular write

µAi|Xi,WiΛ(a|x) = 1
2(1 + aEx,i(Wi,Λ)) . (5.2)

As the notation indicates, the correlations Ei(Wi,Λ) and the energies
ωi(Wi,Λ) can depend on the past Wi and on Λ.

• Max-peak assumption: We assume a max-peak bound on the energies

ωi(Wi,Λ) � ωpk , for all i = 1, · · · , n . (5.3)

This assumption is simply the direct transcription of (2.5), the idea
that there is an absolute energy limit satisfied by the states prepared
by the source. More generally, we could also require (5.3) to hold only
with high probability or on a large fraction of the rounds, but this
would make our subsequent analysis more cumbersome.

• Max-average assumption: Finally, we assume that for some energy
thresholds ωavg and for some (small) εω ≥ 0,

Pr
(

1
n

n∑
i=1

ωi(Wi,Λ) � ωavg

)
≥ 1− εω . (5.4)

This is the non-i.i.d. version of the max-average assumption (2.4),
expressing the fact that the energies can fluctuate from one round
to the other, provided that the overall average over n rounds stays
bounded. Note that we require the bound to hold only with high
probability 1− εω, because we want our analysis to cover simple i.i.d.
strategies for Eve where she chooses at each run with probability p(λ)
energies ωλ satisfying

∑
λ p(λ)ωλ � ωavg−δ, for some security margin

δ � 0. If Eve follows such a strategy it is expected that 1
n

∑n
i=1 ωi �

ωavg only with high probability, so it may happen that 1
n

∑n
i=1 ωi,x ≥

ωavg,x for some x, albeit with very small probability if n is large.

The first two assumptions are entirely similar to their counterparts in
device-independent (DI) protocols with classical-side information [61, 62].
The max-peak assumption simply constrains the set of quantum behaviours
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of the devices at the level of individual runs and is thus not fundamentally
different than the no-communication assumption in DI QRNG.

The novelty of our randomness estimation analysis, on the other hand,
lies in the max-average assumption which constrains the mean behaviour
of the devices over n rounds, and not at the individual level, where it can
arbitrary fluctuate. This assumption cannot be directly used in existing
randomness estimation frameworks, so we provide a new one by generalizing
the techniques from [61, 62] to take into account fluctuating energy.

Note that, although the thresholds ωavg can be chosen based on some
partial knowledge of the source coming from a theoretical model, it also
conceivable to estimate them before the experiment by measuring the aver-
age energy using a trusted energy meter. For optical applications, like the
ones in Section 4.4, this amounts to placing a photo-detector between the
source and the measurement apparatus and measuring the average num-
ber of photons of the pulses (and assuming some stability over time of the
average energy output of the source).

In the following, we present our security analysis in the general case
where one uses both a max-peak and max-average assumption, but note
that it also applies when using only one of the two assumptions. Without
loss of generality, we also assume the bounds of eq. (4.4).

5.2 Trade-off Functions and randomness esti-
mation

The main tool we use to estimate randomness are Trade-off Functions (TF).

Definition 2. Let p(x) be given. We say that (α,β,γ) ∈ (R2)3 is a Trade-
off Function with max-peak energies ωpk if γ ≤ 0 and

α+ β ·E + γ · ω ≤ H(E) , for all (E,ω) ∈ Qωpk , (5.5)

where α =
∑
x αx.

A Trade-off Function is a linear lower bound on H(E) that holds for
any quantum behaviour that satisfies the max-peak assumption Qωpk =
{(E,ω) ∈ Q|ω � ωpk}. It is therefore a feasible point of the dual opti-
misation problem (4.12), used in Chapter 4 to compute a lower-bound on
worst-case conditional Shannon entropy H?. Such a TF can be found and
optimized for a specific use with the algorithm described in Section 4.3.
Note that there is a small additional degree of freedom since we define
α = α1 + α2; this will be used below.
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Such TF are closely related to other functions used in Device-Independent
security proofs to characterize the randomness as a function of the correla-
tions. The min-tradeoff functions in [16, 63] are linear lower-bounds on the
conditional von Neumann entropy. The Probability Estimation Factors in
[61, 62] are stronger than the TF but reduce to them in the limit β → 0. Fi-
nally in [52], the randomness bounding functions are a convex lower-bound
on the surprisal − log p(a|x) for a subset of the inputs.

In a randomness generating protocol the left hand side of (5.5) has to
be determined to get the rate of randomness generation. To evaluate the
value of α+ β ·E, we define the unbiased estimator

ξ(a, x) = 1
p(x) (αx + aβx) , (5.6)

which satisfies E [ξ(A,X)] = α + β · E, when E [A|x] = Ex. The value of
α+ β ·E is then estimated by computing

〈ξ〉AnXn = 1
n

∑
i

ξ(Ai, Xi) . (5.7)

The following theorem is the central result of this section. We derive
a lower-bound on the surprisal − logµ(An|XnΛ) of the outcome An given
XnΛ as a function of the value of estimator 〈ξ〉AnXn and the energy upper-
bounds ωpk, ωavg. These are variables in the hands of the user.

Theorem 3. Let εt > 0, let the distribution µAnXnΛ satisfy the assump-
tions of Section 5.1 and let (α,β,γ) be a Trade-off Function with max-peak
energies ωpk, then the bound

− 1
n

logµ(An|Xn,Λ) ≥ 〈ξ〉AnXn + γ · ωavg − t , (5.8)

holds with a probability greater than 1− εω − εt. The error term is

t =
√

2V
√

log(1/εt)
n

+ ξ+

3
log(1/εt)

n
(5.9)

with V = max{(ξ++γ̄)2, (ξ−+γ̄)2}+2 max{log |A|(γ̄+ξ−), 0}+ 4|A|
e2 (log2 e)2,

where ξ+ = maxa,x ξ(a, x), ξ− = mina,x ξ(a, x), γ̄ =
∑
x γx, and where |A|

is the cardinality of the random variable A.

Roughly speaking, a lower-bound on the surprisal − logµ(An|XnΛ) ≥ k
certifies the presence of k bits of randomness in the outputs and is directly
proportional to the length |K| of a uniform key that can be extracted from
the raw output string An. So this theorem establishes the relation between
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the amount of randomness and the observed behaviour, when the device is
used n times. This will be made more precise in Section 5.3.

Defining the rate as the key length per round R = |K|/n, Theorem 3
then directly provides the leading terms of the rate R as a function of n: first
a leading constant term 〈ξ〉An,Xn+γ·ωavg, which is the value of the Trade-off
Function evaluated at the observed behaviour and which gives the asymp-
totic rate, and then a sub-leading error term given by −

√
2V
√

log(1/εt)
n ,

which scales as O(1/
√
n).

Theorem 3 follows from the following new construction, which was in-
spired by the Probability Estimation Factors in [61]. Let (E,ω) ∈ Q be
some behaviour and let the random variables AX have the distribution
p(a, x) = p(x)

2 (1 + aEx). Then we can define the random variable

T = ξ(A,X) + γ · ω + log p(A|X) , (5.10)

Defined as such, the variable T satisfies the following two lemmas.

Lemma 3. Let (E,ω) ∈ Qωpk and let (α,β,γ) be a TF with max-peak
energies ωpk. Then the variable T defined in (5.10) satisfies

E [T ] ≤ 0 . (5.11)

Proof. This follows directly from the definition of a TF (5.5). Using the
property of the estimator E [ξ(A,X)] = α + β · E and the definition of
the conditional entropy E [− log p(A|X)] = −

∑
a,x p(x)p(a|x) log p(a|x) =

H(E), we find that

E [T ] = α+ β ·E + γ · ω −H(E) ≤ 0 . (5.12)

Lemma 4. Under the same assumptions as Lemma 3, the variable T de-
fined in (5.10) satisfies

E
[
T 2] ≤ V and T ≤ ξ+ , (5.13)

with V and ξ+ defined as in the statement of Theorem 3.

Proof. The bound T ≤ ξ+ holds because of ξ(A,X) + γ ·ω + log p(A|X) ≤
ξ(A,X) ≤ ξ+, where we used that fact that ω � 0 and γ � 0.

To prove the second bound, we first show that E
[
T 2] ≤ E

[
T ′2
]
, where

T ′ = ξ(A,X) + γ̄ + log p(A|X). To see this, we observe that ∆ = T − T ′ =
γ · ω − γ̄ ≥ 0 (because we have assumed that ω � ωpk � 1). This indeed
entails that E

[
T ′2
]

= E
[
(T −∆)2] = E

[
T 2] + ∆2 − 2∆ E [T ] ≥ E

[
T 2],

where we used E [T ] ≤ 0 from Lemma 3.
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Next, we expand the square as a sum of three terms in the following way
E
[
T ′2
]

= E
[
(ξ(A,X) + γ̄)2]+2 E [(ξ(A,X) + γ̄) log p(A|X)]+E

[
(log p(A|X))2]

and bound each term individually :

E
[
(ξ(A,X) + γ̄)2] =

∑
ax

p(a, x)(ξ(a, x) + γ̄)2 (5.14)

≤ max{(ξ+ + γ̄)2, (ξ− + γ̄)2} , (5.15)
E [(ξ(A,X) + γ̄) log p(A|X)] =

∑
ax

p(x)p(a|x) log p(a|x)(ξ(a, x) + γ̄) (5.16)

≤ −H(A|X)(ξ− + γ̄) (5.17)
≤ max{− log |A|(ξ− + γ̄), 0} (5.18)

E
[
(log p(A|X))2] ≤∑

ax

p(x)p(a|x)(log p(a|x))2 (5.19)

≤ 4|A|
e2 (log2 e)2 . (5.20)

We have used the inequalities p(a|x) log p(a|x) ≤ 0 , H(A|X) ≤ log2 |A|, as
well as p(a|x)(log2 p(a|x))2 ≤ 4

e2 (log2 e)2. This concludes the proof of the
lemma.

To complete the proof of Theorem 3, we need the following Hoeffding
type concentration inequality for super-martingales, in addition to the two
lemmae.

Proposition 8 (Equation (18) in [64]). Let (Ti)i≤n be a sequence of ran-
dom variables, satisfying E

[
Ti|T i−1

1
]
≤ 0 for all i (ie. a supermartingale

difference) and Ti ≤ ξ+ and E
[
(Ti)2|T i−1

1
]
≤ V for all i, then

Pr
(

1
n

n∑
i=1

Ti ≥ t

)
≤ εt , (5.21)

with t =
√

2V
√

log(1/εt)
n + ξ+

3
log(1/εt)

n .

Proof. This proposition is a reformulation of equation (18) and Theorem 2.1
in [64]. In [64], the proposition is demonstrated under under the different
assumption Ti ≤ 1, but the present version follows by a simple rescaling
argument Ti → Tiξ

+.

With this concentration inequality, we can finally prove Theorem 3.
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Proof of Theorem 3. Let us define the random variables

Ti = ξ(Ai, Xi) + γ · ωi(Wi,Λ)) + logµ(Ai|Xi;Wi,Λ) , (5.22)

for i ∈ {0, · · ·n}. By the first two assumptions on the devices, equations
(5.1) and (5.2), we can write E[Ti|Wi,Λ] = α+β·Ei(Wi,Λ)+γ·ωi(Wi,Λ))+
H(Ei(Wi,Λ)). Using the Lemmas 3 and 4, we then find that E [Ti|Wi,Λ] ≤
0, E

[
T 2
i |Wi,Λ

]
≤ V , and Ti ≤ ξ+, for all i. Since the variables T i−1

1
are a function of Wi and Λ, we can apply the Hoeffding type bound in
Proposition 8, which states that Pr

( 1
n

∑n
i=1 Ti ≤ t

)
≥ 1 − εt. Next, we

rewrite the sum
∑
i Ti, using the definition of Ti and using the following two

relations: (1) 〈ξ〉AnXn = 1
n

∑
i ξ(Ai, Xi) and (2)

∑
i logµ(Ai|Xi;Wi,Λ) =

log
∏
i µ(Ai|Xi;Wi,Λ) = logµ(An|Xn,Λ). We find that

Pr
(
− 1
n logµ(An|Xn,Λ) ≥ 〈ξ〉An,Xn + 1

n

∑
i

γ · ωi(Wi,Λ)− t
)
≥ 1− εt .

(5.23)

At last, we combine this with the upper-bound on the average energy (5.4),
which states that Pr

( 1
n

∑n
i=1 ωi(Wi,Λ) � ωavg

)
≥ 1− εω and the fact γ �

0, to replace (probabilistically) 1
n

∑
i γ · ωi by γ · ωavg . Using the bound

Pr(A∩B) ≥ Pr(A)+Pr(B)−1, we find that the inequality (5.8) holds with
a probability greater than 1− εω − εt as required.

5.3 Protocol and security proof
We introduce a randomness generation protocol and use Theorem 3 to prove
that it is sound.

Protocol 2 is a standard randomness generation protocol that first in-
volves a test to verify if a chosen estimator 〈ξ〉AnXn = 1

n

∑
i ξ(Ai, Xi) ≥ r

is greater than some predetermined threshold r. Typically, the choice of
estimator and of the threshold r will be made by solving the optimization
problem (4.12a) using an expected behaviour E for the device. This is based
on some prior information, such as the way it was designed or an estimation
obtained by sampling the behaviour a finite number of times. If the passes,
then by Theorem 3, we have a bound on the probability of occurrence of
An of the form − logµ(An|XnΛ) & nr, which holds with high probability,
independently of how the device actually behaves and up to the error term
t. Formally, this is expressed as a lower-bound on the smooth min-entropy
of An, which is made precise in Proposition 9 below.

Conditioned on the passing of the test, we apply a strong extractor E to
the raw output string An, using a uniform seed S, to produce the key K. A
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Protocol 2 A protocol for randomness certification based on an energy
constraint

Arguments
- Number of measurement rounds n.
- Binary input distribution p(x) > 0.
- Energy thresholds ωpk ∈ R2 (5.3) and ωavg ∈ R2 (5.4) with

εω > 0.
- Security parameters εt, εm, εExt > 0 and ε = εt + εm + εExt + εω.
- Trade-off function α,β,γ ∈ R2 (Definition 2), with ξ(a, x) (5.6)

and t, V, ξ+ (5.9).
- Threshold r, such that r − t ≤ 1.
- Strong extractor E with parameters (n, l, σh, σ, εExt) where the

bound on the min-entropy is

σh = n

(
r −
√

2V
√

log(1/εt)
n

− ξ+

3
log(1/εt)

n
− log(1/εm)

n

)
. (5.24)

1: Repeat steps [2-3] n times, with i ∈ {1, · · ·n};
2: Generate input Xi;
3: Use device and record output Ai;
4: Determine whether 〈ξ〉AnXn + γ · ωavg ≥ r;
5: if not, abort;
6: if yes, apply extractor E with uniform seed S: K = E(An, S);

strong extractor depends on five parameters (n, l, σh, σ, εExt), where n is the
length (in bits) of the input random string, l is the length of the additional
(and typically small) seed, σh is a lower-bound on the min-entropy of the
input random string, σ is the length of the output string, and εExt denotes
how close the final string is to uniform (in trace distance), see [1]. There
exist various constructions for strong extractors, which in the best case can
extract about σ ≈ σh random bits, up to some corrections.

We show below, mostly following [61, 62], that the resulting protocol is
ε-sound.

Theorem 4. Let the distribution µ of AnXnΛ satisfy the assumptions of
section 5.1, and assume valid arguments for Protocol 2. Let Pass stand for
the event 〈ξ〉An,Xn + γ · ωavg ≥ r and denote its probability κ = Pr(Pass).
Then the final string K = E(An, S) of Protocol 2 is ε/κ-close in trace dis-
tance to a uniform random string independent of the seed (S), the inputs
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(Xn), and the adversary’s information on the device (Λ):

TV
(
µ[KSXnΛ|Pass],UnifKS ⊗ µ[XnΛ|Pass]

)
≤ εExt + (εω + εt + εm)/κ
≤ ε/κ . (5.25)

In particular Pr(Pass)×TV
(
µ[KSXnΛ|Pass],UnifKS ⊗ µ[XnΛ|Pass]

)
≤ ε, i.e.,

this defines a ε-sound randomness generation protocol for which the prob-
ability of both passing the test and deviating from an ideal distribution is
guaranteed to be small, see [65].

In the above statement, the trace or total variation distance is defined
as TV(µ, ν) = 1

2
∑
x |µ(x)−ν(x)|, for two distributions µ and ν of a random

variable X.
The proof of Theorem 4 is done in two steps. First, in Proposition 9,

we characterise the randomness in the raw string An, by bounding on the
smoothed XnΛ-conditional min-entropy of An, after conditioning on Pass.
In Definition 3 we give precise definitions for two variants of the smoothed
conditional min-entropy, which are related by Lemma 5. Finally, we use
this to prove Theorem 4.

Definition 3. Let µ be a distribution of AZ. The smooth average condi-
tional min-entropy Hε

min,µ(A|Z) is the maximum k for which there exists a
distribution ν of AZ, (i) with the same marginals µ[Z] = ν[Z], (ii) such
that TV(ν, µ) ≤ ε, and (iii) with − log2 E [maxa ν(a|z)] ≥ k for all a, z.

The smooth worst-case conditional min-entropy Hu,ε
min,µ(A|Z) is the max-

imum k for which there exists a distribution ν of AZ, (i) with the same
marginals µ[Z] = ν[Z], (ii) such that TV(ν, µ) ≤ ε, but (iii) this time with
− log2 ν(a|z) ≥ k for all a, z.

Note that, in the present definition of the smooth average conditional
min-entropy, the requirement of equal marginals is not standard practice,
but it leads to a slightly better security parameters for the protocol, when
one chooses to impose equal marginals in the definition of soundness. The
average and worst-case variants of the smooth conditional min-entropy in
Definition 3 are related by the following standard lemma.

Lemma 5 (Lemma 5 [61]). Let µ be a distribution of AZ with Hε1
min,µ(A|Z) ≥

σ and let ε2 > 0, then Hu,ε1+ε2
min,µ ≥ σ − log( 1

ε2
).

Proposition 9. Under the same assumptions as in Theorem 4, the distri-
bution µPass = µ[AnXnΛ|Pass], conditioned on the passing of the test, admits
the following bounds on the smoothed XnΛ-conditional min-entropies of An.

H
(εω+εt)/κ
min,µPass

(An|XnΛ) ≥ n(r − t)− log2
1
κ (5.26)

H
u,(εω+εt+εm)/κ
min,µPass

(An|XnΛ) ≥ n(r − t)− log2
1
εm

= σh , (5.27)
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where the error term t is defined as in (5.9).

Proof. To simplify the notation, we write in this proof A = An and Z =
(Xn,Λ). We first show the bound on the average smooth conditional min-
entropy (5.26). We construct a distribution ν of AZ that witnesses the claim
E [maxaν(a|x)] ≤ 2−n(r−t)/κ as follows. We define ν(az) = µ(z|Pass)νz(a),
so that it has the same Z marginals as µPass. The distribution νz(A) is
obtained from a subnormalized distribution ν̃z(A) defined as

ν̃z(a) = µ(a|z,Pass)Jφ(az)K, (5.28)

where JρK for a logical expression ρ denotes the {0, 1}-valued function evalu-
ating to 1 iff ρ is true, and where φ(az) is the logical expression− 1

n logµ(a|z) ≥
〈ξ〉a,z + γ · ωavg − t or equivalently µ(a|z) ≤ 2−n(〈ξ〉a,z+γ·ωavg−t). In other
words, ν̃z(a) is the conditional distribution µ(a|z,Pass) but with the bad
events removed. From Theorem 3, we have that µ(φ) =

∑
a,z µ(a, z)φ(az) ≥

1−εt−εω. We also denote P (az) the logical expression 〈ξ〉a,z+γ ·ωavg ≥ r,
that establishes if the test is passed or not for a given input and output
string. It satisfies µ(P ) = µ(Pass) = κ. We can then derive the following
upper-bound

ν̃z(a) = µ(a|z,Pass)Jφ(az)K (5.29)

= µ(a, z)JP (a, z)K
µ(Pass, z) Jφ(az)K (5.30)

= µ(a|z)
µ(Pass |z)Jφ(az)KJP (a, z)K (5.31)

≤ 2−n(r−t) 1
κz

(5.32)

where κz = µ(Pass |z). Note that 2−n(r−t)/κz ≥ 2−n(r−t) ≥ 2−n, we can
thus apply Lemma 2 in [61] to obtain the distributions νz(A) such that
νz(A) ≥ ν̃z(A), νz(A) ≤ 2−n(r−t)/κz, and TV(νz, µ[A|z,Pass]) ≤ 1 − wz,
where wz = W (ν̃z(A)) is the weight of the subnormalized distribution ν̃z(A).

As stated above, we can now define ν(az) = νz(a)µ(z|Pass). Using an
expression for the TV distance of distributions with same maginals (Equa-
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tion 2 in [61]), we find

TV (ν, µPass) =
∑
z

TV
(
νz, µ[A|z,Pass]

)
µ(z|Pass)

≤
∑
z

(1− wz)µ(z|Pass)

= 1−
∑
z

W (ν̃z(A))µ(z|Pass)

= 1−
∑
z

∑
a

µ(az)
µ(z|Pass)µ(Pass)Jφ(az)KJP (az)Kµ(z|Pass)

= 1−
∑
z

∑
a

µ(az)Jφ(az)KJP (az)K/µ(Pass)

= 1− µ(φ|Pass)
≤ µ(φ̄)/µ(Pass)
≤ (εω + εt)/κ

For the average maximum probability of ν, we get

E [maxaν(a|Z)] =
∑
z

µ(z|Pass) max
a

νz(a)

≤ 2−n(r−t)
∑
z

µ(z|Pass)/κz

= 2−n(r−t)
∑
z

µ(z)/κ = 2−n(r−t)/κ, (5.33)

which establishes that H(εω+εδ)/κ
min,µPass

(A|Z) ≥ n(r − t)− log2
1
κ .

We now treat the worst-case smooth conditional min-entropy. Using
Lemma 5 with ε1 = (εt + εω)/κ and ε2 = εm/κ, we deduce that

H
u,(εω+εt+εm)/κ
min,µPass

(A|Z) ≥ n(r − t)− log2
1
εm

= σh , (5.34)

where we removed the dependence of the amount of entropy on κ.

The Proposition (9) allows us to complete the security proof of Theo-
rem 4.

Proof of Theorem 4. Using the bound on the worst-case smooth conditional
min-entropy (5.27), we deduce that there must exist a distribution ν of
AnXnΛ that satisfies ν[XnΛ] = µ[XnΛ|Pass], with

TV(ν[AnXnΛ], µ[AnXnΛ|Pass]) ≤ (εω + εt + εm)/κ (5.35)

and − log maxan ν(an|xnλ) ≥ σh, for all xn, λ. Using a strong extractor
E : {0, 1}n × {0, 1}l → {0, 1}σ, which satisfies the extractor constraints



90 Chapter 5. Protocol for randomness certification

with entropy σh and security parameter εExt, we find that, for all xn, λ,
TV(ν[KS|xn, λ],UnifKS) ≤ εExt, where K = E(An, S) is the final key and
S a uniform seed. Since we have equal marginals ν[XnΛ] = µ[XnΛ|Pass], we
can extend this to

TV(ν[KSXnΛ],UnifKS ⊗ µ[XnΛ|Pass]) ≤ εExt. (5.36)

On the other hand, by the data processing inequality, we deduce that

TV(µ[KSXnΛ|Pass], ν[KSXnΛ]) ≤ TV(ν[AnXnΛ], µ[AnXnΛ|Pass]) (5.37)
≤ (εω + εt + εm)/κ . (5.38)

We conclude by the triangular inequality, finding

TV(µ[KSXnΛ|Pass],UnifKS ⊗ µ[XnΛ|Pass]) ≤ εExt + (εω + εt + εm)/κ .
(5.39)

5.4 Conclusion and discussion
In this chapter, we have proven the security of a randomness generation
protocol. The main difficulty was to generalize existing tools to take into
account the max-average assumption, which is technically difficult because
it is not a constraint that applies to a single round, but a joint constraint
over the total energy of all the states send during the protocol.

We have made use of trade-off functions that are linear lower-bounds on
the conditional Shannon entropy. These functions are similar to the ones
used in the Entropy Accumulation framework [16, 63], except they consider
the more general quantum side information. Our more technical contribu-
tion to general security proof techniques was to show that Concentration
Inequalities can be used to go from a trade-off function to a security proof.
Since concentration inequalities have been studied for a long time by math-
ematicians, so they reach a high degree of maturity, so this step is very
tight.

In [18], the authors prove the security of a random number generation
protocol using Probability Estimation Factors instead of trade-off functions.
This method has the same asymptotic rate as the present method but is
potentially more advantageous for finite rounds n. It would be interesting
if this method could also be generalised to our semi-Device-Independent
scenario.



Chapter 6

Experimental demonstration

Chapter based on [36] with Davide Rusca, Anthony Martin, Jonatan Bohr Brask,
Weixu Shi, Stefano Pironio, Nicolas Brunner, and Hugo Zbinden

In this chapter, we present an experimental demonstration of a working
Quantum Random Number Generator, whose randomness is certified by the
semi-Device-Independent scheme introduced in this thesis.

The experiment was performed at the University of Geneva and pro-
duced a randomness generation rate of 1.25 Mbits/s, comparable to com-
mercial solutions, while being based only on off-the-shelf optical compo-
nents. This chapter concludes the first part of the thesis, by showing the
practical relevance of the tools introduced in the preceding chapters. It
demonstrated that our semi-Device-Independent scheme for random number
generation achieves a promising trade-off between the number of required
assumptions, the ease-of-implementation and the performance.

We first introduce the experimental setup, based on single photon de-
tection, and show that it allows for the generation of randomness under a
max-average energy assumption. It’s a new setup that complements the
three proposition of optical implementations introduced in Subsection 2.5.
Second, we provide the details of the experimental implementation and ap-
ply the Protocol 2 of Chapter 5 to the experimental data.
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Figure 6.1: Self-testing quantum random number generation based on
bounded energy. A signal coherent state is modulated depending on the
input x. The signal is blocked for x = 0 and transmitted for x = 1 and
the average energy after the modulation is bounded by ω. The signal
is mixed with a local oscillator on a beam splitter with transmittivity
t2 and measured by a single-photon detector.

6.1 The setup
The setup, shown in Figure 6.1, is based on an interferometer, with a single
photon detector and an optical switch to modulate the intensity of the signal
states. Depending on the input x, the amplitude of a signal coherent state
(produced by a laser) is modulated such that the output amplitude for x = 0
is 0, while for x = 1 it is α. The transmitted state is then measured by
interfering it with a local oscillator with amplitude β on a beam splitter,
followed by single-photon threshold detection in one output port. The other
output port is simply ignored. The beam splitter has transmitivity t2 and
reflectivity r2 = 1− t2. In the event the detector does not click, we assign
the output a = 0, while a = 1 corresponds to a click. The probabilities for
the detector not to click can be computed explicitly

p(0|0) = e−η|rβ|
2
, (6.1)

p(0|1) = e−η|tα+rβ|2 , (6.2)

where η ∈ [0, 1] represents a combined transmission and detection efficiency
accounting for losses and inefficient detectors 1. The remaining probabilities
are determined by normalisation.

The mean photon numbers at the output of the preparation device are

〈N〉 =
{

0 for x = 0
|α|2 for x = 1 ,

(6.3)

1Since the local oscillator amplitude β is completely free, if the losses are different in
each arm, we can just absorb a factor into β to make up for this difference.
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and we can then take the energy bounds ωx on the transmitted states to be
equal to these mean photon numbers. Note that the local oscillator carries
no information about x and is not considered to be part of the prepared
state. In particular, no assumption is made on the amount of energy in the
local oscillator arm.

6.2 Randomness certification
We can verify that this inequality violates the classical inequality (3.34)
derived in Chapter 3

|E1 − E2| ≤ 2(ω1 + ω2) . (6.4)

This shows that this setup can be used to certify randomness based on a
max-average assumption. In our case, the inequality (6.4) becomes

|e−η|tα+rβ|2 − e−η|rβ|
2
| ≤ |α|2, (6.5)

It is easy to see that for any value of η > 0, there exist choices of α and β for
which (6.4) is violated. For instance, take α = ηt/2, β = 1/r. Then one can
verify analytically that the inequality is violated for small η by expanding
the left-hand side in η, and one can check numerically that it is also the
case for all larger η. Thus, for any non-zero efficiency, our scheme admits α
and β for which the output b is not deterministic.

Given data that violates (6.4), we need to quantify the randomness gen-
erated by the measurement device. For any given values of the probabilities
p = {p(x, a)}a,x and the energy bounds ω = {ωx}x, we can efficiently
lower-bound the worst case Conditional Shannon entropy H(A|X,Λ) =
−
∑
a,x,λ p(λ)p(x)p(a|x) log2 p(a|x, λ), using the methods introduced in Chap-

ter 4. This bound gives the asymptotic rate of randomness that can be
certified .

In our implementation below, we use in particular a highly unbalanced
beam-splitter with t2 = 99% and a biased input distribution p(1) = 25%.
The reason for the unbalanced beam-splitter is that this choice leads to a
higher violation of the inequality (6.5). Indeed, for positive α, β, r, t (which
implies constructive interference), the left hand side of (6.5) is an increasing
function of t for α and rβ constant. The necessary decrease in reflectivity
r (coming the constraint from r2 + t2 = 1) can be off-set by increasing β.
It was also found that an uneven bias was more optimal from the point
of view of randomness generation, and this reflects the asymmetry in the
conditional probability distribution p(a|x) (6.1) produced by this setup.

As an illustration, we show in Figure 6.2, the entropy for several values of
α and β, using η = 50%, t2 = 99%, a biased input distribution p(1) = 25%,
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Figure 6.2: Asymptotic rate of randomness generation (in bits) as
a function of the experimental parameters. The rate is the worst-
case entropy H(A|XΛ), given the correlations p and the average en-
ergy constraint ω̄. These were obtained assuming an identical phase
arg(α) = arg(β), a biased input distribution px(1) = 0.25, detection
efficiency η = 50% and transmission t2 = 99%. Only the α and β in
the shaded region satisfy the inequality (6.5).

and assuming the bound
∑
x p(x)ωx ≤ ω̄ = p(1)|α|2 on the average value of

the energies ωx. We use a bound on the energy averaged over the inputs,
instead of two individual bounds, because it corresponds to the way we have
verified the energy assumption (see below).

The SDP introduced in Chapter 4 not only returns the lower-bound on
H(A|X,Λ), but also provides a trade-off function (Definition 2) that can
be used to certify this amount of randomness in the Protocol 2, that we
implement below.

6.3 Experimental implementation
For the experiment, we use the set-up drawn in Figure 6.3, which is a
variation of the one presented in Figure 6.1, but is formally equivalent. In
this set-up, the local oscillator is kept locally in the Measurement Device
(dotted area in Figure 6.3). The optical pulses that serve as signal states
are, generated initially in the Measurement device, but are reflected by the
Preparation device and modulated in intensity depending on the input x.
The energy assumption corresponds to the energy of the signal states when
they leave the Preparation Device.

A coherent state is generated by a pulsed diode laser at 655 nm trigged
by a field-programmable gate array (FPGA) at 12.5MHz. A set of half-
wave plate (HWP) and polarizing beam-splitter (PBS) is used to prepare
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Figure 6.3: Experimental setup. A coherent stage is generated by a
pulsed diode laser and send to a Michelson interferometer. On one arm
(green path) is used to prepare the signal and the other one (blue path)
to prepare the local oscillator.

the local oscillator (β) and the signal (α) and to tune the amplitude ratio
between them. To maximize the transmission to the output port of the
interferometer, one quarter-wave plate (QWP) is inserted in each arm to
rotate the polarization of the incoming light. For each pulse, a pseudo-
random binary input x is generate by the FPGA and sent to the acousto-
optic modulator (AOM). When x = 1 the AOM deflects the light which
introduce an additional losses of more than 23 dB.

At the output of PBS1, the signal and local oscillator are in the same
spatial and temporal mode but have orthogonal polarizations. To make
them interfere they pass through a HWP and PBS2. The HWP is oriented
to achieve a transmission of t2 = 99% for the signal. Then, the light is
detected by a single photon detector (SPD) (PerkinElmer SPCM-AQR)
with an efficiency of 77% for a dark-count rate around 300Hz and the digital
signal is recorded by the FPGA. Each second the FPGA sends the data to
a personal computer for storage.

In order to bound the average energy on the signal, the power was mea-
sured at the output of PBS1 while obstructing the local oscillator arm. This
was done with a linear power meter (Thorlabs PM100D with S122C sen-
sor) with an absolute uncertainty of ±5%. The average energy bound was
then calculated by considering the attenuation chosen before the interfer-
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Figure 6.4: Correlations function with respect to the phase difference
between the two arms of the interferometer. The solid line corresponds
to the simulated behaviour of the device without phase fluctuation. The
grey area correspond to a relative phase incertitude region of ±10%.
The red area corresponds to the region of correlations unachievable
once the bound on the energy ω is chosen to be 0.0025.

ometer and by dividing the resulting power by the repetition rate. The
power on the signal and local oscillator was adjusted in order to maximise
the amount of entropy generated based on results presented in Figure 6.2.
These measurements were done twice, before and after the experiment, in
order to ensure the stability of the power. Alternatively, the power could
be monitored in real time using a beam splitter between the two PBSs, in
a similar manner as in [66].

After the energies |α|2 and |β|2 of the signal and local oscillator are set,
we calibrate the phase of the interferometer to ensure a maximal amount of
randomness generation. We launch a preliminary measurement to estimate
the correlation between the modulation of the signal and the detections.
The measurement is carried out by changing the relative phase between α
and β. This is done by moving the mirror in the local oscillator arm with
a piezoelectric translator. The relevant marginals are then estimated as
p(b|x) = nb,x/nx, where nb,x and nx correspond to the number of events
for an output b given an input x and the total number of state x send,
respectively. Then, we calculated the correlation function E− = E1 − E2
shown in Figure 6.4 as function of the phase difference between α and β
with an ωestimate = 0.0022(1). The energy of the local oscillator β is set
to 99 mean photon per pulse which corresponds to (1− t2)|β|2 = 0.99 with
1 − t2 = 0.01. The solid line in the figure corresponds to the theoretical
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prediction for a perfect system (no phase fluctuations) with a signal state
with ωestimate mean photon number and global detection efficiency of 55%.
We fixed the energy bound ω̄ = 0.0025 > ωestimate in order to assure that
the general assumption is always verified. The fluctuation in Figure 6.4
are due to fluctuations of the relative phase between the signal and local
oscillator owing to the instability of the interferometer.

6.4 Implementation of the Protocol
To certify the randomness produced by the QRNG, we have implemented
Protocol 2, which was introduced in Chapter 5.

We considered 35 blocks of n = 108 rounds (8 seconds of measurement)
in which the interferometer was around a constructive interference. A trade-
off function was determined and optimized for this regime by using one trial
block and, assuming an average energy assumption ω̄ = 0.0025, a threshold
was chosen at the value r = 0.117. Using the security parameters εt =
εm = 10−10 and formula (5.24), this corresponds to a rate of randomness
generation of σm

n = 0.1 bits/round. The test was satisfied in all blocks,
giving an average output rate of certified quantum randomness of 1.25 MHz.

6.5 Conclusion and discussion
In this chapter, we have presented a proof-of-principle experimental demon-
stration of our semi-Device-Independent protocol based on an energy con-
straint. It shows that our approach is not only very safe but is also very
practical because the implementation is based on off-the-shelf components
and reaches generation rates of 1.25 MHz comparable to commercial devices.

From the point of view of implementation and performance, progress
can still be achieved. To promote this particular setup, one would need to
actively stabilize the interferometer; this can be done via standard methods,
see e.g. [67]. This procedure would then increase both the extractable
entropy and the passing rate. The repetition rate of this experiment is
however limited by the Accousto-optic Modulator.

In a second experiment in preparation [68]2, we implement the BPSK
scheme of Subsection 2.5.1 based on phase modulated coherent states and a
binned homodyne detection. This setup is all in fiber and since the phase-
modulator can handle high repetition rates, we achieve a rate of randomness
of 225MHz.

An interesting possibility for future work would be to consider random
number generators implemented in integrated optics, where all the compo-

2This work was presented orally at QCrypt 2019
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nent are integrated on a single chip. This is now a mature technology and
it could lead to a drastic reduction in the size of the generators, with the
added advantage of having a very stable interferometer.

Of course, up to this point, we have focussed on the quantum part of the
protocols and ignored the extraction step, which is the last step of a protocol
where the output string is compressed in a shorter uniformly random string.
This task can in fact be computationally heavy, especially for large block
size, and slows down the rate of randomness generation if it is performed in
real time. An important open question to go towards practical semi-Device-
Independent Random Number Generators is how to handle the extraction
and if dedicated optimized hardware could be developed for this task.



Part II

The Instrumental scenario





Chapter 7

Tests of non-classicality in the
Instrumental scenario

Chapter based on [39] with Jonatan Bohr Brask, Stefano Pironio, Ravishankar
Ramanathan, Ana Belén Sainz, and Elie Wolfe

In the first part of the thesis, we have focussed on the tasks of generating
and certifying randomness. For this, we have considered a framework based
on a physical constraint on the mean photon number. Our methodology
was to consider respectively the sets of correlations compatible with deter-
ministic and quantum devices and we have shown the existence of a gap
between the two, which allows for the certification of randomness.

Besides randomness, it can be argued that these tests in fact also wit-
ness that the device is behaving in a genuine quantum way, in a way that
is incompatible with classical mechanics. In this second part, we take this
more foundational approach where we are interested in finding tests of quan-
tumness that witness that a device is behaving in a non-classical way. For
this, we consider Device-Independent scenarios where the assumptions are
expressed as causal constraints, which are more general and require a less
detailed characterisation than physical constraints. In particular, they do
not refer to the underlying physics as an energy assumption does.

The causal structure of any experiment implies restrictions on the ob-
servable correlations between measurement outcomes, which are different
for experiments exploiting classical, quantum, or post-quantum resources.
In the study of Bell nonlocality, these differences have been explored in
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great detail for more and more involved causal structures.
Here, we go in the opposite direction and identify the simplest causal

structure which exhibits a separation between classical, quantum, and post-
quantum correlations. It arises in the so-called Instrumental scenario, known
from classical causal models. We derive inequalities for this scenario and
show that they are closely related to well-known Bell inequalities, such as the
Clauser-Horne-Shimony-Holt inequality, which enables us to easily identify
their classical, quantum, and post-quantum bounds as well as strategies vi-
olating the first two. The relations that we uncover imply that the quantum
or post-quantum advantages witnessed by the violation of our Instrumen-
tal inequalities are not fundamentally different from those witnessed by the
violations of standard inequalities in the usual Bell scenario. However, non-
classical tests in the Instrumental scenario require fewer input choices than
their Bell scenario counterpart, which may have potential implications for
device-independent protocols.

7.1 Introduction
Classical and quantum physics provide fundamentally different predictions
about the correlation which can be observed in experiments with multi-
ple parties. Understanding the exact nature of this difference is a central
problem in the foundations of quantum physics and is also important for
applications in information processing.

In any experiment, the causal structure of the setup imposes restric-
tions on the observable correlations. Depending on whether the experiment
is modelled using classical random variables, quantum states and measure-
ments, or post-quantum resources, these limitations may be different, lead-
ing to observable differences between classical models, quantum mechanics,
and general probabilistic theories. This was first pointed out by Bell [3],
who found that models which attempt to describe an experiment in terms of
causal relations between classical random variables, and where the actions
of one party cannot influence the local observations of separate parties, im-
ply restrictions on the observable correlations, known as Bell inequalities.
Measurements on entangled quantum states shared between the observers,
on the other hand, can lead to violation of these inequalities.

This discovery sparked the study of Bell nonlocality which by now is an
active field of research and a cornerstone of quantum theory [5]. Bell’s orig-
inal setting involves two non-communicating parties each selecting a mea-
surement to perform, and each obtaining a measurement outcome. Later
studies have considered many variations of this causal structure, for exam-
ple, multiple parties, sequential measurements [69], multiple sources [70, 71],
and communication between the parties [66, 72], as well as broader gener-
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Figure 7.1: DAGs for the standard Bell scenario, and the instrumen-
tal scenario. Circles and squares denote observable and unobservable
variables respectively. Arrows denote causal influence. (a) Bipartite
Bell scenario. Each party has an input (X and Y ) and an output (A
and B), which are observable. An unobservable shared source Λ may
influence the outputs. (b) Instrumental scenario. The second party
has no input, but the output of the first party is communicated to the
second.

alisations of causal modelling to quantum systems, starting from key con-
cepts in classical causality such as Reichenbach’s principle [73] or the causal
Markov condition [74]. In general, the causal structures which have been
studied are more complicated than Bell’s original setting. Here, we go in the
opposite direction and identify the simplest causal structure that exhibits
a separation between classical, quantum, and post-quantum correlations.

To be a little more specific about what we mean by ‘simple’, let us first
note how a causal structure can be represented. In a given experiment,
there is a number of observable variables. For instance, on a measurement
apparatus, one variable (the ‘input’) may correspond to the setting of a
knob determining the measurement to be made, and another variable (the
‘output’) to the measurement outcome. In addition, there may be hidden
variables, which are not observed, but which mediate correlations between
the observable variables. For instance, setting the knob on an apparatus
in one way may determine the reading of a distant apparatus through an
unobserved electromagnetic field. We can represent the causal relationships
between all these variables on a directed acyclic graph (DAG), where the
nodes correspond to variables, and the edges between them signify causal
influence. For classical models, all the variables are classical random vari-
ables. For quantum or post-quantum models, the hidden variables may
be replaced by quantum states or more generally by the resources of gen-
eralized probabilistic theories (GPT) [75], such as Popescu-Rohrlich boxes
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[76]. Note that in all cases, there are two types of nodes corresponding
to observed and unobserved (i.e., hidden) variables. Figure 7.1(a) shows
the DAG for the standard, bipartite Bell scenario. We consider a causal
structure to be simpler if it has fewer nodes and edges.

The causal structure, represented by the DAG, constrains the possi-
ble correlations between the observed variables, which further depends on
whether the hidden variables are classical, quantum or GPT. Observed vari-
ables with no parent nodes in the DAG can be thought of as inputs which are
under the experimenter’s control. The interesting correlations, characteriz-
ing the behaviour of a device, are therefore the conditional probabilities of
the remaining variables given these inputs. For instance, in the Bell DAG
of Figure 7.1(a) the correlations between the observed random variables
A,B,X, Y are characterized by the conditional probabilities p = {p(ab|xy)},
which in the classical case take the form:

p ∈ CBell iff p(ab|xy) =
∑
λ

p(λ)p(a|xλ)p(b|yλ) . (7.1)

This is simply the usual Bell locality condition, and it leads to linear con-
straints on p(ab|xy), which are Bell inequalities.

In the quantum case,

p ∈ QBell iff p(ab|xy) = tr
(
ρEa|x ⊗ Fb|y

)
, (7.2)

where ρ denotes a quantum state produced by Λ and distributed to the
quantum devices in A and B; for each x, {Ea|x}a is a POVM defining a
valid measurement with outcomes a; and for each y, {Fb|y}b is a POVM
defining a valid measurement with outcomes b.

For the GPT case,

p ∈ GBell iff p(ab|xy) = (ea|x|(eb|y| ◦ |Ψ) ,
for some GPT, (7.3)

where, using the notation of [77], |Ψ) denotes a GPT generalization of the
quantum state ρ in (7.2), and (ea|x|, (eb|y| GPT generalizations of the quan-
tum measurement operators Ea|x, Eb|y. An example of a GPT beyond
quantum theory is the one known as boxworld [75, 78], and the set of such
GPT correlations for the Bell scenario coincides with the set of no-signalling
correlations.

These definitions can be generalized to arbitrary DAGs beyond the Bell
scenario. The classical case has been studied extensively in the classical
causality literature [37]. Definitions of quantum and GPT correlations for
arbitary DAGs were introduced by Henson, Lal, and Pusey (HLP) [38]. We
will not present the HLP formalism in detail, as we will not need it, and refer



7.2. The instrumental scenario and its relation to the Bell scenario 105

the interested reader to their paper. It suffices to say that when thinking
of a set of correlations, be it classical, quantum, or any other GPT, we
can think of it as arising from ‘measurements’ being performed on a ‘state’,
where the measurements and state are dubbed classical, quantum or GPT.
Since classical correlations are a particular case of quantum correlations,
and since quantum mechanics a particular case of a GPT, it follows that
the sets of correlations associated with the various generalization of a causal
structure form a hierarchy

CDAG ⊆ QDAG ⊆ GDAG , (7.4)
where GDAG is the set of all correlations compatible with any GPT, not just
those compatible with a specific GPT.

While the classical, quantum, and GPT sets are strictly distinct in the
Bell scenario, this is not always the case for an arbitrary DAG. HLP have
introduced a necessary condition for these three sets to be distinct. Given
a DAG, one can thus evaluate the HLP condition. If this condition is not
satisfied, then the sets of classical, quantum, and GPT correlations are
equal, i.e., the causal structure represented by the DAG is uninteresting
as it does not lead to observable differences between these theories. If the
HLP condition is satisfied, then one cannot conclude anything yet: classical,
quantum, and GPT models might lead to observable differences, or might
not – some further analysis is required.

In their paper, HLP have applied their criterion to all possible DAGs
with 7 nodes or less [38], identifying all DAGs that possibly admit a sep-
aration between classical, quantum, and post-quantum correlations. They
have found a single DAG that is simpler than the Bell DAG, where ‘simple’
means that it involves fewer nodes and edges. This DAG is represented in
Figure 7.1(b). It has been studied previously in the classical causality liter-
ature, where it is known as the ‘Instrumental DAG’ [79, 80], a nomenclature
we will follow. We show here that the Instrumental scenario does indeed
provide a separation between the sets of classical, quantum, and GPT cor-
relations (we note that quantum violations for this DAG were also found
independently in [81]). We derive an inequality which must hold for classi-
cal correlations and relate it to the well known Clauser-Horne-Shimony-Holt
(CHSH) Bell inequality [4] for the scenario of Figure 7.1(a). In so doing, we
identify its maximal quantum and GPT violations. We start by describing
the instrumental scenario in more detail and relating it to the Bell scenario.

7.2 The instrumental scenario and its relation
to the Bell scenario

Imagine possessing some quantum implementation of the Bell scenario: Al-
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ice and Bob share a bipartite quantum state (replacing the shared variable
Λ), each accept a classical input determining their measurement setting
(corresponding to variables X and Y respectively), and each produce a
classical output (corresponding to A and B). In the Bell scenario, there can
be no communication between Alice’s and Bob’s labs, so no causal influ-
ences between Alice’s variables and Bob’s. However, we can consider taking
the same implementation and using it in the instrumental scenario, where
B is allowed to depend on A, by modifying it as follows: Instead of letting
Bob choose his setting y freely, copy Alice’s output a and wire the copy
into Bob’s input. This creates a new device, characterized by the condi-
tional probabilities p(ab|x), since y is no longer freely chosen. Of course,
p(ab|x) = p(ab|x, y = a) so we could describe the probabilities p(ab|x) that
would characterize the new device without ever needing to actually per-
form the hypothetical modification, so long as we have a priori knowledge
of p(ab|xy).

Thus, we see that correlations in the quantum Instrumental scenario can
be obtained from correlations in the quantum Bell scenario by exploiting
that communication from A to B becomes possible. Furthermore, the same
is true for the classical and GPT variants of the scenarios, as we can simply
take Λ to be a source of either classical or GPT states. This leads us to the
following fundamental statement

p ∈ TInstr iff p(ab|x) = p′(ab|x, y=a) where p′ ∈ TBell (7.5)

where T is a placeholder for a correlation set, such as classical C, quantum
Q, or GPT G.

In this sense, correlations in the Instrumental scenario can be seen as
postselections of Bell-scenario correlations: An experimenter might perform
many runs of the Bell scenario experiment, but then postselect to examine
only those experimental runs when y=a. This postselected data will exhibit
Instrumental scenario statistics, and moreover, every TInstr correlation can
arise via this sort of postselection on Bell scenario statistics1.

To make this relationship between DAGs more concrete, note that com-
patibility with the Instrumental scenario is defined nearly identically to
compatibility with the Bell scenario, except all references to the variable Y

1The recognition that every TInstr correlation must be compatible with TBell is an
example of a device-independent causal inference technique which we call Interruption.
Relating pairs of DAGs in this manner is explored more generally in a forthcoming
manuscript, currently in preparation [82].
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get overwritten with references to the variable A:

p ∈ CInstr iff p(ab|x) =
∑
λp(λ)p(a|xλ)p(b|aλ) ; (7.6)

p ∈ QInstr iff p(ab|x) = tr
(
ρEa|x ⊗ Fb|a

)
; (7.7)

p ∈ GInstr iff p(ab|x) = (ea|x|(eb|a| ◦ |Ψ) ,
for some GPT . (7.8)

Even though the Quantum- and GPT-Bell-Scenario sets are in general
distinct from the Classical-Bell-Scenario set, it may be that their postselec-
tions (defining the corresponding Instrumental-Scenario correlation sets) all
coincide. Indeed, it is well known that postselected classical data may re-
produce postselected genuine quantum, nonlocal data. This effect is at the
basis, for instance, of the infamous detection loophole in Bell experiments
[5]. It is thus not obvious a priori that the Instrumental scenario should
admit a separation between classical, quantum and GPT correlations; it
might be another example of an uninteresting DAG, which simply happens
not to be identified by the HLP criterion.

The Instrumental scenario can also be understood as a Bell scenario
with relaxed causality constraints. Such relaxations of the Bell scenario
have been considered previously. For instance, the no-communication as-
sumption between the variables A and B in the Bell scenario has been
relaxed in Refs. [66, 83], leading to the Signalling-Between-Outputs sce-
nario represented in Figure 7.2. Other works have considered modified Bell
scenarios wherein one no longer assumes that the measurement inputs X
and Y could have been set-up freely [84, 85]. The Instrumental scenario
represents simultaneous relaxation of both the measurement-freedom and
no-communication assumptions: not only may the outcome of the mea-
surement performed at B depend directly on the distant outcome A, but
furthermore the measurement setting Y is not chosen freely but is instead
fixed entirely by the value A output by the distant measurement device.

We remark that testing for membership in TInstr, by admitting an ex-
tension to TBell per Eq. (7.5), generalizes to any well defined correlation
set in the Bell scenario, not just C, Q, or GPT correlations. For exam-
ple, one might consider relaxations of the quantum set corresponding to
levels of the Navascués-Pironio-Acín (NPA) hierarchy [46], including the
set known as Almost Quantum Correlations [86], or tests for compatibility
with a restricted Hilbert space dimension [49, 87, 88]. All those correlation
membership tests for the Bell scenario can be applied to the Instrumental
scenario by simply introducing existential quantifiers: Does an extension of
p(ab|x) ≡ p(ab|x, y=a) exist to p(ab|x, y 6=a) such that the relevant condition
for membership in TBell is satisfied? This modification is especially easy for
testing NPA-level compatibility, as those semidefinite tests already natively
support input data where not all the probabilities are specified.



108 Chapter 7. Tests of non-classicality in the Instrumental scenario

Figure 7.2: The Signalling-Between-Outputs scenario considered in
Refs. [66, 83]. This scenario relaxes the no-communication assump-
tion between the variables A and B, thus modifying the usual Bell
scenario depicted in Figure 7.1(a) by the addition of an edge A→ B.

7.3 Geometry of the Instrumental-Scenario cor-
relations

Before attempting to find a gap between classical and quantum correlations
in the instrumental scenario, let us take a general geometric perspective
to enhance our understanding. Every correlation in the Bell scenario can
be thought of as a high-dimensional vector, d = |A||B||X||Y |, where the
coordinates are given by the many different probabilities p(ab|xy). Every
correlation in the Instrumental scenario can be thought of as a somewhat
lower-dimensional vector, d = |A||B||X|, where the coordinates are given by
the probabilities p(ab|x). The set of all correlations in TInstr are formed by
projecting out the coordinates p(ab|x, y 6=a) of TBell.

In both the Bell and Instrumental scenarios, all sets of correlations are
convex. The sets GBell and CBell are the no-signalling polytope and the local
polytope respectively, whereas the set QBell is a convex set but not a poly-
tope [5, 89–91]. The projections of polytopes are also polytopes, so we know
that GInstr and CInstr will also form polytopes. To obtain the Instrumental
scenario polytopes from the Bell scenario polytopes, we can use Fourier-
Motzkin elimination or any other polytope projection technique [92–96].
Alternatively, we can directly compute CInstr by taking the convex hull of
all deterministic strategies in the Instrumental scenario. We have performed
these operations for small cardinalities of the observed variables X,A,B us-
ing the polytope software PORTA [97].

In the simplest case where X,A,B ∈ {0, 1} are all binary, we find that
CInstr = GInstr and that these sets are fully characterized by the trivial
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normalization ∑
ab

p(ab|x) = 1 (7.9)

and positivity
p(ab|x) ≥ 0 (7.10)

conditions, together with the additional set of constraints

p(a0|x) + p(a1|x′) ≤ 1 for all a, x 6= x′ , (7.11)

which can be expressed compactly as

max
a

∑
b

max
x

p(ab|x) ≤ 1 . (7.12)

As CInstr ⊆ QInstr ⊆ GInstr, the above constraints also fully characterize
the quantum set QInstr.

Since the normalization condition is the only generic equality constraint
satisfied by correlations in the Instrumental scenario, the sets CInstr, QInstr,
and GInstr are full-dimensional in the space of normalized probability dis-
tributions. This should be contrasted with the Bell scenario where CBell,
QBell, and GBell are not full-dimensional in the space of normalized prob-
ability distributions, since they also satisfy the no-signaling equality con-
straints, expressing that the marginal distribution of b cannot depend on
x and the marginal distribution of a on y. This full-dimensional property
of the Instrumental scenario is not limited to the |X|=|A|=|B|=2 case, but
is valid for any cardinalities of the inputs and outputs. Indeed, a method
to determine the complete set of equality constraints satisfied by classical
correlations compatible with an arbitrary DAG has been given in [98]. One
can verify that applying it to the Instrumental DAG yields no other equal-
ities than the normalization conditions in the classical case – and hence in
the quantum and GPT case as well, since they contain classical correlations
as a subset.

Even though the Instrumental scenario does not contain no-signalling
constraints – indeed the input b can depend on x through a – some remnant
of the no-signaling conditions are preserved when projecting the Bell sce-
nario to the Instrumental scenario, as expressed by the inequalities (7.11),
which can be interpreted as limiting the magnitude by which b can depend
on x when a is kept constant.

We can understand that such inequalities cannot be violated by a GPT
from the fact that GInstr is the projection of the no-signalling polytope. As
an example, let us derive one of the inequalities (7.11) from the follow-
ing two positivity inequalities for the Bell scenario2 : pAB|XY (11|10) ≥ 0

2We add subscripts indicating the variables for the conditional distributions, when
there may be risk of confusion. E.g. p(ab|xy) and pAB|XY (ab|xy) are the same object.
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and pAB|XY (10|00) ≥ 0. Summing those two inequalities together and
then using no-signalling to express the probabilities as linear combinations
of those where Alice’s output matches Bob’s input, i.e., pAB|XY (11|10) →
pB|Y (1|0)−pAB|XY (01|10) and pAB|XY (10|00)→ pB|Y (0|0)−pAB|XY (00|00),
we obtain

pB|Y (0|0) + pB|Y (1|0)− pAB|XY (00|00)− pAB|XY (01|10) ≥ 0 , (7.13)

or, equivalently,

pAB|XY (00|00) + pAB|XY (01|10) ≤ 1 . (7.14)

Having eliminated the non-Instrumental probabilities p(ab|x, y 6= a), the
final inequality (as translated for the Instrumental scenario) reads

pAB|X(00|0) + pAB|X(01|1) ≤ 1 , (7.15)

This proves that Eq. (7.15) – an instance of (7.11) – is an Instrumental
scenario inequality, which cannot be violated by a GPT.

Expressed in the general form (7.12), these inequalities are valid for
CInstr, QInstr, and GInstr for arbitrary number of inputs and outputs |X|,
|A|, |B|. They were originally derived by Pearl [79] for the classical Instru-
mental scenario and have come to be known as the instrumental inequalities.
Henson, Lal, and Pusey then showed that Pearl’s instrumental inequalities
(7.12) are satisfied by all GPTs for arbitrary inputs and outputs [38].

To summarize, we have found that in the case |X|=|A|=|B|=2 the in-
strumental inequalities (7.12) are the unique facets, besides the trivial posi-
tivity facets, of the GPT polytope. We have verified that this is also the case
for |X|=2 and |A|=|B| ≤ 4. We also know that the instrumental inequali-
ties are satisfied by the GPT polytope for arbitrary number of inputs and
outputs, but we leave it as on open question whether they are the unique
non-trivial facets when |X| = 2.

In the simplest possible Bell scenario whereX,Y,A,B ∈ {0, 1} well-known
bounds on the violation of the CHSH inequality imply that CBell ( QBell (
GBell. We have found, however, that CInstr = QInstr = GInstr for the corre-
sponding Instrumental sets, i.e., all non-classical features of Bell correlations
are washed out when post-selecting them to obtain the Instrumental cor-
relations of the X,A,B ∈ {0, 1} set-up. Though, we have established this
fact by fully characterizing the Instrumental polytopes using the software
PORTA, it is also instructive to see more explicitly how all non-local corre-
lations of the X,Y,A,B ∈ {0, 1} Bell scenario admit a classical explanation
when projected to the Instrumental scenario. Consider for instance the
Popescu-Rorhlich (PR) correlations

p(ab|xy) =
{

1/2 if b = a+ xy mod 2
0 otherwise , (7.16)
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which reaches the maximal algebraic value of 4 of the CHSH expression
(given in (7.22) below). Post-selecting the case where p(ab|x, y = a), we get
the following Instrumental scenario correlations

p(ab|x) =
{

1/2 if b = a(1 + x) mod 2
0 otherwise . (7.17)

In other words, p(a|x) = 1/2 and b = a if x=0, while b = 0 if x=1. But now
it is easy to see how these correlations can be simulated classically. Con-
sider a binary hidden variable λ ∈ {0, 1} that is unbiased, i.e., p(λ=0) =
p(λ=1) = 1/2, and define a := λ + x, b := λ a (with addition modulo
2). We obviously have that p(a|x) = 1/2 and b = λ2=λ=a if x=0, while
b = λ(λ+ 1)=0 if x=1, as required.

Since any GPT correlations in the Bell scenario can be written as a
mixture of classical correlations and PR correlations [5], any GPT correla-
tions in the Instrumental scenario can be written as a mixture of classical
correlations and post-selected PR correlations. But since we have just seen
that the latter ones are classical, this establishes that GInstr = CInstr. More
generally, it was shown in [66, 83] by a similar argument that classical mod-
els can reproduce any GPT correlations in the Signalling-Between-Outputs
scenario whenever |X|=|Y |=|A|=2 and |B| is arbitrary. These results trans-
late to our case since the Instrumental DAG is a subgraph of the Signalling-
Between-Outputs DAG in which the node Y is dropped. They imply that
there cannot be any separation between classical, quantum and GPT cor-
relations in the Instrumental scenario whenever |X|=|A|=2 and |B| is arbi-
trary.

7.4 A classical inequality which admits quan-
tum violation

The case X ∈ {0, 1, 2}, A,B ∈ {0, 1} is more interesting, as Bonet [80]
found (also using PORTA) that the facets of the classical polytope CInstr
comprise, in addition to Pearl’s instrumental inequalities, a new family of
inequalities, one representative of which is

IBonet := p(a=b|0) + p(b=0|1) + p(a=0, b=1|2) ≤ 2. (7.18)

This inequality admits quantum violation, and moreover also provides
quantum/GPT separation, as we now show. A quantum strategy violating
(7.18) is as follows. Let the source Λ distribute the two-qubit maximally
entangled state |φ+〉 = (|00〉 + |11〉)/

√
2 and let Alice perform the mea-

surements σx, σz,−(σx + σz)/
√

2 when she receives the input X = 0, 1, 2,
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respectively, while Bob measures (σx + σz)/
√

2, (σx − σz)/
√

2 when he re-
ceives a = 0, 1. A straightforward computation gives IBonet = (3 +

√
2)/2 '

2.207 > 2.
An example of GPT correlations violating Bonet’s inequality is given by

p(ab|x) =
{

1/2 if b = a+ f(x, a) mod 2
0 otherwise , (7.19)

where f(0, a) = 0, f(1, a) = a, and f(2, a) = a+ 1 mod 2. Inserting these
probabilities in (7.18) yields IBonet = 5/2 > 2. It can be verified that these
correlations are GPT valid as they satisfy Pearl’s instrumental inequalities,
which are the unique (non-trivial) facets of the GPT polytope in the |X| = 3,
|A| = |B| = 2 case. Alternatively, they can be seen as postselection of the
GPT (i.e., no-signalling) Bell correlations p(ab|xy) defined by p(ab|xy) =
1/2 if b = a+ f(x, y) mod 2 and 0 otherwise.

7.5 Relation to the CHSH inequality
The fact that post-selections of the |X|=|Y |=|A|=|B|=2 Bell scenario, where
non-locality is entirely detected by the violation of the CHSH inequality, do
not lead to non-classical Instrumental correlations might suggest, naively,
that violation of Bonet’s inequality (7.18) uncover a stronger form of non-
locality, requiring violating beyond the CHSH inequality. We show that this
is not the case by relating Bonet’s inequality to the CHSH inequality. That
such a link must exist also follows directly from the fact that all (non-trivial)
facets of the |X|=3, |Y |=|A|=|B|=2 classical Bell polytopes are liftings of
the CHSH inequality [99].

Although we found inequality (7.18) by taking the convex hull of de-
terministic strategies and without regard to the relationship between the
Bell and Instrumental scenarios, it is enlightening to retrospectively explain
IBonet as a projection of the classical Bell scenario polytope.

Let us rewrite the expression IBonet per (7.18) in terms of p(ab|xy); that
is, let us interpret the facet of the classical Instrumental polytope as a valid
inequality for the Bell polytope. This operation is a trivial lifting of the
inequality via the mapping p(ab|x)→ p(ab|x, y=a). We find that

Lifting [IBonet] = p(00|00) + p(11|01) + p(00|10)
+ p(10|11) + p(01|20) .

(7.20)

Using the normalization and no-signalling constraints satisfied by the Bell
scenario probabilities pAB|XY , we can rewrite this last expression as

Lifting [IBonet] = 1
4 〈CHSH〉 − p(11|20) + 3

2 , (7.21)
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where
〈CHSH〉 ≡ 〈A0B0〉+ 〈A0B1〉+ 〈A1B0〉 − 〈A1B1〉, (7.22)

with 〈AxBy〉 the expectation value of (−1)A+B given that X and Y take
values x and y respectively. From (7.21) it becomes immediately clear that
the classical, quantum, and GPT bounds of IBonet are

IBonet ≤


2 Classical
(3 +

√
2)/2 Quantum

5/2 GPT
, (7.23)

as this follows from

〈CHSH〉 ≤


2 Classical
2
√

2 Quantum
4 GPT

, (7.24)

as well as the fact that −p(11|20) ≤ 0 in all physical theories.
A perhaps surprising consequence of the retrospective interpretation of

IBonet is that any nonclassical correlation in the CHSH Bell scenario can be
used as a resource to generate nonclassical correlations in the Instrumen-
tal scenario, despite the fact that the Instrumental scenario has coinciding
GPT and classical polytopes for |X|=|A|=2. The trick which allows us to
map arbitrary non-classical No-Signalling correlations in the Bell scenario
where |X|=|Y |=|A|=|B|=2 into non-classical correlations in the Instrumen-
tal scenario is as follows: Starting from a pAB|XY in the standard CHSH
scenario where x ∈ {0, 1}, trivially map it to p′AB|XY in an extended sce-
nario where x ∈ {0, 1, 2} by setting p′(ab|xy) = p(ab|xy) when x=0, 1 and
p′(ab|x=2, y) = δa,0p(b|y) when x=2. That is, in the case x = 2, the output
a is deterministically equal to 0. Then we have p′(11|20) = 0 and thus we
may substitute

1
4 〈CHSH〉p

′ − p′(11|20)→ 1
4 〈CHSH〉p (7.25)

to recast Lifting [IBonet]p′ for |X| = 3 as an explicit function of p for |X| = 2,
with the trivial intermediate map p→ p′ taken for granted:

Lifting [IBonet]p′ = 1
4 〈CHSH〉p + 3

2 , (7.26)

In particular, this trivial map allows us to relate the extent of the violation
of IBonet ≤ 2 in the Instrumental scenario entirely as a function of the extent
of the violation of 〈CHSH〉 ≤ 2 in the Bell scenario. A direct consequence
is that any non-classical correlations in the |X| = |A| = |Y | = |B| = 2
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Bell scenario, which necessarily violate the CHSH inequality, give rise to
non-classical correlations violating Bonet’s inequality in the Instrumental
scenario.

Another way to express this connection is as follows. Writing p′ in term
of p, we can rewrite the relation (7.26) explicitly as the identity

1
4 〈CHSH〉p + 3

2 = p(00|00) + p(11|01) (7.27)

+ p(00|10) + p(10|11) + pB|Y (1|0) .

Thus, instead of testing CHSH in the regular way, which involves estimating
the correlations for 4 choices of input pairs (x, y) ∈ {(0, 0), (0, 1), (1, 0), (1, 1)},
one can alternatively test it using 3 choices of an input z. (i) If z=0, 1, one
uses x=z on Alice’s side and uses Alice’s outputs as an input for Bob. This
allows to evaluate the first four terms on the right-hand side of (7.27). (ii)
If z=2, one uses y=0 as an input for Bob and registers his output (without
testing Alice). This allows to evaluate the last term of (7.27).

7.6 General mapping between Bell and In-
strumental inequalities in the case |A| =
|Y | = 2

The results of the last section show that at least in the specific input-
output configuration we considered, the Instrumental scenario is essentially
equivalent to the Bell scenario for the purpose of detecting non-classicality,
i.e., correlations in the CHSH Bell scenario are non-classical if and only if
they give rise to non-classical correlations in the Instrumental scenario.

However, many interesting properties of non-classical correlations do
not merely reduce to testing their non-classicality, i.e., to testing their
Bell inequality violation. For instance, the tilted CHSH inequalities in-
troduced in [100], though weaker than the CHSH inequality for detecting
non-classicality, are useful for other purposes. In a device-independent set-
ting, they enable certifying more randomness that would be possible using
standard CHSH [100, 101].

We now generalize the results of the previous section to arbitrary in-
equalities (not necessarily facet inequalities). First, we note that an in-
equality in the Instrumental scenario can always trivially be lifted to an
inequality in the Bell scenario, but showing the converse relation is less ob-
vious. We show that, starting from any Bell inequality in the |A| = |Y | = 2
Bell-scenario (with |X| and |B| arbitrary), one can build a corresponding
Instrumental inequality, which can have up to |X|+ 2 inputs for Alice.
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An arbitrary linear Bell functional is given by

IBell =
∑
a,b,x,y

αabxyp(ab|xy) . (7.28)

Using that A, Y ∈ {0, 1}, we can write this expression as

IBell=
∑
b,x,y

(αybxyp(yb|xy) + αȳbxyp(ȳb|xy)) (7.29)

=
∑
b,x,y

(αybxy − αȳbxy) p(yb|xy) +
∑
b,y

αȳbypB|Y (b|y)

where ȳ denotes negation of y, we define αaby =
∑
x αabxy, and we used

that p(ȳb|xy) = pB|Y (y|b)− p(yb|xy).
This expression now involves valid instrumental probabilities p(yb|xy)

together with the marginal probabilities pB|Y (b|y) which are not directly
accessible in the Instrumental scenario. In order to construct an instrumen-
tal inequality, we use the fact that

pA|X(ȳ|x) + p(yb|xy) ≥ pB|Y (b|y) ≥ p(yb|xy) (7.30)

for any input x. In particular, we can introduce two new input values
{x0, x1} for X and make the following replacement in (7.29)

pB|Y (b|y)→ p(yb|xyy) if αȳby > 0,
pB|Y (b|y)→ p(yb|xyy) + pA|X(ȳ|xy) if αȳby < 0. (7.31)

This results in the Bell expression

IInstr =
∑
b,x,y

(αybxy − αȳbxy) p(yb|xy)

+
∑
b,y

αȳbyp(yb|xyy) +
∑
b,y

α̃ȳbypA|X(ȳ|xy), (7.32)

where α̃ȳby = αȳby if αȳby < 0 and α̃ȳby = 0 otherwise. This expression now
only involves instrumental probabilities and thus we can formally view it as
the Instrumental expression

IInstr =
∑
b,x,y

(αybxy − αȳbxy) p(yb|x)

+
∑
b,y

αȳbyp(yb|xy) +
∑
b,y

α̃ȳbyp(ȳ|xy) . (7.33)

(In the following, we do not distinguish IInstr written in the Bell form (7.32)
or in the Instrumental form (7.33), since they are essentially equivalent).
We clearly have

IInstr[p] ≤ IBell[p] (7.34)
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as follows from (7.30).
The new inequality IInstr has the interesting property that for any GPT

G,

max
p∈GBell

IBell[p] = max
p∈GInstr

IInstr[p] . (7.35)

This can be seen from the fact that, starting from a given resource
p(ab|xy) in the original Bell scenario, one can always add two dummy inputs
xk for k = 0, 1 and do a simple wiring such that pA|X(a|xk) = δa,k. This
results in a new distribution p′ such that p′(ab|xky) = δa,kp(b|y), p′(a|xk) =
δa,k and p′(ab|xy) = p(ab|xy) for the original values of x. Then, using this
newly defined resource, we find IInstr[p′] = IBell[p], because in the expression
(7.32) the term p(ȳ|xy) disappears and p(yb|xyy) becomes equal to p(b|y)
so that the whole expression becomes equal to (7.29).

Note that the above trick only works because we introduced an addi-
tional dummy input xy for each p(b|y) appearing in (7.29). If we had used
instead one of the already existing inputs x, the inequality (7.33) would
still hold, but could not be saturated by the same distribution that maxi-
mizes IBell and we would not necessarily be able to construct a p′ such that
IInstr[p′] = IBell[p].

Note also that the dummy input xy only need to be introduced if the
coefficients αȳby in front of p(b|y) are non-zero in (7.29). Coming back
to the CHSH inequality (and the corresponding Instrumental inequality),
we notice that it satisfies α1b0 6= 0, but α0b1 = 0 and thus requires the
introduction of a single additional input x0.

As a by-product of the previous discussion, we also see that Bell inequal-
ities in the |X| = |A| = |Y | = |B| = 2 scenario that satisfy αȳby = 0 for
all b, y, cannot be used to test for non-locality, meaning that the maximal
classical value of the linear function is the same for Classical, Quantum and
GPT correlations. Indeed they correspond to instrumental inequalities with
only two inputs |X| = 2, and we have argued above that in this case there
is no gap between the classical and GPT sets of correlations. Because of
(7.35), the absence of a gap must also hold for the original Bell-inequality.

The general mapping that we just introduced can be used to construct,
e.g., instrumental versions of the tilted CHSH inequalities.

Interestingly, this construction of instrumental inequalities that we de-
veloped preserves, at the point of maximal violation, all quantum properties
of the original inequalities involving the inputs that are not dummy. Indeed,
let p be some instrumental quantum correlations that attain the maximum
IInstr[p] = maxp∈QBell IBell[p]. Such correlations are defined by an optimum
quantum strategy specified by a bipartite state ρ, a set of measurement
operators Ea|x for Alice and a set of measurement operators Fb|y for Bob,
such that p(yb|xy) = Tr

(
ρEy|x ⊗ Fb|y

)
. The same states and operators
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also define a quantum strategy p(ab|xy) = Tr
(
ρEa|x ⊗ Fb|y

)
in the original

Bell scenario, obtained by neglecting the cases x = x0 and x = x1. We
clearly have IInstr[p] ≤ IBell[p] because of the inequalities (7.30) (with satu-
ration possible using the deterministic assignment to dummy inputs defined
above). Furthermore IBell[p] ≤ maxp∈QBell IBell[p], with equality only if the
quantum strategy is actually optimal for the Bell scenario. Thus the Instru-
mental correlations p can only achieve the maximum of the inequality IInstr
if the subset of probabilities corresponding to the non-dummy inputs are
optimal for the corresponding inequality in the Bell scenario. In particular,
if the original Bell inequality is self-testing, i.e., up to local isometries only
one quantum strategy {ρ,Ea|x, Fb|y} can violate it maximally [102], then the
Instrumental optimal strategy is necessarily of the same form, with added
measurement operators for the dummy inputs.

Finally, though the mapping from the Bell to the Instrumental scenario
that we just presented is restricted to the case |A| = |Y | = 2, it may also
be possible to find similar mappings in other cases. As an illustration, we
show in Appendix 7.A how it is possible to map the chained Bell inequalities,
corresponding to |A| = 2, |Y | = n, to a more general Instrumental scenario.

7.7 Conclusion and Discussion
The original motivation of Bell was to provide a testable criterion for whether
Nature is compatible with a classical local causal description. In such an ex-
periment, ideally one does not wish to make any assumptions about the non-
existence of spurious communication channels between the parties, which
could be mediated via as-yet-undiscovered physics. To rule out communica-
tion, which could explain the observed correlations, one can instead arrange
to have space-like separation of the different parties’ measurement events.
Any communication would then need to be superluminal, in violation of spe-
cial relativity. The minimal causal structure in which such an experiment
can be implemented is that of Figure 7.1(a), and the minimal scenario is
that of CHSH (binary inputs and outputs for each party). Several conclusive
tests imposing space-like separation have recently been realised [6–8].

However, one of the consequences of Bell nonlocality is to enable device-
independent (DI) information processing. Conditioned on the violation of a
Bell inequality, it becomes possible to certify the security or correct function-
ing of an information processing protocol, without any detailed knowledge
of its implementation [9, 10, 12, 13, 15–17, 103, 104]. Prominent examples
are quantum key distribution and random number expansion and ampli-
fication. In DI settings, it is typically assumed that devices are shielded,
i.e., that the experimenters control the inputs which enter into the devices,
and that the devices do not leak information on spurious side channels. For
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DI information processing therefore, the minimal non-trivial setting is the
Instrumental scenario Figure 7.1(b) considered here.

We have shown here that the Bell and Instrumental scenarios are closely
related. Though correlations in the simplest Bell scenario, the CHSH sce-
nario, always admit a classical model if they are directly projected on the
Instrumental scenario, we have shown that their non-classical nature is en-
tirely preserved in the Instrumental scenario provided some purely classical
local processing is first applied on Alice’s side. This finding has important
implications: given some non-classical resource p(ab|xy) in an arbitrary
Bell scenario, determining whether this resource gives rise to a non-classical
behavior in the Instrumental scenario cannot simply be answered by con-
sidering the Instrumental probabilities p(ab|x) = p(ab|x, y = a) (and deter-
mining if they are in the classical Instrumental polytope, e.g., using linear
programming). Instead, one should also take into account all possible lo-
cal classical transformations that can be applied to the given non-classical
correlation p. By failing to consider such trivial, free transformations of a
correlation one obtains false negatives from the standard causal inference
tools – correlations appear to be compatible with the classical Instrumen-
tal DAG, but actually are not3. This observation applies to other DAGs
derived from Bell-type scenarios, such as the Signalling-Between-Outputs
scenario of Figure 7.2.

Another outcome of our results is that they lead to Instrumental versions
of the CHSH, tilted CHSH, and chained Bell inequalities (see Appendix 7.A)
that requires fewer input choices than their standard Bell versions while
preserving their fundamental quantum properties. It is an interesting open
question whether there exists Instrumental inequalities which cannot be
reduced to standard Bell inequalities via local processing, as the ones we
introduced here.

From a fundamental point of view, we have identified a fully device-
independent scenario (in particular, one which does not rely on several
independent hidden sources [105]) that require three random input choices
only, whereas the CHSH scenario requires in total four (2×2) random input
choices. We leave it as an open question whether it is possible to find a fully
DI scenario where a random choice between two values only is sufficient to
observe non-classical correlations.

3Such free transformations are analogous to the concept of interventions in the clas-
sical causality literature and are known to improve the reliability of causal inferences
[37].
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Appendix

7.A A generalization of the Instrumental and
chained Bell inequalities

The Instrumental scenario can be understood as a Bell scenario where Bob’s
input y is not free, as is usually required in regular Bell experiments, but
entirely determined by Alice’s outcome a. Naively, it may thus seem sur-
prising that a quantum violation is at all possible in that scenario. However,
Bob’s input y is not known to Alice before outputting her outcome (in which
case a classical explanation would always be possible) but after it, making
a classical simulation a non-trivial task.

In this Appendix, we introduce a slight generalization of the Instrumen-
tal scenario where Bob’s input y is not merely equal to Alice’s output a,
but is an arbitrary function y = f(a, x) of Alice’s output a and input x.
As in the regular Instrumental scenario, it is thus still the case that Bob’s
input is entirely determined by the variables on Alice’s side. We call this
generalized scenario, depicted in Figure 7.3, the f -Instrumental scenario.
Provided f(a, x) does genuinely depend on a (so that Bob’s input y is not
predetermined before Alice’s output) and that the knowledge of f(a, x) does
not totally reveal the value of x (so that Bob does not know Alice’s input x
prior to performing his own measurement), one should also obtain generic
quantum violations in this new scenario. We show below that this is indeed
the case for a specific choice of f which allows us to give a f -Instrumental
version of the chained Bell inequalities of Braunstein and Caves [106].

We consider a f -Instrumental scenario where X ∈ {0, 1, . . . , N − 1}
(N ≥ 2), A,B ∈ {0, 1}, and f(A,X) = (X −A) modN . We then define the
following chained expression

IN =
N−1∑
j=1

p(a = b|j) + p(b = 0|0) + p(11|N) . (7.36)

WheneverN = 2, we recover Bonet’s expression (up to a relabeling of inputs
and outputs). Using the same technique as in Section 7.5, one can show
that

Lifting [IN ] = 1
4 〈CHN 〉 − p(01|N,N − 1) + N + 1

2 , (7.37)

where

〈CHN 〉 ≡
N−1∑
j=1
〈AjBj〉+ 〈AjBj−1〉+ 〈A0B0〉 − 〈A0BN−1〉, (7.38)
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is the chained Bell inequality [106], generalizing the CHSH inequality to the
X,Y ∈ {0, 1, . . . , N − 1} Bell scenario. This inequality obeys the following
bound

〈CHN 〉 ≤


2N − 2 Classical
2N cos

(
π

2N
)

Quantum
2N GPT

, (7.39)

translating for the Instrumental version to

〈IN 〉 ≤


N Classical
N
[ 1

2 + 1
2 cos

(
π

2N
)]

+ 1/2 Quantum
N + 1/2 GPT

. (7.40)

As before, these values can be achieved from the corresponding strategies
for the chained Bell expression for X ∈ {0, 1, . . . , N − 1} and using the
deterministic assignment a = 1 when X = N .

We can thus interpret the chained Instrumental inequality as a test of
the standard chained Bell inequality, but which requires only N + 1 input
choices instead of N×N = N2 ones. (Remark that the chained Bell scenario
can also be tested using 2N input choices if a common referee selects the
value X ∈ {0, . . . , N − 1} and then one of the two values Y ∈ {X,X − 1},
whereX−1 = XN−1, since these are the only inputs appearing in the chained
expression (7.38)).

Figure 7.3: DAG for the f -Instrumental scenario.



Conclusion and outlook

In Part I of this work, we have introduced a new semi-Device-Independent
framework for the certification of quantum random number generators. This
framework relies on a constraint on the energy of the states sent between the
two untrusted devices, a constraint we believe to be very natural for quan-
tum optical implementations. We have shown that, under this assumption,
there exist analogues of Bell inequalities that allow one to distinguish gen-
uinely random devices from completely deterministic ones. Furthermore,
we have shown how the framework can be used to quantify the amount of
randomness produced by the device in a protocol.

We believe that this framework reaches a good compromise between
practicality and security. Our analysis is compatible with simple genera-
tors based on quantum optical components, that can reach high rates of
randomness production, and it relies on a single energy assumption that
is very natural for these implementations, so the certification can be per-
formed with high confidence. We have demonstrated the approach in a
proof-of-principle experiment.

In Part II, we have considered the Instrumental scenario, which is a vari-
ation of the Fully-Device-Independent scenario where some form of commu-
nication between the devices is permitted. This scenario appears naturally
when generalizing the Bell-scenario to more general causal structures. We
have discovered that there also exists a gap between the set of quantum
and classical correlations in this scenario, so that it is possible to certify
unique features of quantum mechanics in this case. The scenario may have
an application for more efficient Device-Independent protocols that use less
initial randomness.

There are two big open questions that in direct continuation of the present
work. The first is a matter of efficiency, the second of security
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• More efficient Semi-Device-Independent RNG protocols The first re-
search direction is to continue improving the random number gener-
ation protocols for quantum optical implementations. One particu-
larly interesting possibility to generalize the energy-constrained semi-
Device-Independent scenario to more inputs and outputs. This is
especially interesting for Gaussian implementations that use a contin-
uous homodyne measurement, such as the BPSK implementation in
Chapter 2. Indeed, in the present analysis the measurement result
has to be binned into positive/negative values, but a scenario with
a more fine grained binning could possibly produce more random-
ness. Considering the limit of continuous inputs and outputs, is there
an upper-bound on how much randomness one can possibly generate
with such an experiment ?

• Weakening the assumptions on the devices An open question in the
semi-Device-Independent scenario is the effect of shared entanglement
between the source and measurement devices. Usually, this can be
ignored given the present difficulty of building quantum memories,
but in optical implementations that use a local oscillator, such as
the BPSK implementation or in the experimental demonstration in
Chapter 6, entanglement could arise through this side channel. This
was not taken into account because we have only considered shared
(classical) randomness. It can be shown that this would not change the
classical set, but numerical simulations suggest that the corresponding
quantum set is slightly larger, which lead to lower rates of randomness
generation.

Both of these two generalisations of the energy-constrained scenario are
in fact quite challenging to analyse. The problem with more complicated
semi-Device-Independent scenarios is that it is difficult to characterise the
set of quantum correlations, and this is a necessary step for computing
the randomness. There is no general method to do so, contrarily to the
Fully-Device-Independent scenario, where a converging series of semidefinite
constraints can be constructed. Finding new tools in this direction would
thus be an important step forward.

At last, we would like to discuss how our work fits in the bigger picture
of Quantum Cryptography. Our most original contribution is probably to
have shown how an energy constraint can be used to prove the security of an
implementation based on Gaussian quantum optics. This was not immedi-
ate at first, because it is known that Gaussian implementations are useless
in Fully-Device-Independent protocols. The reason is that they cannot vi-
olate a Bell-inequality because they have a positive Wigner function so the
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measurement results coming from homodyne (or heterodyne measurments)
can always be classically simulated.

While we have focussed mainly in this thesis on the task of randomness
generation, it would be interesting to see how our results extend to Quantum
Key Distribution (QKD). In QKD there is also an interest in protocols with
the highest possible degree of Device-Independence. The matter is even
more crucial than in randomness generation because the devices are con-
nected by a public quantum channel. This can open side channels through
which an adversary can influence the workings of the devices. This is known
as Quantum Hacking and a wide range of attacks have been reported over
the years [107].

The energy assumptions seems particularly fitting to Continuous Vari-
able (CV) protocols, which is one on the two main families of QKD pro-
tocols, the other being Discrete Variable protocols such as BB84. The
particularity of Continuous Variable protocols is that the states are modu-
lated in the phase space of a single mode and measured with homodyne of
heterodyne measurement. This is different from Discrete Variable protocols
where the states are encoded by varying the mode degree of freedom (ex.
polarisation or time-bin) and where single photon detectors are used. To
our knowledge, Continuous Variable protocols have not yet been studied
in a Device-Independent like setting (except for the Continuous Variable
Measurement-Device-Independent protocol of [108, 109]).

Our result here suggest that is might be possible to use a semi-Device-
Independent framework for analysing a point-to-point CV-QKD protocols,
with an untrusted energy-constrained source and an untrusted measure-
ment device. There are however several additional theoretical challenges
compared to randomness generation: First, one must take into account
the action of the adversary on the public quantum channel and consider
quantum side information. Second, we should consider at least two mea-
surements inputs (to avoid a simple attack where the adversary implements
the unique measurement). On the other hand, it is probably not necessary
to consider a continuous source input or a continuous measurement result,
as there also exist binary modulated CV protocols [110].
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