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!

Building your own LOCKSS-based distributed 
preservation network  
!
!
Workshop - ILIDE conference 2018  
!
!
!
!
!
!
Anthony Leroy 
Université libre de Bruxelles
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Agenda

LOCKSS main concepts

Discussions

SAFE LOCKSS network : a Case Study

Build your own LOCKSS Network
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two	main	missions
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selected	by	curators

University	Libraries	have	 
two	main	missions
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To	preserve	those	objects		
especially	our	own	produc7on

To	guarantee	access	to	objects	
selected	by	curators

University	Libraries	have	 
two	main	missions
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For analog objects, guaranteeing access and 
preservation is relatively simple
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To	guarantee	access	to	objects	
selected	by	curators

To	preserve	those	objects		
especially	our	own	produc7on

University	Libraries	have	 
two	main	missions
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In the digital era, those missions are compromised:!
- we lost control on some digital objects (access via subscription)!
 - the vulnerability of digital objects

To	guarantee	access	to	objects	
selected	by	curators

To	preserve	those	objects		
especially	our	own	produc7on

University	Libraries	have	 
two	main	missions
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To	guarantee	access	to	objects	
selected	by	curators

To	preserve	those	objects		
especially	our	own	produc7on	

Post-cancellation access to electronic publications is often 
considered as a big preservation problem for libraries

University	Libraries	have	 
two	main	missions
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Post-cancellation access to digital publications 
is a big issue for libraries
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Post-cancellation access to digital publications 
is a big issue for libraries

?

?

?
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Hopefully, three efficient post cancellation 
access solutions are available

$500-$15000

dark archive

+240 publishers

+7400 titles
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Hopefully, three efficient post cancellation 
access solutions are available

$1500-$25000

+28000 titles

dark archive

+510 publishers

$500-$15000

dark archive

+240 publishers

+7400 titles
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Hopefully, three efficient post cancellation 
access solutions are available

$1500-$25000

+28000 titles

dark archive

+510 publishers

$1080-$10800

light archive

+12900 titles

+530 publishers

$500-$15000

dark archive

+240 publishers

+7400 titles
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Join the LOCKSS Alliance, support CLOCKSS 
and your digital preservation problem is solved !
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To	preserve	those	objects		
especially	our	own	produc7on

University	Libraries	have	 
two	main	missions
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To	guarantee	access	to	objects	
selected	by	curators	

S5ll,	there	is	one	crucial	problem	to	solve:		
How	are	we	going	to	preserve	our	own	digital	objects	collec7ons?

To	preserve	those	objects		
especially	our	own	produc7on

University	Libraries	have	 
two	main	missions
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What will happen to the current research 
outcome in 10 yrs? 100 yrs?

12

Attendees of the 5th Solvay Congrès, October 1927, Institut international de physique Solvay, Brussels
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Massive loss of research data !
in the last  25 years

80% of data in zoology linked to publications in the nineties 
are definitely lost
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Scientific knowledge results from a 
complex iterative process
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“If I have seen further it is by 
standing on the shoulders of 
Giants” 
Isaac Newton, 1676
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As a digital library, our core business is to develop 
the software infrastructure to describe, submit, 
disseminate and preserve digital objects

Submission	
or	

Digi7za7on

Dissemina7on

Preserva7on

Descrip7onDigital	object	
(digi7zed)

15
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What exactly is digital preservation ?

16

Strategies and processes to protect against the threats 
endangering digital objects of interest with the aim of (re)using 
them in the future on the very long term.
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What exactly is digital preservation ?

16

Strategies and processes to protect against the threats 
endangering digital objects of interest with the aim of (re)using 
them in the future on the very long term.

Not	to	be	confused	with	:



LE
AR

N
IN

G
RE

SO
UR

CE
S

ARCHIVES &
BIBLIOTHÈQUES

LE
AR

N
IN

G
RE

SO
UR

CE
S

ARCHIVES, PATRIMOINE 
& RÉSERVE PRÉCIEUSE

LE
AR

N
IN

G
RE

SO
UR

CE
S

BIBLIOTHÈQUE 
DES SCIENCES HUMAINES

LE
AR

N
IN

G
RE

SO
UR

CE
S

BIBLIOTHÈQUE 
DES SCIENCES & TECHNIQUES

LE
AR

N
IN

G
RE

SO
UR

CE
S

BIBLIOTHÈQUE 
DES SCIENCES DE LA SANTÉ

LE
AR

N
IN

G
RE

SO
UR

CE
S

BIBLIOTHÈQUE 
D’ARCHITECTURE

LE
AR

N
IN

G
RE

SO
UR

CE
S

BIBLIOTHÈQUE 
DE DROIT

What exactly is digital preservation ?
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Strategies and processes to protect against the threats 
endangering digital objects of interest with the aim of (re)using 
them in the future on the very long term.

Not	to	be	confused	with	:
- storage:	recording	data	on	a	physical	medium
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What exactly is digital preservation ?
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Strategies and processes to protect against the threats 
endangering digital objects of interest with the aim of (re)using 
them in the future on the very long term.

Not	to	be	confused	with	:
- storage:	recording	data	on	a	physical	medium
- backup	:	replica7ng	data	in	order	to	restore	them	quickly	in	case	of	loss
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What exactly is digital preservation ?
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Strategies and processes to protect against the threats 
endangering digital objects of interest with the aim of (re)using 
them in the future on the very long term.

Not	to	be	confused	with	:
- storage:	recording	data	on	a	physical	medium
- backup	:	replica7ng	data	in	order	to	restore	them	quickly	in	case	of	loss
- archiving	in	the	ordinary	IT	meaning:	moving	less	frequently	used	data	on	
cheaper	storage	media	(typically	magne7c	tapes)
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What exactly is digital preservation ?

16

Strategies and processes to protect against the threats 
endangering digital objects of interest with the aim of (re)using 
them in the future on the very long term.

Not	to	be	confused	with	:
- storage:	recording	data	on	a	physical	medium
- backup	:	replica7ng	data	in	order	to	restore	them	quickly	in	case	of	loss
- archiving	in	the	ordinary	IT	meaning:	moving	less	frequently	used	data	on	
cheaper	storage	media	(typically	magne7c	tapes)

An effective digital preservation solution should thus be based on a 
threat-model.
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preserva7on		

logical-level	
preserva7on

Two	levels	of	preserva7on	  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What threats are endangering our digital 
resources and what can we do about it ? 
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Very difficult risk to evaluate… low-probability with major impact events
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It happens…
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1.   Natural and man-made disasters!
→  Geo-replication
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The ideal solution : geo-replication of copies
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In times of economic crisis, budget restrictions first and foremost 
concern activities that do have low impact on the short term future

G. Giannakopoulos et al., Libraries in Crisis: A Glimpse over Greece and Cyprus, Procedia, 
Vol.147, 2014, https://doi.org/10.1016/j.sbspro.2014.07.121.

Budget restrictions

Book purchase

Journals purchase

Operating expenses
Tech equipment upgrade 

and purchase

Others

Bibliographic databases

76.54 %

65.43 %

62.96 %

55.56 %

46.9 %

6.17 %
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2. Economic risk

24

In times of economic crisis, budget restrictions first and foremost 
concern activities that do have low impact on the short term future

G. Giannakopoulos et al., Libraries in Crisis: A Glimpse over Greece and Cyprus, Procedia, 
Vol.147, 2014, https://doi.org/10.1016/j.sbspro.2014.07.121.

Budget restrictions

Book purchase

Journals purchase

Operating expenses
Tech equipment upgrade 

and purchase

Others

Bibliographic databases

76.54 %

65.43 %

62.96 %

55.56 %

46.9 %

6.17 %

If investments in the infrastructure maintenance cannot be done for 
just 5 years, the risk of data loss considerably increases.
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2.   Economic risk!
→  Cost control
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3. Human errors
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It happens… 

27



LE
AR

N
IN

G
RE

SO
UR

CE
S

ARCHIVES &
BIBLIOTHÈQUES

LE
AR

N
IN

G
RE

SO
UR

CE
S

ARCHIVES, PATRIMOINE 
& RÉSERVE PRÉCIEUSE

LE
AR

N
IN

G
RE

SO
UR

CE
S

BIBLIOTHÈQUE 
DES SCIENCES HUMAINES

LE
AR

N
IN

G
RE

SO
UR

CE
S

BIBLIOTHÈQUE 
DES SCIENCES & TECHNIQUES

LE
AR

N
IN

G
RE

SO
UR

CE
S

BIBLIOTHÈQUE 
DES SCIENCES DE LA SANTÉ

LE
AR

N
IN

G
RE

SO
UR

CE
S

BIBLIOTHÈQUE 
D’ARCHITECTURE

LE
AR

N
IN

G
RE

SO
UR

CE
S

BIBLIOTHÈQUE 
DE DROIT

28

3. Human errors!
→ Individual technical management
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4. Organizational, politic and ideologic risk
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A digital autodafé is much more efficient 
than its analog equivalent

30
In the 15th century
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A digital autodafé is much more efficient 
than its analog equivalent

30
In the 15th century

$ sudo rm -rf /data

Today
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The scientific heritage is not spared
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We want to be “active players of preservation”,  
not “passive clients of third-party preservation services“ 
[Skinner11]
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We want to be “active players of preservation”,  
not “passive clients of third-party preservation services“ 
[Skinner11]

Our only guarantee of preservation would 
be the SLA 
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We want to be “active players of preservation”,  
not “passive clients of third-party preservation services“ 
[Skinner11]

Legal issues:

Our only guarantee of preservation would 
be the SLA 
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We want to be “active players of preservation”,  
not “passive clients of third-party preservation services“ 
[Skinner11]

Legal issues:
• What if the service provider goes bankrupt?

Our only guarantee of preservation would 
be the SLA 
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We want to be “active players of preservation”,  
not “passive clients of third-party preservation services“ 
[Skinner11]

Legal issues:
• What if the service provider goes bankrupt?
• What if data gets lost? Can we claim for damages?

Our only guarantee of preservation would 
be the SLA 
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We want to be “active players of preservation”,  
not “passive clients of third-party preservation services“ 
[Skinner11]

Legal issues:
• What if the service provider goes bankrupt?
• What if data gets lost? Can we claim for damages?

Our only guarantee of preservation would 
be the SLA 
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We want to be “active players of preservation”,  
not “passive clients of third-party preservation services“ 
[Skinner11]

Legal issues:
• What if the service provider goes bankrupt?
• What if data gets lost? Can we claim for damages?

Technical issues:

Our only guarantee of preservation would 
be the SLA 
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We want to be “active players of preservation”,  
not “passive clients of third-party preservation services“ 
[Skinner11]

Legal issues:
• What if the service provider goes bankrupt?
• What if data gets lost? Can we claim for damages?

Technical issues:
• No control on the archiving technical policy

Our only guarantee of preservation would 
be the SLA 
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We want to be “active players of preservation”,  
not “passive clients of third-party preservation services“ 
[Skinner11]

Legal issues:
• What if the service provider goes bankrupt?
• What if data gets lost? Can we claim for damages?

Technical issues:
• No control on the archiving technical policy
• Is migration to another provider possible?

Our only guarantee of preservation would 
be the SLA 
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We want to be “active players of preservation”,  
not “passive clients of third-party preservation services“ 
[Skinner11]

Legal issues:
• What if the service provider goes bankrupt?
• What if data gets lost? Can we claim for damages?

Technical issues:
• No control on the archiving technical policy
• Is migration to another provider possible?

No more technical problems...

at the cost of many legal 
and economical issues

Our only guarantee of preservation would 
be the SLA 
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We want to be “active players of preservation”,  
not “passive clients of third-party preservation services“ 
[Skinner11]

Legal issues:
• What if the service provider goes bankrupt?
• What if data gets lost? Can we claim for damages?

Technical issues:
• No control on the archiving technical policy
• Is migration to another provider possible?

No more technical problems...

at the cost of many legal 
and economical issues

Our only guarantee of preservation would 
be the SLA 

Control is key in digital preservation
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Universities are amongst the oldest 
institutions around

What organization is better qualified to preserve data on the long term? 
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34



LE
AR

N
IN

G
RE

SO
UR

CE
S

ARCHIVES &
BIBLIOTHÈQUES

LE
AR

N
IN

G
RE

SO
UR

CE
S

ARCHIVES, PATRIMOINE 
& RÉSERVE PRÉCIEUSE

LE
AR

N
IN

G
RE

SO
UR

CE
S

BIBLIOTHÈQUE 
DES SCIENCES HUMAINES

LE
AR

N
IN

G
RE

SO
UR

CE
S

BIBLIOTHÈQUE 
DES SCIENCES & TECHNIQUES

LE
AR

N
IN

G
RE

SO
UR

CE
S

BIBLIOTHÈQUE 
DES SCIENCES DE LA SANTÉ

LE
AR

N
IN

G
RE

SO
UR

CE
S

BIBLIOTHÈQUE 
D’ARCHITECTURE

LE
AR

N
IN

G
RE

SO
UR

CE
S

BIBLIOTHÈQUE 
DE DROIT

Cloud storage : yet another oligopole …

34



LE
AR

N
IN

G
RE

SO
UR

CE
S

ARCHIVES &
BIBLIOTHÈQUES

LE
AR

N
IN

G
RE

SO
UR

CE
S

ARCHIVES, PATRIMOINE 
& RÉSERVE PRÉCIEUSE

LE
AR

N
IN

G
RE

SO
UR

CE
S

BIBLIOTHÈQUE 
DES SCIENCES HUMAINES

LE
AR

N
IN

G
RE

SO
UR

CE
S

BIBLIOTHÈQUE 
DES SCIENCES & TECHNIQUES

LE
AR

N
IN

G
RE

SO
UR

CE
S

BIBLIOTHÈQUE 
DES SCIENCES DE LA SANTÉ

LE
AR

N
IN

G
RE

SO
UR

CE
S

BIBLIOTHÈQUE 
D’ARCHITECTURE

LE
AR

N
IN

G
RE

SO
UR

CE
S

BIBLIOTHÈQUE 
DE DROIT

35

4. Organizational risk!
→ Administrative independence
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5. Hardware obsolescence
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5. Hardware obsolescence
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Staying stuck in a technology costs a lot in the mid-term
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Hard disk evolution
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 IBM 305 RAMAC (1956)

eq. 27.882  USD in 2017 
5 MB

~2000 h MTBF 
910 kg
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Hard disk evolution

37

 IBM 305 RAMAC (1956)

eq. 27.882  USD in 2017 
5 MB

~2000 h MTBF 
910 kg

400 USD 
12 To 

2.5 M h MTBF 
660 g

WD Gold (2017)
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Need to migrate storage media to the 
most cost-effective technology 

Regular	migra7on	to	recent	hardware	technology	with	
the	best	trade-off	capacity/reliability/cost

38
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Need to migrate storage media to the 
most cost-effective technology 

Regular	migra7on	to	recent	hardware	technology	with	
the	best	trade-off	capacity/reliability/cost

38

every	3	to	5	yrs
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5. Hardware obsolescence!
→ Media migration
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6. Hardware failures

40

-	low	purchasing	cost	
-	low	maintenance	cost	
-	reliable	(MTBF	in	Mh)	
-	regular	capacity	evolu7on

At the moment, hard disk drives is still the best choice

400 USD 
12 TB 

2.5 M h MTBF 
660 g

WD Gold 
Enterprise-class
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Complete hard disk failures are quite 
rare…

41
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Super media

42

“Eternal 5D” Storage 
(>13 Mds yrs)
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“Eternal 5D” Storage 
(>13 Mds yrs)

DNA Storage 
7.5 M$ / GB
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Super media

42

“Eternal 5D” Storage 
(>13 Mds yrs)

M disc (1000 yrs)

DNA Storage 
7.5 M$ / GB
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Super media
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“Eternal 5D” Storage 
(>13 Mds yrs)

M disc (1000 yrs)
Problems (for now) : 
- economic viability still to be confirmed 
- difficult to perform integrity monitoring 

DNA Storage 
7.5 M$ / GB
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The “bit-rot” or data degradation

With	the	increase	of	storage	capacity,	the	risk	of	
accidental	data	degrada7on	increase.

43

Solid-state storageMagnetic storage
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The “bit-rot” or data degradation

With	the	increase	of	storage	capacity,	the	risk	of	
accidental	data	degrada7on	increase.

43

Solid-state storageMagnetic storage

Solu.on:	check	and	rewrite	data	regularly
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Université libre de Bruxelles

How to ensure the copies integrity against data 
degradation?
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Université libre de Bruxelles

How to ensure the copies integrity against data 
degradation?

4e8b8da4a7315fd8b5e5dcc5ac313f6657d730c4

checksum (hash)
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Problem : 
The checksums are prone to the same threats 
than the data we want to preserve !

Original	Checksum

If the new hash does not match with the original hash:!
- either the object is corrupted!
- or the checksum is corrupted!
- or both are corrupted

NOK
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regularly

New	Checksum

Problem : 
The checksums are prone to the same threats 
than the data we want to preserve !

It would be safer to compare the new checksum with  
the checksums of the other copies

Original	Checksum

If the new hash does not match with the original hash:!
- either the object is corrupted!
- or the checksum is corrupted!
- or both are corrupted

NOK
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If	we	make	the	comparison	with	many	copies,	we	considerably	
lower	the	probability	of	corrup7on.
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6. Hardware failures!
→ Regular data integrity monitoring

Regular	check	of	the	data	integrity	
Replacing	storage	media	regularly	and	at	first	signs	of	failure	
Hardware	heterogeneity	to	avoid	failure	correla7on

47
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6. Hardware failures!
→ Regular data monitoring
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7. External or internal attacks
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7. External or internal attacks

49

Security measures :!
- Regular software updates!
- Authentication!
- Firewall
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External attack : intentional corruption

50

If an attacker wants to modify on purpose the content, they just need to 
adapt the checksums to the desired content. 

©
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Marc Stevens, Elie Bursztein, Pierre Karpman, Ange Albertini, Yarik Markov, The first collision for full 
SHA-1, https://shattered.io/

https://shattered.io/
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If an attacker wants to modify on purpose the content, they just need to 
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We	need	to	ensure	that	copies	in	the	network	
have	not	been	corrupted	or	deleted.
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By	requiring	to	add	a	one-7me-only	nonce	to	the	data	
before	producing	the	checksum,	we	can	ensure	that	the	
other	party	really	has	a	copy	of	the	data	and	is	not	just	
keeping	the	checksum.

7. Secure protocol to monitor the !
! integrity of all copies in the network
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7. Secure protocol for the integrity !
! monitoring of all copies
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Lots of copies!
regularly verified  !
stored on reliable monitored media, 
periodically updated,!
in a secure software environment,
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stored on reliable monitored media, 
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in a secure software environment,

managed by different people!
in independent institutions
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regularly verified  !
stored on reliable monitored media, 
periodically updated,!
in a secure software environment,

managed by different people!
in independent institutions

and at low cost.
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organisation, ressources and technology
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When is a digital preservation solution good enough ?
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It all depends on your threat-model (which includes your limited resources). 

When is a digital preservation solution good enough ?
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How many copies ?
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Ideally, it should be evaluated based on a detailed !
risk and threat assessment.
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https://blog.dshr.org/2011/03/how-few-copies.html
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But in practice, the reliability is very difficult to evaluate.
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Ideally, it should be evaluated based on a detailed !
risk and threat assessment.
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But in practice, the reliability is very difficult to evaluate.

Hence, the more copies, the safer
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Lots of Copies Keep Stuff Safe
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LOCKSS main concepts

Discussions

SAFE LOCKSS network : a Case Study

Build your own LOCKSS Network
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LOCKSS is, first of all, a technology

originally for PCA (Global LOCKSS Network)

open source software

awarded technology (perfect score by CRL)

a robust integrity check and repair protocol
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And a community : !
a large variety of networks based on LOCKSS technology
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How does LOCKSS work in practice ? !
Illustration with the Global LOCKSS Network 
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Our	project	started	6	years	ago	in	Belgium...
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150 km

Ceci	n’est	pas	un	PLN	!



LE
AR

N
IN

G
RE

SO
UR

CE
S

ARCHIVES &
BIBLIOTHÈQUES

LE
AR

N
IN

G
RE

SO
UR

CE
S

ARCHIVES, PATRIMOINE 
& RÉSERVE PRÉCIEUSE

LE
AR

N
IN

G
RE

SO
UR

CE
S

BIBLIOTHÈQUE 
DES SCIENCES HUMAINES

LE
AR

N
IN

G
RE

SO
UR

CE
S

BIBLIOTHÈQUE 
DES SCIENCES & TECHNIQUES

LE
AR

N
IN

G
RE

SO
UR

CE
S

BIBLIOTHÈQUE 
DES SCIENCES DE LA SANTÉ

LE
AR

N
IN

G
RE

SO
UR

CE
S

BIBLIOTHÈQUE 
D’ARCHITECTURE

LE
AR

N
IN

G
RE

SO
UR

CE
S

BIBLIOTHÈQUE 
DE DROIT
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Data Monitoring

Cost control > 60 m
iles
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administrations: various institutions under different 
organizations and governments
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LOCKSS facilitates international collaboration as it only requires an 
agreement to share hardware resources and not a global budget.
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international federation 
geo-replication in completely independent sites 
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light organizational structure 
7+ nodes 

international federation 
geo-replication in completely independent sites 



LE
AR

N
IN

G
RE

SO
UR

CE
S

ARCHIVES &
BIBLIOTHÈQUES

LE
AR

N
IN

G
RE

SO
UR

CE
S

ARCHIVES, PATRIMOINE 
& RÉSERVE PRÉCIEUSE

LE
AR

N
IN

G
RE

SO
UR

CE
S

BIBLIOTHÈQUE 
DES SCIENCES HUMAINES

LE
AR

N
IN

G
RE

SO
UR

CE
S

BIBLIOTHÈQUE 
DES SCIENCES & TECHNIQUES

LE
AR

N
IN

G
RE

SO
UR

CE
S

BIBLIOTHÈQUE 
DES SCIENCES DE LA SANTÉ

LE
AR

N
IN

G
RE

SO
UR

CE
S

BIBLIOTHÈQUE 
D’ARCHITECTURE

LE
AR

N
IN

G
RE

SO
UR

CE
S

BIBLIOTHÈQUE 
DE DROIT

73

light organizational structure 
7+ nodes 

international federation 
geo-replication in completely independent sites 

distributed technical administration 
local admin only, no automation
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light organizational structure 
7+ nodes 

international federation 
geo-replication in completely independent sites 

distributed technical administration 
local admin only, no automation

each partner monitors the status of his content in the network 
global verification that the preservation is performed correctly
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light organizational structure 
7+ nodes 

international federation 
geo-replication in completely independent sites 

distributed technical administration 
local admin only, no automation

each partner monitors the status of his content in the network 
global verification that the preservation is performed correctly

budgets remain fully independent 
economic risk mitigation
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SAFE is based on a simple 
memorandum of understanding

The parties acknowledge that an equal amount of resources will 
be made available to the execution of the SAFE PLN project. All 
parties will make a LOCKSS cache node available for the SAFE 
PLN grid with a capacity of maximum 4 TB of storage.  
All parties agree that the maximum raw storage capacity per 
institution in the SAFE PLN is 400GB.   
The storage capacity requirements will be adapted every year by 
mutual agreement. 
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SAFE currently has 8 members
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Patrick  
Hochstenbach

Benoit  
Pauwels

Benoit  
Erken

Friedrich 
Summann

Krista 
Godfrey

Renaud  
Michotte

Anthony  
Leroy

Omar  
Reygaert

Shawn 
Wagner

Martin 
Sévigny

Snorri 
Briem

Frank 
Hansen

Hugues 
Cazeaux 

Jan 
Melichar

Jean-Blaise 
Claivaz 

Christian 
Bélanger

Christian  
Pietsch

: WHO ?
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Theses	and	
publica.ons	

(IR)

Academic	content	
Research	data	

Digi.zed	books	
Maps	

Pictures

77

: WHAT ?
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Theses	and	
publica.ons	

(IR)

Academic	content	
Research	data	

Digi.zed	books	
Maps	

Pictures

77

: WHAT ?
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: WHAT ?

Note:	Some	ins7tu7ons	are	s7ll	in	the	process	of	making	their	AUs	available	for	produc7on
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2012-ETD-ugent:	Archival	Unit

: WHICH ?
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2012-ETD-ugent:	Archival	Unit

AIP 1

AIP 2

AIP N

manifest.html

metadata.xml

: WHICH ?
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2012-ETD-ugent:	Archival	Unit

AIP 1

AIP 2

AIP N

manifest.html

metadata.xml

archive-ugent-be-[UUID] : BagIt

manifest-md5.txt

marc.xml

bagit.txt

bag-info.txt

data/

file AC.pdf

file LS.txt

file MA.tar

mets.xml

: WHICH ?
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: HOW ?
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The content that is ready to be archived 

: HOW ?
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The content that is ready to be archived 
is frozen in a staging server.

: HOW ?
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Dissemination repository

80

The content that is ready to be archived 
is frozen in a staging server.

: HOW ?
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Dissemination repository
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Archive staging server

2014	
2013	
2012

manifest  
IR1

The content that is ready to be archived 
is frozen in a staging server.

: HOW ?
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Dissemination repository
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Offline boxes

x 2

SAFE PLN boxes

x 7

Preservation repositoriesArchive staging server

2014	
2013	
2012

manifest  
IR1

The content that is ready to be archived 
is frozen in a staging server.

: HOW ?
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Key LOCKSS aspects for SAFE

81

“poll/repair”	is	the	key	component	for	us
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Key LOCKSS aspects for SAFE

81

“poll/repair”	is	the	key	component	for	us

share	resources,	not	money
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Key LOCKSS aspects for SAFE

81

“poll/repair”	is	the	key	component	for	us

distributed	 technical	 administra7on,	 no	 automa7on	
and	centralized	administra7on	of	boxes

share	resources,	not	money
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82

Agenda

LOCKSS main concepts

SAFE LOCKSS network : a Case Study

Build your own LOCKSS Network

Discussions
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What	you	need	to	build	your	own	LOCKSS	network

network	configura7on	
[XML] 
global	parameters

7tle	database	
[XML] 
Plug-in	loca7on	
AUs	defini7ons	
list	of	caches	IP	address

plug-ins	repository	
CVS for JARs [java | xml] 
IR1	cer7fied	plug-in	
IR2	cer7fied	plug-in	
IR3	cer7fied	plug-in

daemon

daemon	UI	
local admin

preserva7on	repo

AU AU AU

daemon

daemon	UI	
local admin

preserva7on	repo

AU AU AU

permissions	
[html]

manifest	page	
[html]
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1.	Create	your	administra7ve	server

network	configura7on	
[XML] 
global	parameters

7tle	database	
[XML] 
Plug-in	loca7on	
AUs	defini7ons	
list	of	caches	IP	address

plug-ins	repository	
CVS for JARs [java | xml] 
IR1	cer7fied	plug-in	
IR2	cer7fied	plug-in	
IR3	cer7fied	plug-in
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1.	Create	your	administra7ve	server

network	configura7on	
[XML] 
global	parameters

7tle	database	
[XML] 
Plug-in	loca7on	
AUs	defini7ons	
list	of	caches	IP	address

plug-ins	repository	
CVS for JARs [java | xml] 
IR1	cer7fied	plug-in	
IR2	cer7fied	plug-in	
IR3	cer7fied	plug-in

./lockss.xml ./plugins/ ./titledb/

how	to	collect	AU? what	to	collect	in	AU?network	configura.on	&	
basic	box	configura.on

Administration server
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lockss.xml	defines	basic	box	configura7on
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Global	parameters	are	stored	in	lockss.xml

# LOCKSS & LCAP tuning parameters 
org.lockss.log.default.level=debug !
#lockss config stuff 
org.lockss.platform.diskSpacePaths=./ 
org.lockss.config.reloadInterval = 1m 
org.lockss.ui.allowPluginConfig=true !
# comm settings - disable V1, V3 only. 
org.lockss.ui.start=yes 
org.lockss.proxy.start=no 
org.lockss.comm.enabled=false !
# V3 
org.lockss.poll.v3.enableV3Poller=false 
org.lockss.poll.defaultPollProtocol=3 
org.lockss.scomm.enabled=true 
org.lockss.scomm.maxMessageSize=33554430 
org.lockss.poll.v3.pollStarterInitialDelay=2m 
org.lockss.poll.v3.pollStarterInterval=2m 
org.lockss.poll.v3.quorum=2 
org.lockss.poll.v3.minNominationSize=1 
org.lockss.poll.v3.maxNominationSize=1 
org.lockss.id.initialV3PeerList=\ 
    TCP:[164.15.4.112]:9721;\ 
    TCP:[164.15.4.113]:9721; !
org.lockss.metrics.slowest.hashrate = 250 
org.lockss.state.recall.delay=5m !
org.lockss.crawler.startCrawlsInterval=5m !

# prod group modes 
org.lockss.baseau.defaultFetchRateLimiterSource = plugin 
org.lockss.crawler.maxRepairRate = 1000/1d 
org.lockss.poll.v3.deleteExtraFiles = true 
org.lockss.poll.v3.voteBlockThreshold = 0 
org.lockss.repository.globalNodeCache.enabled = true 
org.lockss.repository.globalNodeCache.size = 500 
org.lockss.state.globalNodeCache.enabled = true 
org.lockss.state.globalNodeCache.size = 500 
org.lockss.scheduler.maxBackgroundLoad = 50 
org.lockss.state.pollHistory.trimRewrite = true 
org.lockss.treewalk.v1.mode = off !
# Standard debugging settings 
org.lockss.monitor.inputStreams=true 
org.lockss.thread.hungThreadDump = true !
org.lockss.crawlStatus.keepUrls=all !
# UI username-passwd = lockss-u/lockss-p 
org.lockss.platform.ui.username=lockss-u 
org.lockss.platform.ui.password=SHA1:--- !
# So that we don't hash on no-longer-relevant URLs 
org.lockss.blockHasher.ignoreFilesOutsideCrawlSpec=true !
org.lockss.baseau.minFetchDelay=4000 
org.lockss.plugin.restartAusWithNewPlugin=true

lockss.xml	defines	basic	box	configura7on
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Global	parameters	are	stored	in	lockss.xml

# LOCKSS & LCAP tuning parameters 
org.lockss.log.default.level=debug !
#lockss config stuff 
org.lockss.platform.diskSpacePaths=./ 
org.lockss.config.reloadInterval = 1m 
org.lockss.ui.allowPluginConfig=true !
# comm settings - disable V1, V3 only. 
org.lockss.ui.start=yes 
org.lockss.proxy.start=no 
org.lockss.comm.enabled=false !
# V3 
org.lockss.poll.v3.enableV3Poller=false 
org.lockss.poll.defaultPollProtocol=3 
org.lockss.scomm.enabled=true 
org.lockss.scomm.maxMessageSize=33554430 
org.lockss.poll.v3.pollStarterInitialDelay=2m 
org.lockss.poll.v3.pollStarterInterval=2m 
org.lockss.poll.v3.quorum=2 
org.lockss.poll.v3.minNominationSize=1 
org.lockss.poll.v3.maxNominationSize=1 
org.lockss.id.initialV3PeerList=\ 
    TCP:[164.15.4.112]:9721;\ 
    TCP:[164.15.4.113]:9721; !
org.lockss.metrics.slowest.hashrate = 250 
org.lockss.state.recall.delay=5m !
org.lockss.crawler.startCrawlsInterval=5m !

# prod group modes 
org.lockss.baseau.defaultFetchRateLimiterSource = plugin 
org.lockss.crawler.maxRepairRate = 1000/1d 
org.lockss.poll.v3.deleteExtraFiles = true 
org.lockss.poll.v3.voteBlockThreshold = 0 
org.lockss.repository.globalNodeCache.enabled = true 
org.lockss.repository.globalNodeCache.size = 500 
org.lockss.state.globalNodeCache.enabled = true 
org.lockss.state.globalNodeCache.size = 500 
org.lockss.scheduler.maxBackgroundLoad = 50 
org.lockss.state.pollHistory.trimRewrite = true 
org.lockss.treewalk.v1.mode = off !
# Standard debugging settings 
org.lockss.monitor.inputStreams=true 
org.lockss.thread.hungThreadDump = true !
org.lockss.crawlStatus.keepUrls=all !
# UI username-passwd = lockss-u/lockss-p 
org.lockss.platform.ui.username=lockss-u 
org.lockss.platform.ui.password=SHA1:--- !
# So that we don't hash on no-longer-relevant URLs 
org.lockss.blockHasher.ignoreFilesOutsideCrawlSpec=true !
org.lockss.baseau.minFetchDelay=4000 
org.lockss.plugin.restartAusWithNewPlugin=true

Daemon-specific	parameters	
are	set	in	/etc/lockss/config.dat

org.lockss.proxy.start=yes 
org.lockss.ui.port=8081 !
#test settings 
org.lockss.test.doTreewalk=false 
org.lockss.test.treewalk.auId=org|lockss|plugin|simulated|
SimulatedPlugin&root~localA !
org.lockss.test.doPoll=false 
org.lockss.test.polltype=2 
org.lockss.test.pollspec.auId=org|lockss|plugin|simulated|
SimulatedPlugin&root~localA 
org.lockss.test.pollspec.url=lockssau: 
#org.lockss.test.pollspec.lwrBound= 
#org.lockss.test.pollspec.uprBound= !
org.lockss.proxy.icp.enabled=true 
org.lockss.proxy.icp.port=3131 !
org.lockss.platform.v3.identity=TCP:[127.0.0.1]:9721

lockss.xml	defines	basic	box	configura7on
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Global	parameters	are	stored	in	lockss.xml

# LOCKSS & LCAP tuning parameters 
org.lockss.log.default.level=debug !
#lockss config stuff 
org.lockss.platform.diskSpacePaths=./ 
org.lockss.config.reloadInterval = 1m 
org.lockss.ui.allowPluginConfig=true !
# comm settings - disable V1, V3 only. 
org.lockss.ui.start=yes 
org.lockss.proxy.start=no 
org.lockss.comm.enabled=false !
# V3 
org.lockss.poll.v3.enableV3Poller=false 
org.lockss.poll.defaultPollProtocol=3 
org.lockss.scomm.enabled=true 
org.lockss.scomm.maxMessageSize=33554430 
org.lockss.poll.v3.pollStarterInitialDelay=2m 
org.lockss.poll.v3.pollStarterInterval=2m 
org.lockss.poll.v3.quorum=2 
org.lockss.poll.v3.minNominationSize=1 
org.lockss.poll.v3.maxNominationSize=1 
org.lockss.id.initialV3PeerList=\ 
    TCP:[164.15.4.112]:9721;\ 
    TCP:[164.15.4.113]:9721; !
org.lockss.metrics.slowest.hashrate = 250 
org.lockss.state.recall.delay=5m !
org.lockss.crawler.startCrawlsInterval=5m !

# prod group modes 
org.lockss.baseau.defaultFetchRateLimiterSource = plugin 
org.lockss.crawler.maxRepairRate = 1000/1d 
org.lockss.poll.v3.deleteExtraFiles = true 
org.lockss.poll.v3.voteBlockThreshold = 0 
org.lockss.repository.globalNodeCache.enabled = true 
org.lockss.repository.globalNodeCache.size = 500 
org.lockss.state.globalNodeCache.enabled = true 
org.lockss.state.globalNodeCache.size = 500 
org.lockss.scheduler.maxBackgroundLoad = 50 
org.lockss.state.pollHistory.trimRewrite = true 
org.lockss.treewalk.v1.mode = off !
# Standard debugging settings 
org.lockss.monitor.inputStreams=true 
org.lockss.thread.hungThreadDump = true !
org.lockss.crawlStatus.keepUrls=all !
# UI username-passwd = lockss-u/lockss-p 
org.lockss.platform.ui.username=lockss-u 
org.lockss.platform.ui.password=SHA1:--- !
# So that we don't hash on no-longer-relevant URLs 
org.lockss.blockHasher.ignoreFilesOutsideCrawlSpec=true !
org.lockss.baseau.minFetchDelay=4000 
org.lockss.plugin.restartAusWithNewPlugin=true

Daemon-specific	parameters	
are	set	in	/etc/lockss/config.dat

org.lockss.proxy.start=yes 
org.lockss.ui.port=8081 !
#test settings 
org.lockss.test.doTreewalk=false 
org.lockss.test.treewalk.auId=org|lockss|plugin|simulated|
SimulatedPlugin&root~localA !
org.lockss.test.doPoll=false 
org.lockss.test.polltype=2 
org.lockss.test.pollspec.auId=org|lockss|plugin|simulated|
SimulatedPlugin&root~localA 
org.lockss.test.pollspec.url=lockssau: 
#org.lockss.test.pollspec.lwrBound= 
#org.lockss.test.pollspec.uprBound= !
org.lockss.proxy.icp.enabled=true 
org.lockss.proxy.icp.port=3131 !
org.lockss.platform.v3.identity=TCP:[127.0.0.1]:9721

Overriding	parameters

Other parameters can be set at the level 
of the Archival Unit or at the plug-in level  !

lockss.xml	defines	basic	box	configura7on
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2.	Create	your	LOCKSS	box

network	configura7on	
[XML] 
global	parameters

7tle	database	
[XML] 
Plug-in	loca7on	
AUs	defini7ons	
list	of	caches	IP	address

plug-ins	repository	
CVS for JARs [java | xml] 
IR1	cer7fied	plug-in	
IR2	cer7fied	plug-in	
IR3	cer7fied	plug-in

daemon

daemon	UI	
local admin

preserva7on	repo

AU AU AU

daemon

daemon	UI	
local admin

preserva7on	repo

AU AU AU
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What hardware do you need? 

LOCKSS cache technical specifications 
!
Principle 
7 copies on LOCKSS commodity hardware is: 
- much less expensive than a single copy on EMC storage  
- most importantly much more reliable

87

daemon

daemon	UI	
local admin

preserva7on	repo

AU AU AU

Better for preservation if caches are heterogeneous (various hardware configurations)

Dell PowerEdge R515 - 12x 3TB HDD
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Building your own LOCKSS box: !
software requirements

Open TCP ports 8080 (proxy), 8081 (webadmin), 9729 (V3 poll)  and 22 (ssh): 
+ iptables -A INPUT -m state --state NEW -m tcp -p tcp --dport 22 -j ACCEPT!
+ iptables -A INPUT -m state --state NEW -m tcp -p tcp --dport 8080 -j ACCEPT!
+ iptables -A INPUT -m state --state NEW -m tcp -p tcp --dport 8081 -j ACCEPT!
+ iptables -A INPUT -m state --state NEW -m tcp -p tcp --dport 9729 -j ACCEPT!

!

Prerequisite: CentOS 6 basic server install 
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1.	Log	in	as	root	to	your	lockss	cache	

	 $	ssh	root@[your_lockss_box_ip_address]	

!
2.	Create	a	new	file,	lockss.repo	under	/etc/yum.repos.d	containing	the	following	lines:	
!

[lockss]	
name	=	LOCKSS	Daemon	Repository	
baseurl=hip://www.lockss.org/repo/	
gpgcheck=1	
enabled=1	

!
3.	Install	the	LOCKSS	RPM	GPG	key:	

	 $	rpm	--import	hip://www.lockss.org/LOCKSS-GPG-RPM-KEY	

!
4.		Installed	the	LOCKSS	daemon	with:	

	 $	yum	install	lockss-daemon	
!

5.	Create	local	cache	folder	

	 $	mkdir	/cache

Getting and installing the LOCKSS daemon !
in five easy steps
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1.	Run	the	LOCKSS	daemon	configura7on	script	
>	/etc/lockss/hostconfig		

2.	Answer	local	configura7on	ques7ons	as	follows	
Fully	qualified	hostname	(FQDN)	of	this	machine:	[lockssbox1.ulb.ac.be]		
IP	address	of	this	machine:	[164.15.4.112]		
Is	this	machine	behind	NAT?:	[N]		
Ini7al	subnet	for	admin	UI	access:	[164.15.4.0/24]		
LCAP	V3	protocol	port:	[9729]		
PROXY	port:	[8080]		
Admin	UI	port:	[8081]		
Mail	relay	for	this	machine:	[localhost]	smtp.ulb.ac.be	
Does	mail	relay	smtp.ulb.ac.be	need	user	&	password:	[N]	y	
User	for	smtp_server:	[]	lockssadmin@ulb.ac.be	
Password	for	locksadmin@ulb.ac.be	@	smtp.ulb.ac.be:	[]		
Again:	[]		
E-mail	address	for	administrator:	[]	lockssadmin@ulb.ac.be	
Path	to	java:	[/usr/bin/java]		
Java	switches:	[]		
Configura7on	URL:	[hip://props.lockss.org:8001/daemon/lockss.xml]	hip://164.15.1.1/lockss.xml	
Configura7on	proxy	(host:port):	[NONE]		
Preserva7on	group(s):	[prod]	testpln	
Content	storage	directories:	[]	/cache	
Temporary	storage	directory:	[/cache/cache/tmp]		
User	name	for	web	UI	administra7on:	[]	lockss	
Password	for	web	UI	administra7on	user	lockss:	[]		
Password	for	web	UI	administra7on	(again):	[]		
OK	to	store	this	configura7on:	[Y]	y

Configuring your LOCKSS daemon

mailto:lockssadmin@ulb.ac.be
http://props.lockss.org:8001/daemon/lockss.xml%5D
http://164.15.1.1/lockss.xml
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1.	Start	the	daemon	
>		/etc/init.d/lockss	start	

!
2.	Connect	to	the	web	interface	

with	your	favorite	browser,	go	to:		
hip://your_ip_address:8081	
!
!
user/pwd:	previously	defined	creden7als	

!
no	need	to	chkconfig	on,	done	automa7cally	
!
!
if	any	error	appears,	check	/var/log/lockss/stdout	for	info	
!

3.	Ask	your	LOCKSS	network	admin	to	update	
-	the	lockss.xml	file	with	the	new	cache	IP	address		

And... we have lift-off !

http://127.0.0.1
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3.	Create	your	archive	staging	server

network	configura7on	
[XML] 
global	parameters

7tle	database	
[XML] 
Plug-in	loca7on	
AUs	defini7ons	
list	of	caches	IP	address

plug-ins	repository	
CVS for JARs [java | xml] 
IR1	cer7fied	plug-in	
IR2	cer7fied	plug-in	
IR3	cer7fied	plug-in

daemon

daemon	UI	
local admin

preserva7on	repo

AU AU AU

daemon

daemon	UI	
local admin

preserva7on	repo

AU AU AU

permissions	
[html]

manifest	page	
[html]
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To expose digital collections to your LOCKSS network, 
you can create a staging server to organize your 
archives.
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To expose digital collections to your LOCKSS network, 
you can create a staging server to organize your 
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Example of website structure:

http://164.15.4.66/lockss/manifest.html
http://164.15.4.66/lockss/openaccess/openaccess.html
http://164.15.4.66/lockss/openaccess/2009/index.html
http://www.lockss.org/LOCKSS.logo.1%27.gif
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Example of website structure:
./lockss/manifest.html (main manifest page for all collections)
./lockss/openaccess/openaccess.html (manifest page for the open-access collection)
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Example of website structure:
./lockss/manifest.html (main manifest page for all collections)
./lockss/openaccess/openaccess.html (manifest page for the open-access collection)
./lockss/openaccess/2009/index.html (manifest page for the 2009 open-access collection)

Every page that needs to be collected by the LOCKSS network shall mention: 
<p><img align=middle alt="LOCKSS logo" src="http://www.lockss.org/LOCKSS.logo.1%27.gif" 
width=80>LOCKSS system has permission to collect, preserve, and serve this Archival Unit.</p>
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http://difusion.academiewb.be/

You now created your very own LOCKSS network
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The future is bright for LOCKSS
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The current LOCKSS daemon architecture 
was developed at a time when :
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Only the Global LOCKSS network existed



LE
AR

N
IN

G
RE

SO
UR

CE
S

ARCHIVES &
BIBLIOTHÈQUES

LE
AR

N
IN

G
RE

SO
UR

CE
S

ARCHIVES, PATRIMOINE 
& RÉSERVE PRÉCIEUSE

LE
AR

N
IN

G
RE

SO
UR

CE
S

BIBLIOTHÈQUE 
DES SCIENCES HUMAINES

LE
AR

N
IN

G
RE

SO
UR

CE
S

BIBLIOTHÈQUE 
DES SCIENCES & TECHNIQUES

LE
AR

N
IN

G
RE

SO
UR

CE
S

BIBLIOTHÈQUE 
DES SCIENCES DE LA SANTÉ

LE
AR

N
IN

G
RE

SO
UR

CE
S

BIBLIOTHÈQUE 
D’ARCHITECTURE

LE
AR

N
IN

G
RE

SO
UR

CE
S

BIBLIOTHÈQUE 
DE DROIT

The current LOCKSS daemon architecture 
was developed at a time when :

96

Only the Global LOCKSS network existed

the web was static
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The current LOCKSS daemon architecture 
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Only the Global LOCKSS network existed

monolithic structure

LCAP protocol buried deep into the daemon

support local, nearby storage system

AU: not a web archiving standard

one box = one machine

the web was static
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align with web archiving standards (WARC-native) 

independent modules interacting through REST-API

de-silo components: make LCAP an independent module  

support for large-scale distributed storage

one box = multiple containers possibly on different machines 

profit from web-scale OSS to cope with fast evolving web 
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Agenda

LOCKSS main concepts

SAFE PLN

Build your own LOCKSS Network

Discussions
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